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1. Background
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Threshold cryptography
Start with two observations…


Devices can be compromised or made out of order.

Security issue Availability issue

Solution: replicate secretSolution: share secret

Threshold Cryptography: -out-of-  scheme

•  out of  parties can perform an operation

• Less than  cannot

T N
T N

T
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NIST Call for Threshold Schemes
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( -out-of- ) threshold signaturesT N
What are they?

𝗌𝗄1
𝗌𝗄2

𝗌𝗄3

𝗌𝗄4

𝗌𝗄5

𝗌𝗄6

Global verification key 


1 partial signing key  per party


-out-of- :

Correctness: Any  out of  parties can 
collaborate to sign a message under .

Unforgeability:  corrupted parties 
cannot sign.

𝗏𝗄

𝗌𝗄i

T N
T N

𝗏𝗄
T − 1

An interactive protocol to distribute signature generation.
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( -out-of- ) threshold signaturesT N
What are they?

An interactive protocol to distribute signature generation.

𝗌𝗄1
𝗌𝗄2

𝗌𝗄3

𝗌𝗄4

𝗌𝗄5

𝗌𝗄6

(T, N) = (3,6)

Signature  on σ 𝗆𝗌𝗀
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Pre-quantum solutions

Mature solutions:

EdDSA: FROST [KG20]

ECDSA: [ANOS+21]

BLS: [Bol03]

RSA: [Sho00]


Provide all desirable properties.



Lattice-based Threshold Signatures
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An active field of research.



Threshold Raccoon, a practical threshold signature

Speed Rounds max N | vk | | sig | Total 
communication

Fast 3 1024 4 kB 13 kB 40 kB
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Designing a threshold scheme

Design 
choices

Underlying 
scheme

Thresholdization 
techniques

? ?
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Candidate schemes

Lattice-based Threshold Signatures

Hash & Sign Fiat-Shamir

Gaussian Sampling

Rejection Sampling

Noise Flooding

Eagle [YJW23]

Phoenix [JRS24]

Plover [EEN+24]

G+G [DPS23]

Dilithium [LDK+22]

Raccoon [dEK+24]

Easier to  
thresholdize

More  
compact
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Candidate schemes

Lattice-based Threshold Signatures

Hash & Sign Fiat-Shamir

Gaussian Sampling

Rejection Sampling

Noise Flooding

Eagle [YJW23]

Phoenix [JRS24]

Plover [EEN+24]

G+G [DPS23]

Dilithium [LDK+22]

Raccoon [dEK+24]

Easier to  
thresholdize

More  
compact

This talk: Dilithium threshold variant.
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Lattice-based Threshold Signatures

Thresholdization 
technique Size Speed Rounds Comm/party

MPC S Slow 15

FHE M As fast as FHE 2

Tailored S-M Fast 2-4

≥ 1MB

20 kB → 56T kB

≥ 1MB

An active field of research, with different designs.
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Lattice-based Threshold Signatures

Thresholdization 
technique Size Speed Rounds Comm/party

MPC S Slow 15

FHE M As fast as FHE 2

Tailored S-M Fast 2-4

≥ 1MB

20 kB → 56T kB

≥ 1MB

An active field of research, with different designs.
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This talk: Tailored Dilithium-like

 more compact and -out-of- ?→ T N



2. Compact Dilithium-like Threshold Signatures
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Fiat-Shamir with Aborts signature

𝖱𝖾𝗃(v, χr, χz, M) → z | ⊥

• 


• 


• 


• If  then 

• Return 

r ← χr
z = v + r

b ← ℬ (max ( χz(z)
Mχr(r)

,1))
b = 0 z = ⊥

z

𝖨𝖽𝖾𝖺𝗅(χz, M) → z | ⊥

• 


• 


• If  then 

• Return 

z ← χz

b ← ℬ ( 1
M )

b = 0 z = ⊥
z

For proper parameters, .


 distribution of  is independent of the secret value 

𝖱𝖾𝗃(v, χr, χz, M) ∼ 𝖨𝖽𝖾𝖺𝗅(χz, M)

→ z v
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Fiat-Shamir with Aborts signature
𝖥𝖲𝗐𝖠 . 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗆𝗌𝗀) → 𝗌𝗂𝗀
• 


• 

• 

• 

• If then restart

• Return 

r ← χr
w = [A I] ⋅ r
c = H(w, 𝗆𝗌𝗀)
z = 𝖱𝖾𝗃(c ⋅ 𝗌𝗄, χr, χz, M; r)

z = ⊥
(c, z)

𝖥𝖲𝗐𝖠 . 𝖵𝖾𝗋𝗂𝖿𝗒(𝗏𝗄, 𝗆𝗌𝗀, 𝗌𝗂𝗀 = (c, z))

• 

• Assert 

• Assert  short

w = [A I] ⋅ z − c ⋅ 𝗏𝗄
c = H(w, 𝗆𝗌𝗀)
z

𝖱𝖾𝗃(v, χr, χz, M; r) → z | ⊥

• 


• 


• If  then 

• Return 

z = v + r

b ← ℬ (max ( χz(z)
Mχr(r)

,1))
b = 0 z = ⊥

z

In the ROM, the distribution of signatures of the above scheme is independent of the secret .


 allows to prove unforgeability

𝗌𝗄
→
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Threshold FSwA signature?
𝖥𝖲𝗐𝖠 . 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗆𝗌𝗀) → 𝗌𝗂𝗀
• 


• 

• 

• 

• If then restart

• Return 

r ← χr
w = [A I] ⋅ r
c = H(w, 𝗆𝗌𝗀)
z = 𝖱𝖾𝗃(c ⋅ 𝗌𝗄, χr, χz, M; r)

z = ⊥
(c, z)

Round 1: 
• Sample a short 


• 


• Broadcast 


Round 2: 
• Broadcast 


Round 3: 

• 


• 


• Broadcast 


Combine: the final signature is


ri
wi = [A I] ⋅ ri

𝖼𝗆𝗍i = H𝖼𝗆𝗍(wi)

wi

w = ∑i wi

c = H(w, 𝗆𝗌𝗀)
zi = 𝖱𝖾𝗃(c ⋅ 𝗌𝗄i, χr, χz, M; ri)

(c, ∑i∈S zi)

𝖳𝖧-𝖥𝖲𝗐𝖠 . 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗆𝗌𝗀) → 𝗌𝗂𝗀

Intuition -out-of-  setting: N N 𝗌𝗄 = ∑
i

𝗌𝗄i
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Threshold FSwA signature?
𝖥𝖲𝗐𝖠 . 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗆𝗌𝗀) → 𝗌𝗂𝗀
• 


• 

• 

• 

• If then restart

• Return 

r ← χr
w = [A I] ⋅ r
c = H(w, 𝗆𝗌𝗀)
z = 𝖱𝖾𝗃(c ⋅ 𝗌𝗄, χr, χz, M; r)

z = ⊥
(c, z)
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 is revealed even in case of rejection

Need proof strategy to show independence from secret

[DOTT22] hides rejected  with a trapdoor 
commitment scheme

[BTT22] simulates rejected  but with regularity lemma 
(degraded parameters)


wi

wi

wi

Round 1: 
• Sample a short 


• 


• Broadcast 


Round 2: 
• Broadcast 


Round 3: 

• 


• 


• Broadcast 


Combine: the final signature is


ri
wi = [A I] ⋅ ri

𝖼𝗆𝗍i = H𝖼𝗆𝗍(wi)

wi

w = ∑i wi

c = H(w, 𝗆𝗌𝗀)
zi = 𝖱𝖾𝗃(c ⋅ 𝗌𝗄i, χr, χz, M; ri)

(c, ∑i∈S zi)

𝖳𝖧-𝖥𝖲𝗐𝖠 . 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗆𝗌𝗀) → 𝗌𝗂𝗀

Intuition -out-of-  setting: N N 𝗌𝗄 = ∑
i

𝗌𝗄i
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 Tighter simulation lemma→

 is revealed even in case of rejection

Need proof strategy to show independence from secret

[DOTT22] hides rejected  with a trapdoor 
commitment scheme

[BTT22] simulates rejected  but with regularity lemma 
(degraded parameters)


wi

wi

wi

Round 1: 
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Threshold FSwA signature?

Lemma: Rejected  is indistinguishable from uniform if:


 is indistinguishable from uniform, with 


 is indistinguishable from uniform, with 


wi

w = [A I] ⋅ r r ← χr

[A I] ⋅ z z ← χz
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 Tighter simulation lemma→

 is revealed even in case of rejection

Need proof strategy to show independence from secret

[DOTT22] hides rejected  with a trapdoor 
commitment scheme

[BTT22] simulates rejected  but with regularity lemma 
(degraded parameters)


How to support -out-of- ?


wi

wi

wi

T N

Threshold FSwA signature?
𝖥𝖲𝗐𝖠 . 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗆𝗌𝗀) → 𝗌𝗂𝗀
• 


• 

• 

• 

• If then restart

• Return 

r ← χr
w = [A I] ⋅ r
c = H(w, 𝗆𝗌𝗀)
z = 𝖱𝖾𝗃(c ⋅ 𝗌𝗄, χr, χz, M; r)

z = ⊥
(c, z)

Round 1: 
• Sample a short 


• 


• Broadcast 


Round 2: 
• Broadcast 


Round 3: 

• 


• 


• Broadcast 


Combine: the final signature is


ri
wi = [A I] ⋅ ri

𝖼𝗆𝗍i = H𝖼𝗆𝗍(wi)

wi

w = ∑i wi

c = H(w, 𝗆𝗌𝗀)
zi = 𝖱𝖾𝗃(c ⋅ 𝗌𝗄i, χr, χz, M; ri)

(c, ∑i∈S zi)

𝖳𝖧-𝖥𝖲𝗐𝖠 . 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗆𝗌𝗀) → 𝗌𝗂𝗀
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Short secret sharing

Share𝗌𝗄 𝗌𝗄∑i∈S ⟨LS,i, 𝗌𝗄i⟩

𝗌𝗄2

𝗌𝗄4

𝗌𝗄3

𝗌𝗄1

Individual pool of short shares 


 shares: can recover 


Reconstruction vector  with small coefficients


 shares: can’t recover 

𝗌𝗄i = (s(1)
i , s(2)

i , . . . )

T 𝗌𝗄
LS,i

≤ T − 1 𝗌𝗄
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Short secret sharing

Share𝗌𝗄 𝗌𝗄∑i∈S ⟨LS,i, 𝗌𝗄i⟩

𝗌𝗄2

𝗌𝗄4

𝗌𝗄3

𝗌𝗄1

Example: -out-of-  sharing (one share per party)


•  and 


•

N N
𝗌𝗄1, …, 𝗌𝗄N ← 𝒟N

σ 𝗌𝗄 = ∑i 𝗌𝗄i

LS,i = 1

Extends to -out-of-  by having several shares per party.T N

Individual pool of short shares 


 shares: can recover 


Reconstruction vector  with small coefficients


 shares: can’t recover 

𝗌𝗄i = (s(1)
i , s(2)

i , . . . )

T 𝗌𝗄
LS,i

≤ T − 1 𝗌𝗄
20



Threshold FSwA signature?
𝖥𝖲𝗐𝖠 . 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗆𝗌𝗀) → 𝗌𝗂𝗀
• 


• 

• 

• 

• If then restart

• Return 

r ← χr
w = [A I] ⋅ r
c = H(w, 𝗆𝗌𝗀)
z = 𝖱𝖾𝗃(c ⋅ 𝗌𝗄, χr, χz, M; r)

z = ⊥
(c, z)

𝖳𝖧-𝖥𝖲𝗐𝖠 . 𝖲𝗂𝗀𝗇(𝗌𝗄, 𝗆𝗌𝗀) → 𝗌𝗂𝗀

 Use short secret sharing→

Round 1: 
• Sample a short 


• 


• Broadcast 


Round 2: 
• Broadcast 


Round 3: 

• 


• 


• Broadcast 


Combine: the final signature is


ri
wi = [A I] ⋅ ri

𝖼𝗆𝗍i = H𝖼𝗆𝗍(wi)

wi

w = ∑i wi

c = H(w, 𝗆𝗌𝗀)
zi = 𝖱𝖾𝗃(c ⋅ ⟨LS,i, 𝗌𝗄i⟩, χr, χz, M; ri)

(c, ∑i∈S zi)
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 Tighter simulation lemma→

 is revealed even in case of rejection

Need proof strategy to show independence of secret

[DOTT22] hides rejected  with a trapdoor 
commitment scheme

[BTT22] simulates rejected  but with regularity 
lemma (degraded parameters)


How to support -out-of- ?


wi

wi

wi

T N

https://eprint.iacr.org/2020/1110
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3. -out-of-  short secret sharingT N
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1

Solution: Replicated Secret Sharing
Idea: sample a share for any possible set of corrupted parties.

2

23

3

s{1}

(T, N) = (2,3)

1. For any set  of  parties, 
sample a uniform share .


𝒯 T − 1
s𝒯



1 2

24

3

s{1}

(T, N) = (2,3)

s{2}

Idea: sample a share for any possible set of corrupted parties.

1. For any set  of  parties, 
sample a uniform share .

𝒯 T − 1
s𝒯

Solution: Replicated Secret Sharing



1 2
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3

s{1}

(T, N) = (2,3)

s{3}

s{2}

Idea: sample a share for any possible set of corrupted parties.

1. For any set  of  parties, 
sample a uniform share .

𝒯 T − 1
s𝒯

Solution: Replicated Secret Sharing



1 2
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3

(T, N) = (2,3)

s{3}

Idea: sample a share for any possible set of corrupted parties.

1. For any set  of  parties, 
sample a uniform share .


2. Distribute  to the parties in 
.


𝒯 T − 1
s𝒯

s𝒯
[N]\𝒯

Solution: Replicated Secret Sharing



1 2

1. For any set  of  parties, 
sample a uniform share .


2. Distribute  to the parties in 
.


3. Define .

𝒯 T − 1
s𝒯

s𝒯
[N]\𝒯

𝗌𝗄 = ∑𝒯 s𝒯
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3

(T, N) = (2,3)

s{3}

Idea: sample a share for any possible set of corrupted parties.

Solution: Replicated Secret Sharing



Properties: 

Reconstruction coefficients 0 or 1


When  corrupted parties, at least 
one  remains hidden.


 guarantees that  remains protected

< T
s𝒯

→ 𝗌𝗄
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Idea: sample a share for any possible set of corrupted parties.

1. For any set  of  parties, 
sample a uniform share .


2. Distribute  to the parties in 
.


3. Define .

𝒯 T − 1
s𝒯

s𝒯
[N]\𝒯

𝗌𝗄 = ∑𝒯 s𝒯

Solution: Replicated Secret Sharing



Solution: Short Replicated Secret Sharing

Properties: 

Reconstruction coefficients 0 or 1


When  corrupted parties, at least 
one  remains hidden.


 guarantees that  looks 
uniform (MLWE assumption)

< T
s𝒯

→ [A I] ⋅ 𝗌𝗄
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Idea: sample a share for any possible set of corrupted parties.

1. For any set  of  parties, 
sample a short share .


2. Distribute  to the parties in 
.


3. Define .

𝒯 T − 1
s𝒯

s𝒯
[N]\𝒯

𝗌𝗄 = ∑𝒯 s𝒯



1. For any set  of  parties, 
sample a short share .


2. Distribute  to the parties in 
.


3. Define .

𝒯 T − 1
s𝒯

s𝒯
[N]\𝒯

𝗌𝗄 = ∑𝒯 s𝒯

Solution: Short Replicated Secret Sharing

Properties: 

Reconstruction coefficients 0 or 1


When  corrupted parties, at least 
one  remains hidden.


 guarantees that  looks 
uniform (MLWE assumption)

< T
s𝒯

→ [A I] ⋅ 𝗌𝗄

Caveat: This scheme has a number 

of shares that is equal to .( N
T − 1)
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Idea: sample a share for any possible set of corrupted parties.



Threshold FSwA signature

Distributions Speed Rounds | vk | | sig | Total 
communication

Gaussians

Fast 3

2.6 kB 2.7 kB 5.6 kB

Uniforms 3.1 kB 4.8 kB 13.5 kB

For ,N ≤ 8

Comparable to Dilithium size: 2.4kB at NIST level II!
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Conclusion
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Conclusion

Introduced Finally, a 3-round compact lattice-based threshold signature 
Up to 8 parties

Signature size 2.7kB (comparable to Dilithium, 2.4kB)


Future work? 
Techniques applied to thresholdize ML-DSA: up to 5 parties

2-round?

Tackle malicious behaviour?
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Questions?
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