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N OTAT I O N S A N D A B B R E V I AT I O N S

The following tables collect the main notations and abbreviations used throughout this thesis.
Notations restricted to a single chapter are indicated explicitly.

general mathematical notations

a := b a is defined to be equal to b.

R , Q , Z , N Sets of real numbers, rational numbers, integers, and non-negative
integers.

Zq Ring of integers modulo q.

y Ð f (x) y is the output of the (possibly probabilistic) function f on input x.

y Ð D y is a sample drawn from distribution D.

x $
Ð S x is sampled uniformly at random from the set S.

U (S) Uniform distribution over the set S.

[N ] The set t1, 2, . . . , Nu.

Pr [ ¨ ] Probability.

E [ ¨ ] Expectation.

txs Rounding of x to the nearest integer (half-up convention).

txsν Shift-rounding: tx/2νs, dropping the ν least significant bits of x.

l ift(x) Canonical representative of x P Zq in the interval (´q/2, q/2].

K Error symbol / null value.

vectors, matrices and norms

x , y , . . . Vectors in bold lowercase (e.g. x P Rk or x P Rk).

A , B , . . . Matrices in bold uppercase (e.g. A P Rkˆℓ or A P Rkˆℓ).

AJ , xJ Transpose of a matrix or vector.

}x}2 Euclidean (ℓ2) norm of vector x. Apply lift to each coefficient if x is
over Zq or Rq.

}x}8 Infinity (ℓ8) norm of vector x.

}A}2 Spectral norm of matrix A (largest singular value).

xx , yy Inner product of x and y.

Ik Identity matrix of size k (written I when size is clear from context).



x Notations and Abbreviations

rings and module lattices

R Cyclotomic ring Z[X]/(Xn + 1), where n is a power of two.

Rq Quotient ring R/qR.

η 1
ε (Λ) Scaled smoothing parameter 1?

2π
ηε(Λ) (factor- 1

2 convention).

DZn ,σ ,c Discrete Gaussian over Zn with parameter σ and center c.

cryptographic security

λ Security parameter.

negl(λ) Negligible function in λ.

Time(A) Running time of algorithm A.

AdvX
A (1λ ) Advantage of adversary A against security notion X.

AO Adversary A with oracle access to O.

GameX
A Security game for notion X played against adversary A.

hardness assumptions

MSIS Module Short Integer Solution problem.

SelfTargetMSIS Variant of MSIS used in Fiat-Shamir proofs.

MLWE Module Learning With Errors problem.

Hint-MLWE MLWE with additional linear hints.

threshold signatures

(N , T , t) N total parties, signing threshold T, corruption threshold t ă T.

sk , vk Secret (signing) key and verification key.

sk i Private key share of party i in a threshold scheme.

CS , HS Sets of corrupted and honest parties; HS = [N]zCS, |CS| ď t.

act Active signing set, act Ď [N], |act| = T.

msg Message (in t0, 1u˚).

sig Signature.

pm i
r Message broadcast by party i in round r (K if aborted).

st i Internal state of party i.

sid Session identifier (used in the synchronous model).



Notations and Abbreviations xi

aux Auxiliary public information produced during key generation.

SYNC-TS-UF Unforgeability in the static, synchronous model.

ASYNC-TS-UF Unforgeability in the static, asynchronous model.

TS-CORR Threshold Signature Correctness game.

named schemes and protocols

ECDSA Elliptic Curve Digital Signature Algorithm.

FROST Flexible Round-Optimized Schnorr Threshold signatures.

Raccoon Fiat-Shamir masking-friendly lattice signature scheme.

TRaccoon Threshold variant of Raccoon.

RB-Raccoon Robust threshold variant (Ch. 4).

IA-Raccoon Threshold variant with identifiable aborts (Ch. 5).

ML-DSA NIST post-quantum digital signature standard.

Threshold ML-DSA Threshold ML-DSA (Ch. 6).

Plover Hash-and-sign masking-friendly lattice signature.

chapter 4 (robust threshold signatures) — specific notations

Lact , i Lagrange reconstruction coefficient of party i for set act.

JxK Masked or secretly-shared value x.

TS-RB Robustness security notion for threshold signatures.

SSS .Share , SSS .Decode Shamir sharing algorithms: Share and Decode.

SSS .Decode , SSS .ErrorCorrectShamir sharing algorithms: Decode and ErrorCorrect (for robust
reconstruction).

V3S The specific VSS scheme used in Ch. 4 for short secrets.

chapter 5 (identifiable aborts) — specific notations

TS-ID Threshold signature with identifiable abort.

IdentifyAbort Algorithm for identifying the party that caused a signing abort.



xii Notations and Abbreviations

chapter 6 (threshold ml-dsa) — specific notations

HighBits , LowBits ML-DSA decomposition functions for a ring element.

MakeHint , UseHint Hint vector computation and application functions.

Power2Round Power2Round function (bit-dropping rounding in ML-DSA).

TS-CORR-ABORT Correctness-with-abort security notion for threshold signatures.

acc, rej Accept / reject outcomes in the rejection sampling.

general abbreviations

BKZ Block Korkine-Zolotarev: a lattice basis reduction algorithm.

DKG Distributed Key Generation.

DL Discrete Logarithm.

HE Homomorphic Encryption.

IA Identifiable Abort.

KEM Key Encapsulation Mechanism.

LSSS Linear Secret Sharing Scheme (general class of secret sharing schemes).

MPC Multi-Party Computation.

NIST National Institute of Standards and Technology.

NIZK Non-Interactive Zero-Knowledge proof.

NTT Number Theoretic Transform.

PKE Public Key Encryption.

PPT Probabilistic Polynomial-Time algorithm.

PRF Pseudorandom Function.

RO / ROM Random Oracle / Random Oracle Model.

SKE Symmetric Key Encryption.

SSS Shamir’s Secret Sharing.

TSS Threshold Signature Scheme.

UC Universal Composability framework.

VSS Verifiable Secret Sharing.



1 I N T R O D U C T I O N

1.1 cryptology

Cryptology is the science dedicated to securing communication in the presence of adversarial
behavior. It is composed of two interconnected branches: cryptography, which focuses on hiding
information and protecting communication, and cryptanalysis, which aims to break or compro-
mise the protection granted by cryptography. While the need for secure communication is as old
as communication itself, the formal study of cryptology emerged in the 20th century, building
on centuries of earlier cipher design and accelerated by the advent of mechanical and electronic
communication technologies.

Although early mechanical ciphers such as Enigma already embodied the essence of modern
cryptosystems through algorithmic encryption and key-based security, the modern era of cryp-
tology truly began with Claude Shannon’s information-theoretic framework for secrecy [Sha49]
and the subsequent development of computational security models in the 1970s. The introduc-
tion of public-key cryptography by Diffie and Hellman [DH76] fundamentally reshaped the field,
allowing secure communication over open networks without pre-shared secrets.

Until the work of Diffie and Hellman, cryptography was primarily concerned with symmetric-
key schemes, where both the sender and receiver share a common secret key. This paradigm,
however, is inherently limited in scalability: in a large network, every pair of participants must se-
curely exchange and manage distinct shared keys. Historically, such exchanges required physical
meetings or trusted couriers, making cryptography impractical for widespread use. Public-key
cryptography introduced asymmetric schemes, where users possess a public key (shared openly)
and a private key (kept secret). This breakthrough enabled secure communication with a large
number of participants as one can simply communicate securely using the recipient’s public key
– typically distributed via digital infrastructures – without prior physical key exchange. Two main
primitives were introduced: public-key encryption, allowing anyone to send encrypted messages
to a recipient using their public key, and digital signatures, enabling users to sign messages in a
way that anyone can verify the signature using the signer’s public key, but only the signer can
produce valid signatures.

The next year, Rivest, Shamir, and Adleman [RSA78] introduced the RSA algorithm, which
became the first widely adopted public-key cryptosystem, enabling one to both encrypt messages
and create digital signatures.

Since then, cryptology has evolved alongside technology, addressing emerging challenges such
as distributed systems, privacy-preserving computation, and, more recently, the threat posed by
quantum computing.

1.2 quantum computing and post-quantum cryptography

Quantum computing emerged as a new computational paradigm in the 1980s to leverage prin-
ciples of quantum mechanics, such as superposition and entanglement. It promises to perform
computations for certain problems exponentially faster than classical computers. Notably, Shor’s
algorithm [Sho94] can efficiently factor large integers and compute discrete logarithms, which
are the foundational hard problems underlying widely used public-key cryptosystems like RSA
and ECC (Elliptic Curve Cryptography).
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Although large-scale quantum computers capable of running Shor’s algorithm do not yet ex-
ist, their potential development poses a significant threat to current cryptographic systems. To
prepare, the cryptographic community has developed the field of post-quantum cryptography,
which designs cryptographic schemes whose security reduces to problems believed to resist
quantum attacks.

Several problems have been proposed as the basis for post-quantum cryptography, including
lattice problems [Ajt96; Reg05], code-based problems [McE78], multivariate polynomial prob-
lems [MI88], isogeny problems [RS06; JD11], and hash-based problems [Mer90]. Among these,
lattice-based cryptography has emerged as a leading candidate. Lattice problems have been
subject to cryptanalysis in depth, and benefit from strong worst-case to average-case hardness
connections, building trust in their security. Additionally, they offer efficient implementations
and competitive sizes.

In 2017, the National Institute of Standards and Technology (NIST) initiated a process to eval-
uate and standardize post-quantum cryptographic algorithms. After several rounds of selection,
NIST announced in 2022 the standardization of several algorithms, including three lattice-based
schemes out of four: Kyber [SABD+22] (ML-KEM) for public-key encryption and key establish-
ment, Dilithium [LDKL+22] (ML-DSA) and Falcon [PFHK+22] (FN-DSA) for digital signatures.
They are now being actively integrated into protocols and software, with several notable cases
such as the support of ML-KEM in TLS by Cloudflare [WR22].

While this is a significant step, many advanced cryptographic primitives remain underexplored
in the post-quantum setting.

1.3 the need for threshold signatures

Digital signatures guarantee that only the holder of the secret key can produce valid signatures,
while anyone can verify signatures using the public key. They are widely used with crucial ap-
plications such as authenticating software updates, secure TLS handshakes for internet commu-
nications, authorizing transactions, and enabling consensus in distributed systems. A signature
scheme typically consists of three algorithms: key generation, signing, and verification.

In the case of sensitive applications, such as cryptocurrency wallets or certificate authorities,
relying on a single party to hold the signing key creates significant risks. If that party experiences
a failure, the entire system may cease to function, with potentially severe financial losses (e.g.,
in a cryptocurrency wallet). In parallel, if that party is compromised, an attacker may gain the
ability to produce valid signatures, leading to unauthorized use of the system.

Threshold signature schemes (TSS) were introduced by Desmedt and Frankel in 1991 [DF92]
to solve this challenge by distributing trust across multiple participants, based on the earlier
concept of distributed computation [Yao86; Des88]. In a (T, N)-threshold scheme, any set of at
least T out of N parties can jointly produce a signature that verifies under a single public key
(this is known as correctness), while any subset of fewer than T parties is unable to sign on its own
(this is unforgeability). They ensure resistance against both failures (up to N ´ T parties can be
offline or unresponsive) and compromises (up to T´ 1 parties can be corrupted by an adversary
without endangering the signing key).

This initial work has been refined and extended over the years, leading to a rich literature
on the security models [GJKR96; CGJK+99; Can01; BCKM+22], properties of threshold signa-
ture schemes [Ped91; GJKR96; AL07; KG20], and many constructions [GJKR96; GRJK00; GGN16;
KG20; Lin24; DKMM+24] for various underlying signature algorithms. In particular, several
threshold signature schemes have reached a high level of maturity and are actively being de-
ployed in practice.

Recognizing the growing importance of threshold cryptography, NIST launched the Multi-
Party Threshold Cryptography (MPTC) project to drive the development of threshold schemes. Sev-
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eral workshops have been held since 2019 to discuss evaluation criteria, and these efforts culmi-
nated in a formal call for proposals in 2026 [NIST-IR8214C]. This initiative is further igniting
interest in the design and optimization of practical threshold signature schemes.

For now, let us put aside the formal security models, and focus on the high-level goals and
properties of threshold signatures. In addition to correctness and unforgeability, threshold signa-
ture schemes often aim to achieve the following properties:

‚ Distributed Key Generation (DKG). A protocol that allows parties to jointly generate a
public/private key pair without any single party knowing the entire private key. This
eliminates the need for a trusted dealer and enhances security by distributing trust among
the participants even during key generation.

‚ Robustness. The ability to produce a valid signature even when some parties behave mali-
ciously or send incorrect information during the signing process. Robust schemes include
mechanisms to ensure that honest parties can always complete the signing operation.

‚ Identifiable Aborts. Achieving robustness comes at a significant cost, and in some sce-
narios, it is acceptable for the signing process to fail as long as misbehaving parties are
identified. Identifiable aborts ensure that when an abort occurs, honest parties can identify
which participants caused the abort. This property allows to take corrective actions, such
as banning misbehaving parties.

‚ Standard Compatibility. The ability to produce signatures that are compatible with exist-
ing signature standards and verification algorithms. This ensures that threshold signatures
can be seamlessly integrated into existing systems without requiring modifications to veri-
fication procedures.

In the classical setting, threshold signature schemes have reached a high level of maturity,
with efficient protocols satisfying all the above desirable properties for widely used signature
algorithms such as RSA [Sho00], EdDSA [KG20; RRJS+22], and ECDSA [CGGM+20]. These
schemes are actively being deployed.

However, despite the standardization of post-quantum signature schemes, practical threshold
signatures in the post-quantum setting remained an open question until very recently. Initial
works on post-quantum threshold signatures [BKP13; BGGJ+18; CS19] laid important theoreti-
cal foundations and showed that it is feasible to design post-quantum constructions, but their
protocols are far from practical. More recently, [ASY22; GKS24; BTT22] focused on lattice-based
constructions, and significantly improved efficiency and practicality. Still, they remained out of
reach for real-world deployments, with signature sizes in the order of 100kB and high signing
latencies expected to be in the order of seconds or minutes. A breakthrough came with the work
of [DKMM+24], which introduced the first efficient post-quantum threshold signature scheme,
based on the lattice-based signature scheme Raccoon [PKPR24], achieving signature sizes of about
10kB – an order of magnitude smaller than prior works, and high efficiency, with signing laten-
cies in the order of milliseconds. It was followed-up with other threshold variants of Raccoon:
[EKT24; BKLM+25] proposed two-round signing protocols at the cost of a higher communication
overhead, and [KRT24] proposed a 5-round protocol that achieves security in a stronger model
where adversaries can adaptively corrupt parties during the protocol execution. However, these
Raccoon-based schemes do not distribute their key generation nor provide robustness or identi-
fiable aborts, and they are not compatible with standardized signature schemes, leaving many
questions open beyond efficiency.

Due to the promising results on lattice-based threshold cryptography, we decided to focus this
thesis on designing practical post-quantum threshold signatures from lattices, addressing the
remaining challenges toward deployable schemes.
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1.4 challenges in lattice-based threshold signatures

Before detailing our contributions, we would like to provide some context to help readers under-
stand the challenges specific to designing threshold signatures in the lattice setting.

The first step is to understand the way lattice-based signatures work. There are two main
families of lattice-based signatures: hash-and-sign schemes [GPV08; MP12; PFHK+22; JRS24]
and Fiat-Shamir schemes [Lyu12; PKPR24; CCDG+24].

hash-and-sign. Hash-and-sign schemes build on the concept of one-way functions, i.e. a
function that is easy to compute on every input, but hard to invert given a random image. The
idea is to introduce a secret trapdoor that allows the signer to efficiently compute pre-images
of the one-way function. Concretely, given a one-way function f and a message msg, the signer
computes a hash of the message to obtain a target value t = H(msg), and then uses its secret
trapdoor on f to sample a pre-image z such that t = f (z).

In the lattice setting, the trapdoor one-way function is typically based on hard lattice problems
such as the Short Integer Solution (SIS) and Learning With Errors (LWE) problems, and constrains
the pre-image z to be a short vector in a lattice. However, when signing, it is crucial that the
signature z does not leak information about the trapdoor, as this would compromise the security
of the scheme. To achieve this, lattice-based hash-and-sign schemes employ techniques such as
rejection sampling [LW15; PP21; JRS24] and Gaussian sampling [GPV08; PFHK+22] to ensure
that the distribution of signatures is close to a target distribution that is independent of the
trapdoor.

fiat-shamir. Fiat-Shamir schemes are based on the foundational Fiat-Shamir transforma-
tion [FS87], which converts interactive identification protocols – proving knowledge of a secret
– into non-interactive signature schemes using hash functions. In a typical Fiat-Shamir signature
scheme, the signing process involves three steps:

1. The signer generates a random commitment value based on its secret key and some ran-
domness.

2. The signer computes a challenge by hashing the commitment and the message to be signed.

3. The signer computes a response using its secret key, the commitment, and the challenge.

In the lattice setting, Fiat-Shamir schemes typically prove knowledge of a short vector solu-
tion to a lattice problem, such as SIS or LWE, without revealing the vector itself. To ensure
soundness, i.e. that only someone knowing the secret key can produce valid signatures, these
schemes typically require producing short responses. As for hash-and-sign schemes, this is often
achieved using techniques ensuring that the response distribution is independent of the secret
key, so as to not leak it, including rejection sampling [Lyu09; DDLL13; LDKL+22] and Gaussian
sampling [DPS23].

sampling signatures. Both of the above paradigms require sampling signatures from a
distribution that is independent of the secret key, while ensuring shortness. There are several
techniques to do so: Gaussian sampling, rejection sampling, and the more recent noise flooding
technique. These techniques feature different trade-offs in terms of efficiency and implementa-
tion complexity, which in turn appear as a major factor impacting the complexity of designing
threshold signatures.

We provide a high-level overview of these techniques below, and an intuitive one-dimensional
illustration of the resulting signature distributions in Fig. 1.1; the actual schemes operate over
high-dimensional lattices.
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‚ Gaussian sampling. This technique samples signatures from a Gaussian distribution con-
ditioned on the target value. It provides the most compact preimages, and in turn the
smallest signatures. However, it is also the most complex to implement, typically requiring
high-precision arithmetic [DN12; MW17] and careful numerical analysis [Pre17] to ensure
security and correctness.

‚ Rejection sampling. This technique samples candidate signatures from a broader distri-
bution and then accepts or rejects them based on a probability that ensures that the final
distribution is independent of the secret key. Rejection sampling is generally simpler to im-
plement than Gaussian sampling, but it leads to larger signatures and potentially increased
signing times due to the potential need for multiple sampling attempts.

‚ Noise flooding. This more recent technique adds a noise to the signature to mask the secret
key. Given a sufficiently large noise, the distribution of signatures remains sufficiently
close to the original noise distribution, thus not revealing the secret key. This technique is
typically the simplest to implement. However, it often results in larger signatures.

z

(a) Gaussian Sampling. Signatures are sampled from a
Discrete Gaussian in the lattice coset defined by the
target (i.e., z is sampled around 0 such that f (z) =
target). This yields the most compact signatures but
is the most complex to implement.

Shift c ¨ s

Rejected

Accepted
z

(b) Rejection Sampling. Rejects signature candidates so
that the output follows the “Accepted” distribution –
independent of c ¨ s. Simpler, but wider distribution.

Shift c ¨ s
base shifted

z

(c) Noise Flooding. A large base noise distribution is used to drown out the secret-dependent shift c ¨ s. While
conceptually the simplest, it produces wider signature distributions to maintain security.

Figure 1.1: Visual comparison of signature generation techniques.

Interestingly, the above hierarchy of complexity in implementing these sampling techniques
is mirrored in the complexity of designing threshold signatures using them. The most efficient
lattice-based threshold signature scheme to date uses noise flooding [DKMM+24], while prior
works using rejection sampling [BTT22] were significantly more complex and less efficient, and
it remains an open question to practically thresholdize a Gaussian-sampling based signature. We
illustrate this design space in Fig. 1.2.

The typical process to design a lattice-based threshold signature scheme involves two main
steps (i) choosing the paradigm (hash-and-sign or Fiat-Shamir) and the sampling technique
(Gaussian, rejection, or noise flooding) underlying the base signature scheme, and then (ii) dis-
tributing the signing algorithm among multiple parties, while preserving correctness and un-
forgeability, and ideally achieving the additional desirable properties we mentioned previously.

The usual approach for (ii) is to consider each step of the signing algorithm, and design a sub-
protocol to distribute it among the parties. We distinguish two main directions to do so, which
we describe below.
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Figure 1.2: Design space of lattice-based signature schemes. We include representative signature schemes
for each paradigm and sampling technique.

generic mpc with uc security. The first idea that comes to mind is to use generic tech-
niques from secure multiparty computation (MPC), and prove the security of the protocol in
the Universal Composability (UC) framework [Can01]. This framework provides strong security
guarantees, by proving a form of indistinguishability between the real protocol execution and
an ideal execution with a trusted party. For signatures, works typically either model a generic
signature functionality [Can03; BH04; ADN06] or directly the target signature signing [DKLs18;
CCLS+19; CEN25]. We can theoretically design a protocol that allows multiple parties to jointly
compute any function over their inputs without leaking information on the secret or intermedi-
ate steps, and ensuring that the operation is correctly performed. However, it is typically too
inefficient for the dimensions and operations involved in lattice-based signatures, including the
sampling from Gaussian or short distributions, polynomial arithmetic over rings, and compar-
isons.

Remark 1.4.1. Other composability frameworks for secure multi-party computation have been
proposed [Mau10; HS15; KTR20] over the years. However, the main challenge of efficiency
remains.

custom protocols with game-based security. Another direction is to define tailored
game-based security notions for the desirable properties of threshold signatures, and then design
custom protocols for each step of the signing algorithm. This approach allows to significantly
improve efficiency by leveraging lattice-specific properties to accept some controlled leakage
or imperfect operations that do not compromise security. This is notably the approach taken
in [DKMM+24], which distributes the noise-flooding-based signing process by having each party
locally sample noise, compute a noisy partial signature, and then the scheme aggregates these
partial signatures to form a valid signature. By carefully analyzing what information can safely
be revealed during the protocol execution, and adapting the scheme parameters to support larger
aggregated signatures, this approach achieves significantly better efficiency than generic MPC.

This customization crucially relies on the possibility to decompose the signing algorithm into
simple operations that can be distributed securely. So far, the most amenable signing algorithms
to such decomposition are those using noise flooding, which mainly depend on short vector
sampling. Several works have applied these ideas to rejection-sampling-based signatures [BTT22],
by performing both short vector sampling and rejection sampling locally within each signer, but
with significantly less efficiency.

We provide an extended overview of the techniques used in prior works to design lattice-based
threshold signatures in Section 3.5.
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As previously mentioned, beyond efficiency, several challenges remain toward practical lattice-
based threshold signatures, including achieving robustness against malicious parties, supporting
identifiable aborts to improve efficiency in many scenarios, and designing standard-compliant
schemes compatible with existing verification algorithms and key formats.

1.5 contributions of this thesis

This thesis solves several open questions in the design of practical lattice-based threshold sig-
natures. We introduce novel techniques to augment noise-flooding-based signatures with the
robustness and identifiable aborts properties they lacked, and we overcome the challenges that
prevented efficiently distributing signature algorithms based on rejection-sampling, culminating
with the first threshold signature scheme compatible with the ML-DSA standard. Throughout
the thesis, we instantiate our techniques on two representative schemes: Raccoon [PKPR24], a
noise-flooding-based Fiat-Shamir signature shown to be threshold-friendly in [DKMM+24], and
Dilithium (ML-DSA) [LDKL+22], the NIST-standardized signature based on rejection sampling.
While our techniques could be applied to the two-round threshold variant of Raccoon [EKT24] to
achieve robustness and identifiable aborts1, we focus on the three-round protocol of [DKMM+24]
for clarity of the exposition, as two-round schemes imply a more involved signing which is or-
thogonal to the main ideas we introduce in this thesis. More precisely, our main contributions
are as follows:

1. Robust DKG and signing for lattices. We introduce the first robust distributed key genera-
tion and threshold signing protocols based on noise flooding. These protocols guarantee the
production of a valid signature even in the presence of malicious parties. We rely on a new
lightweight verifiable secret-sharing mechanism that avoids costly zero-knowledge proofs
by exploiting simple noisy linear relations. We prove its security under the Hint-MLWE as-
sumption and integrate these checks into signing to ensure correctness. This demonstrates,
for the first time, that full robustness can be achieved for lattice-based threshold signatures
using only basic building blocks. This is detailed in Chapter 4.

2. Efficient protocols with identifiable aborts. While full robustness requires an honest ma-
jority during signing and can remain costly in practice, in many real-world scenarios, it
suffices that parties can detect misbehavior and identify the culprits when an abort occurs,
allowing the system to recover quickly without the overhead of full robustness.

We develop new secret sharing techniques ensuring the shortness of user shares, and small
reconstruction coefficients. This enables the unique realization of the “threshold designer’s
dream”: we design a noise-flooding based threshold scheme where signature shares double
as valid signatures under the corresponding secret key shares and enable the detection of
misbehavior simply by verifying signature shares. This leads to highly efficient protocols
for distributed key generation and signing with identifiable aborts. This is detailed in
Chapter 5.

3. Standard-compliant threshold Dilithium (ML-DSA). Finally, we resolve the main obsta-
cle that had prevented the design of competitive threshold schemes relying on rejection-
sampling-based signatures. We develop new simulation techniques to show that rejected
transcripts in Fiat-Shamir-with-aborts signatures can be safely revealed for practical parameters.
Combined with our short-secret sharing techniques and targeted optimizations, this leads
to the first practical threshold signature scheme for Dilithium (ML-DSA), fully compatible with

1 Although we choose to not describe it in this thesis, the NIST submission Hermine [BCPE+26a] consists in applying
our identifiable aborts techniques to the two-round setting, extending the protocol [EKT24].
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the standardized verification algorithm and key formats, and that works for a small number
of parties (N ď 6 for a communication of at most a few MB). This is detailed in Chapter 6.

Taken together, these results address several open challenges on the path to practical post-
quantum threshold signatures. It strengthens the position of lattice-based TSS based on noise
flooding as a versatile and practical solution, even for a large number of parties, and support-
ing advanced properties such as robustness and identifiable aborts. It also demonstrates that
rejection-sampling-based signatures can also be efficiently thresholdized for the first time, achiev-
ing higher compactness, standard compatibility and competitive efficiency for a small number of
parties, albeit advanced properties such as robustness remain open in that setting.

As a demonstration of the relevance of our contributions, our techniques underlie several of
the schemes proposed in response to NIST’s MPTC call for proposals [NIST-IR8214C]:

‚ Amber [BPLP26]: Amber is an efficient lattice-based IND-CCA Threshold KEM proposal
that explicitly incorporates our techniques for identifying aborts presented in Chapter 5.

‚ Hermine [BCPE+26a]: Hermine is a partially non-interactive two-round threshold signa-
ture scheme based on Raccoon that applies our abort identification techniques from Chap-
ter 5 to the two-round setting, and further adds the support of key refreshing.

‚ Mithril [CDPE+26]: Mithril is a threshold signature scheme for ML-DSA that builds on our
techniques from Chapter 6 to achieve standard compatibility for a small number of parties.

1.6 supporting publications

We have contributed several of the results presented in this thesis as part of papers under review
or that have been published in peer-reviewed conferences. Below is a list of these publications,
along with their corresponding chapters in this thesis:

‚ Flood and Submerse: Distributed Key Generation and Robust Threshold Signature from
Lattices [ENP24]. This paper studies the design of robust distributed key generation and
signing protocols for lattice-based threshold signatures using noise flooding. It introduces a
new verifiable secret-sharing mechanism and integrates it into a threshold signing protocol
for the signature scheme Plover [EENP+24] to ensure correctness even in the presence of
misbehaving parties. This work is presented in Chapter 4, albeit adapted to the Raccoon

signature scheme [PKPR24] for consistency with the rest of the thesis.

It has been published in the proceedings of CRYPTO 2024.

‚ Simple and Efficient Lattice Threshold Signatures with Identifiable Aborts [dENP25].
This paper introduces new secret sharing techniques that sample short secret shares and
enable the reconstruction of partial secrets with small norms. Leveraging these techniques,
it designs efficient distributed key generation and signing protocols with identifiable aborts
for noise-flooding-based signatures. The formalism introduced in this work, as well as its
replicated secret sharing with short shares is presented in Chapter 5. We further extend this
chapter with the Vandermonde secret sharing scheme that scales to a larger number of parties.
This contribution is part of a recent rework of the original preprint [BCPE+26b], which
builds on the same core techniques to introduce Hermine, a two-round threshold signature
scheme based on Raccoon that supports key refreshing and identifiable aborts. We focus on
the original three-round scheme in this thesis for clarity of the exposition.

This work is available on ePrint.
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‚ Finally! A Compact Lattice-Based Threshold Signature [PN25]. This paper resolves the
main obstacle that had prevented the design of practical threshold signatures based on
rejection-sampling-based signatures. It introduces new simulation techniques to safely re-
veal rejected transcripts in Fiat-Shamir-with-aborts signatures, and combines them with
short-secret sharing techniques to design the most compact threshold signature to date,
scaling up to 8 parties. Its simulation results make up the theoretical core of Chapter 6.

This work has been published in the proceedings of PKC 2025.

‚ Efficient Threshold ML-DSA [CPEN+26]. This paper presents the first practical threshold
signature scheme for Dilithium (ML-DSA), fully compatible with the standardized verifica-
tion algorithm and key formats. It builds on the simulation techniques introduced in [PN25]
and combines them with targeted optimizations to achieve competitive efficiency for a small
number of parties. This work is presented in Chapter 6. Note that this work additionally
contains a distributed key generation, and a posteriori sharing of existing ML-DSA keys
that we chose not to present in this thesis for conciseness.

This work will be published in the proceedings of USENIX Security 2026.

1.7 additional publications

In addition to the works related to this thesis, we have contributed to several other publications
in the field of cryptography:

‚ Plover: Masking-Friendly Hash-and-Sign Lattice Signatures [EENP+24]. This paper intro-
duces Plover, the first lattice-based hash-and-sign signature scheme designed to be masking-
friendly. Building on concepts from Raccoon [PKPR24] to counter side-channel attacks, the
paper provides a systematic framework for analyzing their security and demonstrates their
applicability to hash-and-sign signatures. By leveraging noise flooding, it achieves quasi-
linear complexity in the number of masking shares. Plover can be considered the hash-and-
sign counterpart of Raccoon, and we demonstrate in [ENP24] how the threshold techniques
developed in Chapter 4 for noise-flooding signatures apply naturally to it to achieve robust
signing.

This work has been published in the proceedings of EUROCRYPT 2024.

‚ Unmasking TRaccoon: A Lattice-Based Threshold Signature with An Efficient Identifi-
able Abort Protocol [PKNR+25]. Akin to our contributions in Chapter 5, this work focuses
on enhancing the TRaccoon threshold signature scheme with an identifiable abort mech-
anism. We take a different approach by preserving the original design of TRaccoon and
introduce a lightweight add-on that runs zero-knowledge proofs to identify malicious sign-
ers only in the event of a failure. This incurs an added communication cost of 60 + 6.4|T|
KB when the protocol fails. Additionally, we provide the first formal security analysis of
a zero-knowledge variant of LaBRADOR and introduce a new game-based definition for
interactive identifiable abort protocols, extending standard unforgeability definitions.

This work has been published in the proceedings of CRYPTO 2025.

‚ Share the MAYO: thresholdizing MAYO [CEN25]. In this paper, we study the practical
thresholdization of OV-based signature schemes, specifically focusing on MAYO and UOV,
which are candidates in the NIST process for standardization of additional digital signature
schemes. Our approach begins by addressing the challenges associated with thresholdizing
algorithms that sample solutions to linear equation systems of the form Ax = y, which are
fundamental to OV-based signature schemes. Previous attempts have introduced levels of
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leakage that we deem insecure. We propose a new solution, discuss its security, and assess
its practicality. We then explore thresholdizing the entire signing functionality of these
signature schemes.

This work has been published in the proceedings of PQCrypto 2025.

‚ Comprehensive Deniability Analysis of Signal Handshake Protocols: X3DH, PQXDH to
Fully Post-Quantum with Deniable Ring Signatures [KNTW25]. The Signal protocol re-
lies on a handshake (formerly X3DH, now PQXDH) to set up secure conversations, valuing
deniability so users can deny participation. Prior analyses use varying, ad-hoc models that
obscure guarantees and prevent comparison.

Building on the abstraction by Hashimoto et al. [HKW25], we present a unified framework
for analyzing Signal handshake deniability. We examine X3DH and PQXDH, clarifying
PQXDH’s deniability against harvest-now–judge-later quantum adversaries. We also analyze
post-quantum alternatives such as RingXKEM that use ring signatures. By introducing a
deniability metric inspired by differential privacy, we offer relaxed, pragmatic guarantees.
This metric further allows us to define deniable ring signatures (a relaxation of the tradi-
tional anonymity notion), enabling efficient constructions from the NIST standard Falcon
and the candidate for standardization MAYO, which are deniable despite not being fully
anonymous.

This work has been published in the proceedings of USENIX Security 2025.

‚ Practical Deniable Post-Quantum X3DH: A Lightweight Split-KEM for K-Waay [Nio25].
The Signal Protocol faces the challenge of migrating to a post-quantum world while pre-
serving critical properties such as asynchrony and deniability. While PQXDH grants post-
quantum confidentiality, full migration of the X3DH handshake remains elusive. As stud-
ied in [KNTW25], the main approach to migrate X3DH involves using ring signatures to
achieve deniability. K-Waay [CHNR+24] proposed to explore an alternative path via split
KEMs but suffers from size limitations compared to ring signature-based approaches.

This work introduces Sparrow-KEM and Sym-Sparrow-KEM, novel asymmetric and sym-
metric split KEMs designed to optimize K-Waay. Leveraging the MLWE assumption, we
reduce communication by 5.1ˆ and improve speed by 40ˆ over prior split KEMs. Sym-
Sparrow-KEM is the first symmetric split-KEM to offer deniability along with strong im-
plicit authentication properties (IND-1KCA, IND-1BatchCCA). Our results demonstrate the
feasibility of a compact, deniable post-quantum X3DH based on split KEMs.

This work has been published in the proceedings of ASIACCS 2025.

‚ Subversion-resilient Key-exchange in the Post-quantum World [DFJN+25]. Subversion-
resilient Authenticated Key-Exchange (AKE) ensures security even when parts of the pro-
tocol implementation are tampered with. One way to achieve AKE is by using Reverse
Firewalls (RFs) to restore security.

In this work, we extend RF-based subversion resilience in security definitions, constructions,
and formal verification. First, we introduce a useful relaxation of the notion of security in
subversion-resilient AKE with RFs: the goal is no longer to prevent all exfiltration, but
rather to restore to the AKE protocol a property lost upon subversion. We focus specifi-
cally on authenticating and (key-)securing RFs, and consider a spectrum of compromises,
designing a framework in which adversaries can tamper with some components of the
implementation but perhaps not others. Aiming for post-quantum security, we define ‘re-
randomizable Key Encapsulation Mechanisms’, providing instantiations based on classical
Diffie-Hellman and Kyber. Finally, we establish foundations for the formal verification
of RF-based protocols, proving our construction secure using the CryptoVerif prover, in
addition to computational-security proofs in usual Bellare-Rogaway methodology.
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This work has been published in the proceedings of CCS 2025.

‚ Adaptively-Secure Three-Round Threshold Schnorr from DL [NRT26]. This work presents
the first threshold Schnorr signature scheme secure against adaptive corruptions and requir-
ing only three rounds (two online, one offline) under the Discrete Logarithm (DL) assump-
tion in the random oracle model. Previous adaptively-secure threshold Schnorr protocols
either relied on stronger assumptions or required five rounds. The scheme preserves the
standard Schnorr interface while minimizing latency. The construction introduces novel
techniques, including an equivocal commitment with simulation-extractable NIZK and a
masking-based aggregated opening strategy for homomorphic commitments, and provides
a formalization of a strong adaptive security notion.

This work will be published in the proceedings of EUROCRYPT 2026.

‚ Revisiting PQ WireGuard: A Comprehensive Security Analysis With a New Design
Using Reinforced KEMs [HKNW25]. WireGuard is a VPN providing high performance
based on the Noise protocol. A recent post-quantum (PQ) variant was proposed by Hüls-
ing et al. [HNSW+21], however since Wireguard requires the handshake message to fit in
one UDP packet of size roughly 1200 B, they rely on Classic McEliece, whose large pub-
lic keys significantly increase server memory requirements and complicates kernel-level
deployment.

In this work, we revisit PQ WireGuard to improve its design, security, and efficiency. We
address binding issues in PQ KEMs and prove security in a new computational model.
We introduce ‘reinforced KEM’ (RKEM) and a construction named ‘Rebar’ to compress
ML-KEM-like ciphertexts. This enables a PQ WireGuard protocol where the server avoids
storing large keys, reducing public key memory usage by 190 to 390ˆ.

This work will be published in the proceedings of S&P 2026.





2 I N T R O D U C T I O N ( E N F R A N Ç A I S )

2.1 cryptologie

La cryptologie est la science qui étudie la sécurisation des communications en la présence
d’adversaires. Elle se compose de deux branches étroitement liées : la cryptographie, qui vise
à protéger les communications et à dissimuler l’information, et la cryptanalyse, qui cherche au
contraire à affaiblir ou à contourner ces protections. Si le besoin de communiquer de manière
sûre est aussi ancien que la communication elle-même, l’étude formelle de la cryptologie s’est
structurée au XXe siècle, s’appuyant sur des siècles de conception de chiffrements et accélérée
par l’essor des technologies de communication mécaniques puis électroniques.

Bien que des chiffrements mécaniques tels qu’Enigma incarnent déjà l’essence des cryptosys-
tèmes modernes (chiffrement algorithmique et sécurité fondée sur une clé), l’ère moderne de la
cryptologie débute véritablement avec le cadre informationnel de Claude Shannon pour la con-
fidentialité [Sha49], puis avec le développement des modèles de sécurité computationnelle dans
les années 1970. L’introduction de la cryptographie à clé publique par Diffie et Hellman [DH76]
a ensuite profondément transformé le domaine, en rendant possible la communication sûre sur
des réseaux ouverts sans secret pré-partagé.

Jusqu’aux travaux de Diffie et Hellman, la cryptographie concernait principalement des sché-
mas à clé symétrique, dans lesquels l’émetteur et le récepteur partagent une même clé secrète. Ce
paradigme est cependant limité en termes de passage à l’échelle : dans un grand réseau, chaque
paire de participants doit échanger et gérer une clé distincte. Historiquement, ces échanges ex-
igeaient des rencontres physiques ou des courriers de confiance, rendant la cryptographie peu
pratique à grande échelle. La cryptographie à clé publique introduit des schémas asymétriques,
où chaque utilisateur possède une clé publique (partagée librement) et une clé secrète (conservée
confidentielle). Cette avancée permet de communiquer de manière sûre avec un grand nombre
de participants : il suffit d’utiliser la clé publique du destinataire – typiquement distribuée via
des infrastructures numériques – sans échange de clé physique préalable. Deux primitives ma-
jeures émergent : le chiffrement à clé publique, qui permet à quiconque d’envoyer un message
chiffré à un destinataire à l’aide de sa clé publique, et la signature numérique, qui permet de
signer un message de sorte que tout le monde puisse vérifier la signature via la clé publique du
signataire, tandis que seul le signataire peut produire des signatures valides.

L’année suivante, Rivest, Shamir et Adleman [RSA78] introduisent l’algorithme RSA, qui de-
viendra le premier cryptosystème à clé publique massivement déployé, permettant à la fois de
chiffrer des messages et de produire des signatures.

Depuis, la cryptologie a évolué au rythme des technologies, répondant à des défis nouveaux
tels que les systèmes distribués, le calcul respectueux de la vie privée et, plus récemment, la
menace que fait peser l’informatique quantique.

2.2 informatique quantique et cryptographie post-quantique

L’informatique quantique est apparue dans les années 1980 comme un nouveau paradigme de
calcul, exploitant des principes de mécanique quantique tels que la superposition et l’intrication.
Elle promet, pour certains problèmes, des gains exponentiels par rapport aux ordinateurs clas-
siques. En particulier, l’algorithme de Shor [Sho94] permet de factoriser efficacement de grands
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entiers et de calculer des logarithmes discrets, qui sont les problèmes difficiles à la base de cryp-
tosystèmes à clé publique largement utilisés, tels que RSA et l’ECC (cryptographie sur courbes
elliptiques).

Même si des ordinateurs quantiques capables d’exécuter l’algorithme de Shor n’existent pas
encore, leur développement potentiel constitue une menace importante pour les systèmes cryp-
tographiques actuels. Pour s’y préparer, la communauté cryptographique a développé la cryp-
tographie post-quantique, qui conçoit des schémas dont la sécurité se réduit à des problèmes
supposés résister aux attaques quantiques.

Plusieurs familles de problèmes ont été proposées comme base pour la cryptographie post-
quantique, notamment les problèmes sur réseaux euclidiens [Ajt96; Reg05], les problèmes de
codes [McE78], les systèmes polynomiaux multivariés [MI88], les isogénies [RS06; JD11] et les
constructions fondées sur les fonctions de hachage [Mer90]. Parmi elles, la cryptographie sur
réseaux s’est imposée comme un candidat majeur. Les problèmes sur réseaux ont fait l’objet
d’analyses cryptanalytiques approfondies et bénéficient de liens solides entre difficulté pire cas
et cas moyen, renforçant la confiance dans leur sécurité. Ils offrent en outre des implémentations
efficaces et des tailles compétitives.

En 2017, le National Institute of Standards and Technology (NIST) a lancé un processus
d’évaluation et de standardisation d’algorithmes post-quantiques. Après plusieurs années de
sélection, le NIST a annoncé en 2022 la standardisation de plusieurs algorithmes, dont trois
schémas sur quatre sont basés sur les réseaux : Kyber [SABD+22] (ML-KEM) pour le chiffre-
ment à clé publique et l’établissement de clés, ainsi que de Dilithium [LDKL+22] (ML-DSA) et
Falcon [PFHK+22] (FN-DSA) pour les signatures numériques. Ils sont désormais activement in-
tégrés dans des protocoles et des logiciels, avec notamment la prise en charge de ML-KEM dans
TLS par Cloudflare [WR22].

Il s’agit d’une étape importante, mais de nombreuses primitives cryptographiques avancées
restent encore peu explorées dans le cadre post-quantique.

2.3 le besoin de signatures à seuil

Les signatures numériques garantissent que seul le détenteur de la clé secrète peut produire
des signatures valides, tandis que toute personne peut vérifier une signature à l’aide de la clé
publique. Elles sont omniprésentes dans des applications critiques : authentification des mises
à jour logicielles, échanges TLS pour les communications sur Internet, autorisation de transac-
tions, ou encore consensus dans les systèmes distribués. Un schéma de signature se compose
typiquement de trois algorithmes : génération de clés, signature et vérification.

Dans des applications sensibles, telles que les portefeuilles de cryptomonnaies ou les autorités
de certification, confier la clé de signature à une seule entité crée des risques importants. En cas
de panne de cette entité, le système peut cesser de fonctionner, avec des pertes potentiellement
sévères (par exemple pour un portefeuille de cryptomonnaies). Par ailleurs, si cette entité est
compromise, un attaquant peut produire des signatures valides, conduisant à un usage non
autorisé du système.

Les schémas de signature à seuil (threshold signature schemes, TSS) ont été introduits par Desmedt
et Frankel en 1991 [DF92] afin de répondre à ce défi en répartissant la confiance entre plusieurs
participants, s’appuyant sur le concept antérieur de calcul distribué [Yao86; Des88]. Dans un
schéma à seuil (T, N), tout ensemble d’au moins T parties parmi N peut produire conjointement
une signature vérifiable sous une seule clé publique (propriété dite de correction), tandis que tout
sous-ensemble de taille strictement inférieure à T est incapable de signer seul (inforgeabilité). De
tels schémas offrent une résistance à la fois aux pannes (jusqu’à N ´ T parties peuvent être hors
ligne ou non réactives) et aux compromissions (jusqu’à T ´ 1 parties peuvent être corrompues
sans mettre en péril la clé de signature).
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Ces premiers travaux ont été affinés et étendus au fil des années, donnant naissance à une vaste
littérature sur les modèles de sécurité [GJKR96; CGJK+99; Can01; BCKM+22], les propriétés
des schémas à seuil [Ped91; GJKR96; AL07; KG20], ainsi que de nombreuses constructions à
seuil [GJKR96; GRJK00; GGN16; KG20; Lin24; DKMM+24] pour différents algorithmes de signa-
ture sous-jacents. En particulier, plusieurs schémas à seuil ont atteint un haut niveau de maturité
et sont effectivement déployés en pratique.

Reconnaissant l’importance croissante de la cryptographie à seuil, le NIST a lancé le projet
Multi-Party Threshold Cryptography (MPTC) afin d’explorer une potentielle standardisation de
schémas à seuil. Plusieurs événements ont été organisés depuis 2019 pour discuter des critères
d’évaluation, et ces efforts ont abouti à un appel formel à propositions en 2026 [NIST-IR8214C].
Cette initiative renforce encore l’intérêt pour la conception et l’optimisation de schémas de signa-
ture à seuil pratiques.

Pour l’instant, mettons de côté les modèles de sécurité formels et concentrons-nous sur les
objectifs et propriétés de haut niveau des signatures à seuil. Au-delà de la correction et de
l’inforgeabilité, les schémas à seuil visent souvent les propriétés suivantes :

‚ Génération distribuée de clés (DKG). Un protocole permettant aux parties de générer
conjointement une paire de clés publique/privée sans qu’aucune partie ne connaisse la
clé privée entière. Cela élimine le besoin d’un tiers de confiance et renforce la sécurité en
répartissant la confiance dès la génération des clés.

‚ Robustesse. La capacité à produire une signature valide même si certaines parties se com-
portent de manière malveillante ou envoient des informations incorrectes pendant le pro-
cessus de signature. Les schémas robustes incluent des mécanismes garantissant que le
protocole termine toujours.

‚ Abandons identifiables. Obtenir une robustesse complète peut être coûteux et, dans cer-
tains scénarios, il est acceptable que la signature échoue dès lors que les parties fautives
sont identifiées. Les abandons identifiables garantissent qu’en cas d’abandon, il est possi-
ble d’identifier quels participants en sont la cause, ce qui permet de prendre des mesures
correctives (par exemple exclure des parties malveillantes).

‚ Compatibilité avec les standards. La capacité à produire des signatures compatibles avec
des standards existants et avec les algorithmes de vérification standard. Cela permet
d’intégrer des signatures à seuil dans des systèmes existants sans modifier les procédures
de vérification.

Dans le cadre d’adversaire uniquement classique, les schémas de signature à seuil ont at-
teint un haut niveau de maturité, avec des protocoles efficaces satisfaisant l’ensemble des pro-
priétés souhaitables ci-dessus pour des algorithmes largement utilisés tels que RSA [Sho00], Ed-
DSA [KG20; RRJS+22] et ECDSA [CGGM+20]. Ces schémas sont déployés en pratique.

Cependant, malgré la standardisation de schémas de signature post-quantiques, la concep-
tion de signatures à seuil pratiques dans le cadre post-quantique est restée une question ouverte
jusqu’à très récemment. Les premiers travaux sur les signatures à seuil post-quantiques [BKP13;
BGGJ+18; CS19] ont posé des fondations théoriques importantes et montré la faisabilité de con-
structions post-quantiques, mais leurs protocoles sont loin d’être pratiques. Plus récemment,
[ASY22; GKS24; BTT22] se sont concentrés sur des constructions sur réseaux et ont nettement
amélioré l’efficacité et le caractère pratique. Malgré cela, ces schémas restaient hors de portée
d’un déploiement réel, avec des signatures de l’ordre de 100 kB et des latences attendues de
l’ordre de la seconde ou de la minute. Une avancée importante a été réalisée avec [DKMM+24],
qui introduit le premier schéma de signature à seuil post-quantique pratique, fondé sur le schéma
de signature sur réseaux Raccoon [PKPR24], obtenant des signatures d’environ 10 kB – un ordre
de grandeur plus compact que les travaux antérieurs – et une grande efficacité, avec des latences
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de l’ordre de la milliseconde. Ce travail a été suivi par d’autres variantes à seuil de Raccoon:
[EKT24; BKLM+25] proposent des protocoles de signature en deux tours au prix d’un surcoût
de communication, et [KRT24] propose un protocole en cinq tours assurant la sécurité dans un
modèle plus fort où l’adversaire peut corrompre adaptativement des parties pendant l’exécution
du protocole. Néanmoins, ces schémas à l’état de l’art basés sur Raccoon ne distribuent ni la
génération de clés, ni n’offrent robustesse ou des abandons identifiables, et ils ne sont pas com-
patibles avec les schémas de signature standardisés, laissant de nombreuses questions ouvertes
au-delà de l’efficacité.

Au vu des résultats prometteurs en cryptographie à seuil sur réseaux, nous avons choisi de
consacrer cette thèse à la conception de signatures à seuil post-quantiques pratiques fondées sur
les réseaux, en s’attaquant aux défis restants vers des schémas complètement déployables.

2.4 défis des signatures à seuil sur réseaux

Avant de détailler nos contributions, nous souhaitons donner quelques éléments de contexte afin
d’aider le lecteur à comprendre les difficultés propres à la conception de signatures à seuil dans
le cadre des réseaux euclidiens.

La première étape consiste à comprendre le fonctionnement des signatures sur réseaux. On
distingue deux principales familles : les schémas selon le paradigme hash-and-sign [GPV08; MP12;
PFHK+22; JRS24] et les schémas de type Fiat–Shamir [Lyu12; PKPR24; CCDG+24].

hash-and-sign. Les schémas hash-and-sign reposent sur la notion de fonction à sens unique :
une fonction facile à calculer sur toute entrée, mais difficile à inverser à partir d’une image aléa-
toire. L’idée est d’introduire une trappe secrète permettant au signataire de calculer efficacement
des préimages de la fonction. Concrètement, étant donnée une fonction à sens unique f et un
message msg, le signataire hache le message pour obtenir une cible t = H(msg), puis utilise la
trappe secrète associée à f pour échantillonner une préimage z telle que t = f (z).

Dans le cadre des réseaux, la fonction à sens unique avec trappe est typiquement fondée sur
des problèmes difficiles tels que SIS (Short Integer Solution) et LWE (Learning With Errors), et
contraint la préimage z à être un vecteur court d’un réseau. Lors de la signature, il est cependant
crucial que la signature z ne révèle pas d’information sur la trappe : sinon la sécurité du schéma
serait compromise. Pour l’éviter, les schémas hash-and-sign sur réseaux utilisent des techniques
telles que l’échantillonnage par rejet [LW15; PP21; JRS24] et l’échantillonnage gaussien [GPV08;
PFHK+22] afin de garantir que la distribution des signatures est proche d’une distribution cible
indépendante de la trappe.

fiat-shamir. Les schémas Fiat–Shamir reposent sur la transformation fondatrice de Fiat et
Shamir [FS87], qui convertit des protocoles d’identification interactifs – prouvant la connaissance
d’un secret – en schémas de signature non interactifs via des fonctions de hachage. Dans un
schéma de signature Fiat–Shamir typique, la signature se déroule en trois étapes :

1. Le signataire génère un engagement aléatoire à partir de sa clé publique et d’une source
d’aléa.

2. Le signataire calcule un défi en hachant l’engagement et le message à signer.

3. Le signataire calcule une réponse à partir de sa clé secrète, de l’engagement et du défi.

Dans le cadre des réseaux, les schémas Fiat–Shamir prouvent typiquement la connaissance
d’un vecteur court solution d’un problème sur réseaux, tel que SIS ou LWE, sans révéler ce
vecteur. Pour garantir l’unforgeabilité, ces schémas exigent généralement des réponses courtes.
Comme pour les schémas hash-and-sign, on utilise souvent des techniques garantissant que la
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distribution des réponses est indépendante de la clé secrète, afin d’éviter toute fuite, notamment
l’échantillonnage par rejet [Lyu09; DDLL13; LDKL+22] et l’échantillonnage gaussien [DPS23].

échantillonnage des signatures. Les deux paradigmes ci-dessus requièrent une tech-
nique d’échantillonnage des signatures selon une distribution indépendante de la clé secrète, tout
en garantissant qu’elles restent courtes. Il existe plusieurs techniques pour cela : l’échantillonnage
gaussien, l’échantillonnage par rejet et la technique plus récente dite d’inondation de bruit (noise
flooding). Ces techniques présentent des compromis différents en termes d’efficacité et de com-
plexité d’implémentation, ce qui impacte directement la difficulté de conception de signatures à
seuil.

Nous donnons ci-dessous une vue d’ensemble de ces techniques, et illustrons les distributions
de signatures qu’elles produisent dans la Figure 2.1.

‚ Échantillonnage gaussien. Cette technique échantillonne des signatures selon une distri-
bution gaussienne conditionnée par la valeur cible. Elle fournit les préimages les plus
compactes, et donc les signatures les plus petites. En contrepartie, c’est la plus complexe
à implémenter, nécessitant souvent de l’arithmétique à haute précision [DN12; MW17] et
une analyse poussée [Pre17] pour garantir la sécurité.

‚ Échantillonnage par rejet. Cette technique échantillonne des signatures candidates selon
une distribution plus large, puis les accepte ou les rejette selon une probabilité choisie de
façon à rendre la distribution finale indépendante de la clé secrète. Elle est plus simple
à implémenter que l’échantillonnage gaussien, mais peut conduire à des signatures plus
grandes et à des temps de signature plus longs en raison du nombre potentiellement im-
portant de tentatives.

‚ Inondation de bruit. Cette technique plus récente ajoute du bruit à la signature afin de
masquer la clé secrète. Pour un bruit suffisamment grand, la distribution des signatures
devient suffisamment proche d’une distribution cible indépendante de la clé secrète. Elle
est typiquement la plus simple à implémenter, au prix de signatures souvent plus grandes.

Cette hiérarchie de complexité d’implémentation se reflète dans la complexité de conception
de signatures à seuil fondées sur celles-ci. Le schéma de signature à seuil sur réseaux le plus
efficace actuellement utilise l’inondation de bruit [DKMM+24], tandis que les travaux antérieurs
s’appuyant sur l’échantillonnage par rejet [BTT22] étaient nettement plus complexes et moins
efficaces. Le design à seuil pratique d’un schéma fondé sur l’échantillonnage gaussien reste une
question ouverte. Nous illustrons cet espace de conception dans la figure ci-dessous.

Le processus typique de conception d’un schéma de signature à seuil sur réseaux comporte
deux étapes principales : (i) choisir le paradigme (hash-and-sign ou Fiat–Shamir) et la technique
d’échantillonnage (gaussien, rejet ou inondation de bruit) du schéma de signature de base, puis
(ii) distribuer l’algorithme de signature entre plusieurs parties tout en préservant correction et
infalsifiabilité, et idéalement en atteignant les propriétés supplémentaires mentionnées plus haut.

L’approche habituelle pour (ii) consiste à considérer chaque étape de l’algorithme de signature
et à concevoir un sous-protocole permettant de la répartir entre les parties. Nous distinguons
deux grandes directions pour procéder, décrites ci-dessous.

mpc générique et sécurité uc. Une première idée est d’utiliser des techniques génériques
de calcul multipartite sécurisé (MPC) et de prouver la sécurité du protocole dans le cadre du
framework de composabilité universelle (UC) [Can01]. Ce cadre fournit de fortes garanties en
établissant une forme d’indistinguabilité entre l’exécution réelle du protocole et une exécution
idéale avec un tiers de confiance. Pour les signatures, on trouve dans la litérature à la fois des
travaux modélisant de façon générique la fonctionnalité de signature [Can03; BH04; ADN06],
ou bien directement les algorithmes d’une signature cible [DKLs18; CCLS+19; CEN25]. En
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z

(a) Échantillonnage gaussien. Les signatures sont échan-
tillonnées selon une gaussienne discrète dans le coset
du réseau défini par la cible (z est échantillonné au-
tour de 0 tel que f (z) = cible). Cette méthode pro-
duit les signatures les plus compactes, mais est aussi
la plus complexe à implémenter.

Décalage c ¨ s

Rejeté

Accepté
z

(b) Échantillonnage par rejet. Les signatures candidates
sont rejetées de manière probabiliste afin que la dis-
tribution finale soit “Acceptée” — indépendante du
décalage c ¨ s. Plus simple, mais la distribution est
plus large.

Décalage c ¨ s
base décalée

z

(c) Inondation de bruit. Une distribution de bruit de base massive est utilisée pour masquer statistiquement le dé-
calage c ¨ s lié à la clé secrète. Bien que conceptuellement plus simple, cette technique produit des distributions
plus larges pour garantir la sécurité.

Figure 2.1: Comparaison visuelle des différentes techniques de génération de signatures.

théorie, on peut ainsi concevoir un protocole permettant à plusieurs parties de calculer conjointe-
ment n’importe quelle fonction sur leurs entrées sans révéler d’information sur les secrets ou les
valeurs intermédiaires, tout en garantissant la correction du calcul. En pratique, cette approche
est généralement trop inefficace pour les dimensions et opérations des signatures sur réseaux,
notamment l’échantillonnage gaussien, pour échantillonner des distributions courtes, ou encore
les comparaisons.

Remark 2.4.1. D’autres outils de preuves composables pour le calcul multi-partite sécurisé ont
été proposés au fil des années [Mau10; HS15; KTR20]. Toutefois, le défi principal de l’efficacité
demeure.

protocoles sur mesure et sécurité par jeux. Une autre direction consiste à définir des
notions de sécurité sur mesure (formalisées par des jeux de sécurité) correspondant aux propriétés
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Falcon [PFHK+22] G+G [DPS23]
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Figure 2.2: Espace de conception des schémas de signature sur réseaux. Nous incluons des schémas
représentatifs pour chaque paradigme et technique d’échantillonnage.
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souhaitées des signatures à seuil, puis à concevoir des protocoles spécifiques pour chaque étape
de la signature. Cette approche permet d’améliorer fortement l’efficacité en tirant parti de pro-
priétés propres aux réseaux et en acceptant certaines fuites contrôlées ou opérations imparfaites
qui ne compromettent pas la sécurité. C’est notamment l’approche de [DKMM+24], qui distribue
un processus de signature fondé sur l’inondation de bruit : chaque partie échantillonne locale-
ment du bruit, calcule une signature partielle bruitée, puis ces signatures partielles sont agrégées
pour former une signature valide. En analysant soigneusement quelles informations peuvent
être révélées sans danger durant l’exécution du protocole, et en adaptant les paramètres afin de
supporter des signatures agrégées plus grandes, cette approche obtient une efficacité nettement
supérieure à celle du MPC générique.

Cette approche repose crucialement sur la possibilité de décomposer l’algorithme de signa-
ture en opérations simples qui se distribuent de façon sûre. Actuellement, les algorithmes les
plus adaptés à une telle décomposition sont ceux reposant sur l’inondation de bruit, qui dépen-
dent principalement d’échantillonnage de vecteurs courts. Plusieurs travaux ont appliqué ces
idées à des signatures fondées sur l’échantillonnage par rejet [BTT22], en effectuant localement
(chez chaque signataire) l’échantillonnage de vecteurs courts et le rejet, mais avec une efficacité
sensiblement moindre. La conception à seuil pratique d’un schéma fondé sur l’échantillonnage
gaussien reste une question ouverte.

Au-delà de l’efficacité, plusieurs défis subsistent pour obtenir des signatures à seuil sur réseaux
réellement pratiques : obtenir la robustesse face à des parties malveillantes, supporter des aban-
dons identifiables afin d’améliorer l’efficacité dans de nombreux scénarios, et concevoir des sché-
mas conformes aux standards, compatibles avec les algorithmes de vérification et formats de clés
existants.

2.5 contributions de cette thèse

Cette thèse résout plusieurs questions ouvertes dans la conception de signatures à seuil sur
réseaux pratiques. Nous introduisons de nouvelles techniques permettant d’enrichir des signa-
tures basées sur l’inondation de bruit avec des propriétés de robustesse et d’abandon identifiable
dont elles étaient dépourvues, et nous surmontons les obstacles qui empêchaient de distribuer
efficacement des algorithmes de signature basés sur l’échantillonnage par rejet, aboutissant au
premier schéma de signature à seuil compatible avec le standard ML-DSA. Tout au long de la
thèse, nous instancions nos techniques sur deux schémas représentatifs : Raccoon [PKPR24], une
signature Fiat–Shamir basée sur l’inondation de bruit et identifiée comme particulièrement adap-
tée aux constructions à seuil dans [DKMM+24], et Dilithium (ML-DSA) [LDKL+22], la signature
standardisée par le NIST reposant sur la technique d’échantillonnage par rejet. Bien que nos
techniques puissent être appliquées à la variante à seuil en deux tours de Raccoon [EKT24] afin
d’obtenir la robustesse et des abandons identifiables1, nous nous concentrons sur le protocole en
trois tours de [DKMM+24] afin de clarifier l’exposé, les schémas en deux tours impliquant une
phase de signature plus complexe, orthogonale aux idées principales introduites dans cette thèse.
Plus précisément, nos contributions principales sont les suivantes :

1. Génération distribuée de clés et signatures robustes sur réseaux euclidiens. Nous intro-
duisons les premiers protocoles robustes de génération distribuée de clés et de signature
à seuil basés sur l’inondation de bruit. Ces protocoles garantissent la production d’une
signature valide même en présence de parties malveillantes. Nous nous appuyons sur un
nouveau mécanisme léger de partage de secret vérifiable qui évite des preuves à divulga-
tion nulle coûteuses en exploitant de simples relations linéaires bruitées. Nous prouvons

1 Bien que nous ayons choisi de ne pas le décrire dans cette thèse, la soumission au NIST Hermine [BCPE+26a] consiste
à appliquer nos techniques d’abandons identifiables au cadre en deux tours basé sur [EKT24].
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sa sécurité sous l’hypothèse Hint-MLWE et intégrons ces vérifications au protocole de sig-
nature afin d’assurer la correction. Cela montre, pour la première fois, qu’une robustesse
complète peut être atteinte pour des signatures à seuil sur réseaux en n’utilisant que des
briques de base. Ceci est détaillé dans le chapitre 4.

2. Protocoles efficaces avec abandons identifiables. Alors que la robustesse complète né-
cessite une majorité honnête pendant la signature et peut être coûteuse en pratique, des
garanties plus faibles suffisent dans de nombreux scénarios réalistes. Dans ce cas, les par-
ties peuvent détecter un comportement malveillant et identifier les responsables lors d’un
abandon, permettant au système de se rétablir rapidement sans le surcoût d’une robustesse
totale.

Nous développons de nouvelles techniques de partage de secret garantissant la petitesse
des parts et des coefficients de reconstruction, ainsi que la reconstruction de secrets partiels
de faible norme. Cela permet une conception particulièrement simple : nous concevons
un schéma à seuil basé sur l’inondation de bruit dans lequel les parts de signature sont
elles-mêmes des signatures valides sous les clés secrètes partielles correspondantes, et per-
mettent de détecter les comportements malveillants simplement en vérifiant ces parts. Cela
conduit à des protocoles très efficaces de génération distribuée de clés et de signature avec
abandons identifiables. Ceci est détaillé dans le chapitre 5.

3. Signatures à seuil pratiques pour Dilithium (ML-DSA). Enfin, nous levons l’obstacle prin-
cipal qui empêchait la conception de schémas à seuil compétitifs s’appuyant sur des sig-
natures basées sur l’échantillonnage par rejet. Nous développons de nouvelles techniques
de simulation montrant que les signatures rejetées dans des signatures Fiat–Shamir-with-aborts
peuvent être révélées sans risque pour des paramètres pratiques. Combinées à nos techniques de
partage de secrets courts et à des optimisations ciblées, elles mènent au premier schéma de
signature à seuil pratique pour Dilithium (ML-DSA), entièrement compatible avec l’algorithme
de vérification standardisé et les formats de clés, et fonctionnant pour un petit nombre de
parties (N ď 6 pour une communication d’au plus quelques Mo). Ceci est détaillé dans le
chapitre 6.

Pris ensemble, ces résultats comblent plusieurs lacunes importantes sur la voie de signatures
à seuil post-quantiques pratiques. Ils renforcent la position des TSS sur réseaux basés sur
l’inondation de bruit comme solution polyvalente et efficace, y compris pour un grand nombre
de parties, et supportant des propriétés avancées telles que la robustesse et les abandons identi-
fiables. Ils montrent aussi, pour la première fois, que des signatures basées sur l’échantillonnage
par rejet peuvent être rendues à seuil efficacement, atteignant une plus grande compacité, la
compatibilité avec les standards et une efficacité compétitive pour un petit nombre de parties,
même si des propriétés avancées comme la robustesse restent ouvertes pour cette approche.

Nous soulignons que nos techniques sous-tendent plusieurs schémas proposés en réponse à
l’appel à propositions du NIST (MPTC) [NIST-IR8214C], ce qui illustre la pertinence de nos
contributions :

‚ Amber [BPLP26] : Amber est une proposition efficace de KEM IND-CCA à seuil sur
réseaux euclidiens, qui intègre nos techniques d’identification d’abandons présentées dans
le chapitre 5.

‚ Hermine [BCPE+26a] : Hermine est un schéma de signature à seuil partiellement non
interactif en deux tours basé sur Raccoon, qui applique nos techniques d’identification
d’abandons du chapitre 5 à un protocole à deux tours et ajoute un support du rafraîchisse-
ment de clés.
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‚ Mithril [CDPE+26] : Mithril est un schéma de signature à seuil pour ML-DSA qui s’appuie
sur nos techniques du chapitre 6 afin d’obtenir la compatibilité au standard ML-DSA pour
un petit nombre de parties.

2.6 publications associées

Plusieurs résultats présentés dans cette thèse ont été développés dans le cadre d’articles en cours
d’évaluation ou publiés dans des conférences avec comité de lecture. Ci-dessous figure la liste
de ces publications, ainsi que les chapitres correspondants dans la thèse :

‚ Flood and Submerse: Distributed Key Generation and Robust Threshold Signature from
Lattices [ENP24]. Cet article étudie la conception de protocoles robustes de génération dis-
tribuée de clés et de signature à seuil sur réseaux basés sur l’inondation de bruit. Il intro-
duit un nouveau mécanisme de partage de secret vérifiable et l’intègre à un protocole de
signature à seuil pour le schéma de signature Plover [EENP+24] afin d’assurer la correction
même en présence de parties déviantes. Ce travail est présenté dans le chapitre 4, avec une
adaptation au schéma Raccoon [PKPR24] pour la cohérence avec le reste de la thèse.

Cet article a été publié dans les actes de CRYPTO 2024.

‚ Simple and Efficient Lattice Threshold Signatures with Identifiable Aborts [dENP25].
Cet article introduit de nouvelles techniques de partage de secret qui échantillonnent des
parts courtes et permettent la reconstruction de secrets partiels de faible norme. Il conçoit
des protocoles efficaces de génération distribuée de clés et de signature avec abandons identi-
fiables pour des signatures basées sur l’inondation de bruit en s’appuyant sur ces techniques.
Le formalisme introduit dans ce travail, ainsi que le partage de secret répliqué à parts courtes,
sont présentés dans le chapitre 5. Nous étendons également ce chapitre avec un schéma de
partage de secret de Vandermonde qui passe à l’échelle pour un plus grand nombre de parties.
Cette contribution provient d’une réécriture récente du préprint original [BCPE+26b], qui
s’appuie sur les mêmes idées de base pour introduire Hermine, un schéma de signature à
seuil en deux tours basé sur Raccoon qui supporte le rafraîchissement de clés et les aban-
dons identifiables. Nous nous concentrons sur le schéma en trois tours original dans cette
thèse pour la clarté de l’exposition.

Ce travail est disponible sur ePrint.

‚ Finally! A Compact Lattice-Based Threshold Signature [PN25]. Cet article résout l’obstacle
principal qui empêchait la conception de signatures à seuil pratiques basées sur la technique
d’échantillonnage par rejet. Il introduit de nouvelles techniques de simulation permettant
de révéler sans risque des signatures rejetées dans des schéma de signatures Fiat–Shamir-
with-aborts, et les combine à des techniques de partage de secrets courts pour concevoir
la signature à seuil la plus compacte à ce jour, passant à l’échelle jusqu’à 8 parties. Ses
résultats de simulation constituent le noyau théorique du chapitre 6.

Cet article a été publié dans les actes de PKC 2025.

‚ Efficient Threshold ML-DSA [CPEN+26]. Cet article présente le premier schéma de signa-
ture à seuil pratique pour Dilithium (ML-DSA), entièrement compatible avec l’algorithme
de vérification standardisé et ses formats de clés. Il s’appuie sur les techniques de sim-
ulation introduites dans [PN25] et les combine à des optimisations ciblées afin d’obtenir
une efficacité compétitive pour un petit nombre de parties. Ce travail est présenté dans
le chapitre 6. Notons que cet article contient également une génération distribuée de clés,
ainsi qu’un partage a posteriori de clés ML-DSA existantes, que nous avons choisi de ne pas
présenter dans cette thèse par souci de concision.
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Ce travail sera publié dans les actes de USENIX Security 2026.

2.7 publications supplémentaires

En plus des travaux directement liés à cette thèse, nous avons contribué à plusieurs autres publi-
cations en cryptographie :

‚ Plover: Masking-Friendly Hash-and-Sign Lattice Signatures [EENP+24]. Cet article-ci
présente Plover, le premier schéma de signature hash-and-sign basé sur les réseaux de type
lattice et conçu pour être compatible avec le masquage. En s’appuyant sur les idées de
Raccoon [PKPR24] pour résister aux attaques par canaux auxiliaires, il propose un cadre
systématique pour analyser leur sécurité et montre leur applicabilité aux signatures hash-
and-sign. En utilisant la technique d’inondation de bruit, Plover atteint une complexité
quasi-linéaire en fonction du nombre de parts de masquage. Plover peut être vu comme
l’équivalent hash-and-sign de Raccoon, et nous montrons dans [ENP24] comment les tech-
niques de seuil développées dans Chapter 4 pour les signatures avec inondation de bruit
s’appliquent naturellement pour obtenir une signature robuste.

Ce travail a été publié dans les actes de EUROCRYPT 2024.

‚ Unmasking TRaccoon: A Lattice-Based Threshold Signature with An Efficient Identifi-
able Abort Protocol [PKNR+25]. Dans l’esprit de nos contributions du chapitre 5, ce travail
vise à enrichir le schéma de signature à seuil TRaccoon avec un mécanisme d’abandon iden-
tifiable. Nous adoptons une approche différente en préservant la conception originale de
TRaccoon et en introduisant un module léger qui exécute des preuves à divulgation nulle
afin d’identifier les signataires malveillants uniquement en cas d’échec. Cela induit un sur-
coût de communication de 60 + 6.4|T|KB lorsque le protocole échoue. Nous fournissons
également la première analyse formelle de sécurité d’une variante à divulgation nulle de
LaBRADOR et introduisons de nouveaux jeux de sécurité pour formaliser des protocoles
interactifs d’abandon identifiable, étendant les définitions standards d’inforgeabilité.

Ce travail a été publié dans les actes de CRYPTO 2025.

‚ Share the MAYO: thresholdizing MAYO [CEN25]. Dans cet article, nous étudions la con-
ception à seuil de signatures pratiques basées sur le principe Oil-and-Vinegar (OV), en nous
concentrant en particulier sur MAYO et UOV, candidats dans le processus du NIST pour
la standardisation de schémas de signature supplémentaires. Notre approche commence
par traiter les difficultés liées à rendre à seuil l’algorithme qui échantillonne des solutions
de systèmes linéaires de la forme Ax = y, fondamentaux pour les signatures OV. Les ten-
tatives précédentes introduisaient des niveaux de fuite que nous jugeons non sûrs. Nous
proposons une nouvelle solution, discutons sa sécurité, et évaluons sa praticabilité. Enfin,
nous explorons la conception à seuil de la totalité de la fonctionnalité de signature de ces
schémas.

Ce travail a été publié dans les actes de PQCrypto 2025.

‚ Comprehensive Deniability Analysis of Signal Handshake Protocols: X3DH, PQXDH
to Fully Post-Quantum with Deniable Ring Signatures [KNTW25]. Le protocole Signal
s’appuie sur une phase d’“handshake” (anciennement X3DH, aujourd’hui PQXDH) pour
établir des conversations sûres, et valorise la déniabilité afin que les utilisateurs puissent
nier leur participation. Les analyses antérieures reposent sur des modèles ad hoc variés,
qui brouillent les garanties et rendent les comparaisons difficiles.

En nous appuyant sur l’abstraction de Hashimoto et al. [HKW25], nous présentons un
cadre unifié pour analyser la déniabilité du handshake de Signal. Nous étudions X3DH
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et PQXDH, en clarifiant la déniabilité de PQXDH face à des adversaires quantiques de
type harvest-now–judge-later. Nous analysons aussi des alternatives post-quantiques telles
que RingXKEM, basées sur des signatures de cercle. En introduisant une métrique de dé-
niabilité inspirée de la confidentialité différentielle, nous obtenons des garanties relâchées
mais pragmatiques. Cette métrique nous permet en outre de définir des signatures de cercle
déniables (un affaiblissement de la notion traditionnelle d’anonymat), permettant des con-
structions efficaces à partir du standard Falcon du NIST et du candidat à la standardisation
MAYO, qui sont déniables bien que pas pleinement anonymes.

Ce travail a été publié dans les actes de USENIX Security 2025.

‚ Practical Deniable Post-Quantum X3DH: A Lightweight Split-KEM for K-Waay [Nio25].
Le protocole Signal fait face au défi de migrer vers un monde post-quantique tout en préser-
vant ses propriétés critiques. Si PQXDH offre une confidentialité post-quantique, la migra-
tion complète du handshake X3DH reste difficile. Comme étudié dans l’article [KNTW25],
l’approche principale pour migrer X3DH consiste à utiliser des signatures de cercle pour
obtenir la déniabilité. K-Waay [CHNR+24] explore une voie alternative via des split KEMs,
mais souffre de limitations de taille par rapport aux approches basées sur les signatures de
cercle.

Ce travail introduit Sparrow-KEM et Sym-Sparrow-KEM, deux nouveaux split KEMs, re-
spectivement asymétrique et symétrique, conçus pour optimiser K-Waay. En exploitant
l’hypothèse MLWE, nous réduisons la communication d’un facteur 5.1ˆ et améliorons la
vitesse d’un facteur 40ˆ par rapport à des split KEMs antérieurs. Sym-Sparrow-KEM est
le premier split-KEM symétrique à offrir la déniabilité tout en garantissant de fortes pro-
priétés d’authentification implicite (IND-1KCA, IND-1BatchCCA). Nos résultats montrent
la faisabilité d’un X3DH post-quantique compact et déniable basé sur des split KEMs.

Ce travail a été publié dans les actes de ASIACCS 2025.

‚ Subversion-resilient Key-exchange in the Post-quantum World [DFJN+25]. Les Authenti-
cated Key-Exchange (AKE) résistants à la subversion garantissent la sécurité même lorsque
certaines parties de l’implémentation du protocole sont altérées. Une façon d’obtenir de
tels AKE consiste à utiliser des Reverse Firewalls (RF) pour restaurer la sécurité.

Dans ce travail, nous étendons la résistance à la subversion basée sur les RF au niveau
des définitions de sécurité, des constructions et de la vérification formelle. Tout d’abord,
nous introduisons un relâchement utile de la notion de sécurité pour les AKE résistants
à la subversion avec RF : l’objectif n’est plus d’empêcher toute exfiltration, mais plutôt de
restaurer au protocole AKE une propriété perdue lors de la subversion. Nous nous concen-
trons en particulier sur l’authentification et la (sécurisation de) clés des RF, et considérons
un spectre de compromissions, en conçevant un cadre où l’adversaire peut altérer certains
composants de l’implémentation mais pas nécessairement les autres. Dans une optique
post-quantique, nous définissons des Key Encapsulation Mechanisms re-randomizables et pro-
posons des instanciations basées sur Diffie–Hellman classique et Kyber. Enfin, nous posons
les bases de la vérification formelle de protocoles basés sur les RF, en prouvant la sécurité
de notre construction à l’aide du prouveur CryptoVerif, en plus de preuves de sécurité
computationnelle selon la méthodologie classique de Bellare–Rogaway.

Ce travail a été publié dans les actes de CCS 2025.

‚ Adaptively-Secure Three-Round Threshold Schnorr from DL [NRT26]. Ce travail présente
le premier schéma de signature Schnorr à seuil sécurisé contre les corruptions adaptatives
et nécessitant seulement trois tours (deux en ligne, un hors ligne) sous l’hypothèse du log-
arithme discret (DL) dans le modèle de l’oracle aléatoire. Les protocoles Schnorr à seuil
adaptativement sécurisés précédents reposaient soit sur des hypothèses plus fortes, soit
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nécessitaient cinq tours. Ce schéma préserve l’interface standard des signatures Schnorr
tout en minimisant la latence. Ce travail introduit de nouvelles techniques, notamment un
engagement équivoque avec NIZK extractible par simulation et une stratégie d’ouverture
pour des engagements homomorphes agrégés basée sur une technique de masquage, ainsi
que fournit une formalisation d’une notion forte de sécurité adaptative.

Ce travail sera publié dans les actes de EUROCRYPT 2026.

‚ Revisiting PQ WireGuard: A Comprehensive Security Analysis With a New Design Us-
ing Reinforced KEMs [HKNW25]. WireGuard est un VPN très performant basé sur le pro-
tocole Noise. Une variante post-quantique (PQ) a été proposée par Hülsing et al. [HNSW+21]
; cependant, comme WireGuard impose que le message de handshake tienne dans un seul
paquet UDP d’environ 1200 B, ils s’appuient sur Classic McEliece, dont les grandes clés
publiques augmentent fortement la mémoire côté serveur et compliquent un déploiement
au niveau noyau.

Dans ce travail, nous réexaminons PQ WireGuard afin d’en améliorer la conception, la sécu-
rité et l’efficacité. Nous traitons des problèmes de binding dans des KEM post-quantiques et
prouvons la sécurité dans un nouveau modèle computationnel. Nous introduisons les rein-
forced KEM (RKEM) ainsi qu’une construction nommée Rebar pour compresser des chiffrés
de type ML-KEM. Cela permet un protocole WireGuard post-quantique où le serveur évite
de stocker de grandes clés, réduisant l’empreinte mémoire liée aux clés publiques d’un
facteur 190 à 390ˆ.

Ce travail sera publié dans les actes de S&P 2026.



3 B A C KG R O U N D A N D P R E L I M I N A R I E S

3.1 notations

general notations. The notation a := b means that a is defined to be equal to b. We denote
by R the set of real numbers, Q the set of rational numbers, Z the set of integers, and N the
set of non-negative integers. For a probabilistic function f (resp. distribution D), we write
y Ð f (x1, . . . , xk) (resp. y Ð D) to denote that y is the output of f on inputs x1, . . . , xk (resp. y
is a sample from D). For a set S, we denote by U (S) the uniform distribution over S, and write

x $
Ð S as shorthand for x Ð U (S). For N P N, we denote [N] := t1, 2, . . . , Nu.

probability and algorithms. Let λ P N be the security parameter. A function f (λ) is
negligible (or f (λ) = negl(λ)) in λ if it is O(λ´c) for every constant c ą 0. We denote by
Time(A) the running time of an algorithm A. A probabilistic polynomial-time (PPT) algorithm
A is an algorithm whose running time Time(A) is upper bounded by a polynomial in the security
parameter λ. For some algorithm A, we write AO to denote that A has oracle access to the oracle
O.

algorithmic notations. We use req and assert in algorithms as a shortcut to check if a
proposition x is false and abort the execution if so. More precisely, req stops the execution of the
local algorithm and returns K to the caller, while assert stops the execution up to the top-level
caller and returns 0 as the output of the entire algorithm. assert is in particular useful in security
games to denote conditions that must be satisfied by the adversary to avoid losing the game.

algebra and representation of Zq elements. Let q P N. We denote by Zq the ring of
integers modulo q, and by Zn

q the set of length-n vectors over Zq. For an element x P Zq, we
write lift(x) for its canonical representative in the interval (´ q

2 , q
2 ]. All additions, subtractions,

and scalar multiplications over Zq are taken modulo q unless stated otherwise.

vectors and matrices. Vectors are written in bold lowercase (e.g., x P Zn
q ) and matrices in

bold uppercase (e.g., A P Zmˆn
q ). We extend the lift notation to vectors and matrices by applying it

component-wise. For a vector x = (x1, . . . , xn) P Zn, we denote its Euclidean norm by }x}2 and its
infinity norm by }x}8. This extends to Zq vectors by considering their lifted representatives. For
a matrix A (resp. a vector x), we denote by AJ (resp. xJ) its transpose. The product Ax denotes
standard matrix–vector multiplication over Zq (or over Z, when using lifted representatives).
The scalar product of two vectors x, y P Zn

q is denoted by xx, yy. The spectral norm of a matrix A
is denoted by }A}2 and corresponds to its largest singular value. The identity matrix of size k is
denoted by Ik (or simply I when the size is clear from the context).

discrete gaussian distributions. We will make use of discrete Gaussian distributions
throughout this thesis. Given a positive definite matrix Σ P Rnˆn, we define the Gaussian func-
tion ρ?

Σ : Rn Ñ R as

ρ?
Σ(x) := exp

(
´

xJΣ´1x
2

)
.

Remark 3.1.1. Note that two different conventions are commonly used in the literature for defining
Gaussian functions and distributions, either with a factor of 1/2 [DDLL13] or with a factor
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of π [MP12; APS15] in the exponent. We choose the convention with a factor of 1/2 in the
exponent, as it leads to a more direct relationship between the parameter Σ and the covariance of
the distribution. Specifically, under this convention, the covariance matrix of the corresponding
continuous Gaussian distribution is exactly Σ, and this relationship approximately holds for the
discrete Gaussian distribution as well.

We denote by DZn,
?

Σ,c the discrete Gaussian distribution over Zn with parameter
?

Σ and
center c P Rn, i.e., the distribution that outputs each element x P Zn with probability proportional
to ρ?

Σ(x´ c). When Σ = σ2In for some standard deviation σ ą 0, we simply write DZn,σ instead
of DZn,

?
Σ. We may even write Dσ instead of DZn,σ when it is clear from context.

We may write ρσ(S) :=
ř

xPS ρσIn(x) for any countable set S Ď Zn such that this sum is finite.

3.2 lattices

This section recalls basic definitions and properties related to lattices. A reader familiar with
lattices may skip to the problems we will rely on in this thesis, Section 3.2.3.

A lattice Λ is a discrete additive subgroup of Rm. Any lattice can be represented as the set of
all integer linear combinations of the columns of a full-rank matrix B P Rmˆn, with n ď m, called
a basis of the lattice:

Λ = L(B) := tBx : x P Znu.

Remark 3.2.1. n is called the dimension of the lattice. A lattice can have multiple bases, and the
choice of basis can affect the efficiency of algorithms that operate on the lattice.

We provide a visual example of a two-dimensional lattice in Fig. 3.1.
Several problems over lattices are believed to be hard to solve, even for quantum computers,

and form the basis of lattice-based cryptography.

b1

b2

b1
1

b1
2

0

Figure 3.1: A two-dimensional lattice Λ. Two different bases B = [b1, b2] (blue) and B1 = [b1
1, b1

2] (red)
generate the same lattice.

We recall a few useful notions related to lattices. The dual lattice of Λ is defined as

Λ˚ := ty P Rn : @x P Λ, xx, yy P Zu.

The smoothing parameter ηε(Λ) of a lattice Λ for some ε ą 0 is defined as the smallest real
s ą 0 such that ρ1/(

?
2πs)In

(Λ˚zt0u) ď ε. We also define a scaled variant η1
ε(Λ) := 1?

2π
ηε(Λ),

corresponding to Gaussians defined with a factor 1/2 in the exponent – as used in this thesis –
instead of π.
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3.2.1 Plain Lattice Problems

The breakthrough work of Ajtai [Ajt96] established the first worst-case to average-case reduction
for lattices. His reduction shows that solving certain average-case problems on finding short
vectors in random lattices is at least as hard as approximating the Shortest Vector Problem (SVP)
– recalled below – in the worst case. This work introduced the core idea behind lattice-based
cryptography: provable security via reductions from worst-case lattice problems.

Definition 3.2.2 (Shortest Vector Problem (SVP)). Given a lattice Λ, the goal of the Shortest Vector
Problem is to find a non-zero vector v P Λ such that }v}2 is minimized, i.e., find

v P Λzt0u such that }v}2 = λ1(Λ) := min
xPΛzt0u

}x}2.

Building on Ajtai’s ideas, Micciancio and Regev later introduced the modular Short Integer
Solution (SIS) problem [MR04], which has since become a central hardness assumption in lattice-
based cryptography and is amenable to constructing various cryptographic primitives. In con-
trast to Ajtai’s original average-case formulation–where the norm bound depends on the geom-
etry of the underlying lattice (e.g., proportional to λ1(Λ))–the SIS problem is defined over a
random matrix A P Zmˆn

q and asks for a nonzero integer vector x P Zn
q of fixed bounded norm

satisfying the modular equation Ax = 0. The set of solutions to Ax = 0 forms a lattice, and the
SIS problem asks for a short non-zero vector in this lattice. Micciancio and Regev showed that
SIS also enjoys worst-case to average-case reductions.

Definition 3.2.3 (Short Integer Solution (SIS) Problem). Given parameters n, m, q P N and a bound
β P R, the Short Integer Solution (SIS) problem is defined as follows: Given a uniformly random matrix
A $
Ð Zmˆn

q , find a non-zero vector x P Zn such that

‚ Ax = 0,

‚ }x}2 ď β.

A year later, Regev introduced the Learning With Errors (LWE) problem [Reg05], which has
become another foundational assumption in lattice-based cryptography. The LWE problem asks
one to distinguish noisy linear samples from uniformly random ones and enjoys worst-case to
average-case reductions from “natural” lattice problems.

Definition 3.2.4 (Learning With Errors (LWE) Problem). Given parameters n, m, q P N and a secret
(resp. error) distribution χs (resp χe) over Zq, the Learning With Errors (LWE) problem is defined as
follows: One is given m samples of the form (ai, bi) P Zn

q ˆZq, and must distinguish between the two
cases:

‚ LWE distribution: ai
$
Ð Zn

q uniformly and bi = xai, sy+ ei mod q for a secret s $
Ð χn

s and error

ei
$
Ð χe.

‚ Uniform distribution: (ai, bi) is sampled uniformly from Zn
q ˆZq.

3.2.2 Module Lattices and Problems

Module lattices [LS15] are special types of lattices formed by considering modules over polyno-
mial rings. They have become widely used in lattice-based cryptography due to their efficiency
and structured properties, and underlie the recent NIST standards ML-KEM, ML-DSA and FN-
DSA.



28 background and preliminaries

cyclotomic rings. Let ϕ be a cyclotomic polynomial, i.e. the minimal monic polynomial
with integer coefficients whose roots are the primitive m-th roots of unity for some m P N. The
ring R = Z[X]/(ϕ(X)) is called a cyclotomic ring, and is the ring of integers of the cyclotomic
number field K = Q[X]/(ϕ(X)). The degree of ϕ (and thus of K) is denoted by n.

module lattices. A subset M Ď Kk is called an R-module if it is closed under addition and
multiplication by elements of R. M is said to be discrete and have rank k if it is generated by k
elements as an R-module, i.e., there exist m1, . . . , mk P M linearly independent over R such that
every element of M can be expressed as an R-linear combination of these generators.

An R-module lattice Λ (or simply a module lattice) is the image of a discrete R-module M Ď Rk

under an embedding σ : Kk Ñ Ck¨n:

Λ = σ(M) Ă Rk¨n

Remark 3.2.5. Note that if M is of rank k, then Λ is a lattice of dimension n ¨ k.

Two common embeddings are used in the literature, and all previous notations are extended to
module elements using it, including norms and discrete Gaussians, by applying the embedding
to the module elements. These embeddings are:

‚ The canonical embedding, which maps an element a(X) P K to the vector obtained by evaluat-
ing a(X) at the n roots of ϕ(X). We extend σ component-wise to Kk, mapping each module
element (a1, . . . , ak) P Kk to (σ(a1), . . . , σ(ak)) P Rk¨n. It is appreciated for its algebraic
properties and is commonly used in theoretical analyses.

‚ The coefficient embedding, which maps an element a(X) = a0 + a1X + . . . + an´1Xn´1 P K to
the vector of its coefficients (a0, a1, . . . , an´1). This embedding is often used in practice for
its simplicity and efficient implementation. Note that the norm defined using the coefficient
embedding is equivalent to the one defined using the canonical embedding up to a scaling
factor bounded by

?
n in the cyclotomic ring R = Z[X]/(Xn + 1) with n a power of two.

Since the distortion between the two norms is polynomial in n, worst-case to average-case
reductions proven in the canonical embedding remain valid when using the coefficient
embedding.

For the story, people have considered using ideal lattices for cryptography, which are a special
case of module lattices of rank one. However, efficient attacks against them have been proposed
for certain approximation factors [CGS14; DPW19], raising concerns about their security. As a
result, the cryptographic community has shifted toward using module lattices of higher rank,
which are believed to be resistant to these attacks.

In this thesis, and as common in lattice-based cryptography, we focus on the cyclotomic rings
R = Z[X]/(Xn + 1), where n is a power of two, equipped with the coefficient embedding. Further,
we focus on module lattices over the quotient ring Rq = R/qR for some integer q P N. This
choice is in particular motivated by the fact that Xn + 1 is a cyclotomic polynomial whose roots
are the primitive 2n-th roots of unity, and it allows for efficient polynomial arithmetic using the
Number Theoretic Transform (NTT) when working modulo q such that q is chosen appropriately
(e.g., prime and satisfying q ” 1 mod 2n).

module lattice problems. The module variants of the SIS and LWE problems, denoted
MLWE and MSIS respectively, are defined similarly to their plain lattice counterparts but operate
over module lattices. For ease of use, we consider them with regards to the advantage of a
PPT adversary, and we include the errors in the secret by prepending the public matrix with the
identity.
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Definition 3.2.6 (Module Short Integer Solution (MSIS) Problem). Let k, ℓ be integers and β ą 0 be
a real number. The advantage AdvMSIS

A (1λ) of an adversary A against the Module Short Integer Solutions
problem MSISRq,k,ℓ,β is defined as:

AdvMSIS
A (1λ) = Pr

[
A $
Ð Rkˆℓ

q , z Ð A(A) : 0 ă }z} ď β ^
[
A Ik

]
z = 0 mod q

]
.

The MSISRq,k,ℓ,β assumption states that any PPT adversary A has a negligible advantage AdvMSIS
A (1λ).

Definition 3.2.7 (Module Learning With Errors (MLWE) Problem). Let k, ℓ be integers, and χs be
a distribution over Rℓ+k

q . The advantage AdvMLWE
A (1λ) of an adversary A against the Module Learning

With Errors problem MLWERq,k,ℓ,χs is defined as:

AdvMLWE
A (1λ) =

ˇ

ˇ

ˇ

ˇ

Pr
[
A
(
A,
[
A Ik

]
¨ s
)
= 1

]
´ Pr [A (A, u) = 1]´

1
2

ˇ

ˇ

ˇ

ˇ

,

where A $
Ð Rkˆℓ

q uniformly, s $
Ð χs, and u $

Ð Rk
q uniformly. The MLWERq,k,ℓ,χs assumption states that

any PPT adversary A has a negligible advantage AdvMLWE
A (1λ).

Analogously to their plain lattice counterparts, both MSIS and MLWE enjoy worst-case to
average-case reductions [LS15].

In addition to the above, the research community has introduced several variants of the SIS

(resp. MSIS) and LWE (resp. MLWE) problems to better suit specific cryptographic applications.

3.2.3 The Self-Target MSIS problem

The first problem we recall and will rely on in this thesis is the Self-Target MSIS (SelfTargetMSIS)
problem [DKLL+18; KLS18], which is a variant of MSIS where the target vector z must satisfy a
certain relation with respect to a hash function. This problem is particularly useful for proving
the security of Fiat-Shamir signatures, as it captures the idea that an adversary must find a short
vector that hashes to a specific value determined by the adversary’s own query.

Definition 3.2.8 (SelfTargetMSIS). Let k, ℓ be integers and βstmsis ą 0 be a real number. Let C be a subset
of Rq, and let G : Rk

q ˆ t0, 1u2λ ÞÑ C be a cryptographic hash function modeled as a random oracle. The
advantage AdvSelfTargetMSIS

A (1λ) of an adversary A against SelfTargetMSISRq,k,ℓ,βstmsis
is defined as:

AdvSelfTargetMSIS
A (1λ) =Pr

[
A $
Ð Rkˆℓ

q , (msg, z)Ð AG(A), (msg, z) P t0, 1u2λ ˆ Rℓ+k
q :(

z =

[
c
z1

])
^ (}z}2 ď βstmsis) ^ G(

[
A Ik

]
¨ z,msg) = c

]
.

The SelfTargetMSISRq,k,ℓ,βstmsis
assumption states that any PPT adversary A has a negligible advantage

AdvSelfTargetMSIS
A (1λ).

SelfTargetMSIS is shown to be as hard as MSIS in the random oracle model when the range of
the hash function is exponentially large with a standard proof using the forking lemma [FS87;
BN06]. There is also a proof in the quantum random oracle model [JMW24].

More precisely, we have the following reduction:

Lemma 3.2.9 (Hardness of SelfTargetMSIS, c.f. [DKMM+24, Lemma B.1]). For any adversary A
against the SelfTargetMSISRq,k,ℓ,βstmsis

problem making at most QG random oracle queries to the hash
function G, there exists an adversary B against the MSISRq,k,ℓ,β problem with β = 2βstmsis such that

AdvSelfTargetMSIS
A (1λ) ď

b

QG ¨Adv
MSIS
B (1λ) +

QG

|C| ,

where Time(B) « 2 ¨Time(A).
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In this thesis, we will directly work with SelfTargetMSIS rather than with MSIS, and will esti-
mate its concrete security based on the best known attacks.

Specifically, we follow the footsteps of the analyses of Dilithium [LDKL+22, Section C.3] and
Raccoon [dEKM+23, Section 4.3.5] and evaluate the best known attacks against SelfTargetMSIS as
described in [KLS18, Section 4.2], which are either to (i) break the second preimage resistance
of the underlying hash function, or (ii) to generate w at random, compute c = Hc(w,msg) and
finally to solve the following problem for z:

(
[
A I

]
¨ z = w´ c ¨ b) and (∥z∥ ď βstmsis). (1)

Solving (i) is hard as long as 2ω(n
ω) ě 2λ. On the other hand, solving (ii) requires solving Eq. (1),

which is an instance of the (inhomogeneous) MSIS problem.
We will then evaluate the best known attacks against MSIS using the open source Lattice Es-

timator [APS15]. This tool estimates the cost of attacks based on lattice reduction algorithms
such as BKZ against lattice problems, including MSIS and MLWE, relying on standard heuris-
tics [SE94; GN08; GNR10; CN11; GJS15; ADPS16; BDGL16], notably on the lattice geometry (e.g.,
the geometric series assumption [Sch03]). Our concrete security estimates are obtained using
the estimator’s “rough” cost model, which follows the Core-SVP methodology, standard in the
literature: the attack cost is expressed in terms of the block size β required for BKZ and the
corresponding cost of solving a single SVP instance in dimension β. In particular, this omits
certain polynomial factors such as the number of calls to the SVP oracle, or the cost of the BKZ
reduction itself.

3.2.4 The Hint MLWE problem

Next, we recall the Hint MLWE problem [KLSS23]. This variant of MLWE captures the hardness of
MLWE when the adversary is given some additional information (the “hint”) about the secret and
error vector of the form M ¨ s + y, with some matrix M of small spectral norm and noise y. These
hints correspond to the noise flooding technique commonly used in lattice-based signatures,
where we sample y from a sufficiently large distribution to mask the actual secret and error
vectors. The definition with a matrix M was introduced in [ENP24], whereas [KLSS23] originally
defined Hint-MLWE with hints of the form c ¨ s + y.

Several other similar assumptions have been introduced in the literature to capture security
in the presence of a linear leakage, e.g. Extended MLWE [LNS21] which does not add noise
to the hints, Algebraic One-More MLWE [EKT25] and Algebraic One-More MSIS [ZT25] which
allows to adaptively query hints and to use a combination of reusable noises to mask the secret,
and Leaky LWE [LSW25] which unifies some of the earlier approaches. While they all provide
reductions from standard MLWE, Hint-MLWE appears to provide the tightest reduction, and is
perfectly suited to our needs in this thesis.

Definition 3.2.10 (Hint-MLWE). Let k, ℓ, Q be integers, χs,
(

χ
(i)
y

)
iP[Q]

be probability distributions over

Rℓ+k, and M be a distribution over
(

R(ℓ+k)ˆ(ℓ+k)
)Q

. The advantage AdvHint-MLWE
A (1λ) of an adversary

A against the Hint Module Learning with Errors problem Hint-MLWE
Rq,k,ℓ,Q,χs,(χ(i)

y )iP[Q],M
is defined as:

ˇ

ˇ

ˇ
Pr
[
1 Ð A

(
A,
[
A Ik

]
¨ s, (Mi, zi)iP[Q]

)]
´ Pr

[
1 Ð A

(
A, u, (Mi, zi)iP[Q]

)]ˇ
ˇ

ˇ
,

where (A, u) $
Ð Rkˆℓ

q ˆ Rk
q, s Ð χs, (Mi)iP[Q] Ð M and for i P [Q]: yi Ð χ

(i)
y , and zi = Mi ¨ s +

yi. The Hint-MLWE
Rq,k,ℓ,Q,χs,(χ(i)

y )i ,M
assumption states that any efficient adversary A has a negligible

advantage.
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Remark 3.2.11. We may simply write Hint-MLWE
Rq,k,ℓ,Q,σs,(σ(i)

y )iP[Q],M
when using discrete Gaussians,

i.e. χs = DRℓ+k ,σs
, χ

(i)
y = D

Rℓ+k ,σ(i)
y

.

Interestingly, Hint-MLWE is as hard as standard MLWE when using Gaussian noise and under
certain parameter regimes depending on the spectral norm of the matrices sampled from M and
the size of the noise distributions χ

(i)
y [KLSS23; ENP24].

Theorem 3.2.12 (Hardness of Hint-MLWE). Let k, ℓ, Q, be positive integers, and M be a distribu-

tion over
(

Rn(ℓ+k)ˆn(ℓ+k)
)Q

. For σs, (σ(i)
y )iP[Q] ą 0, let σ ą 0 be a real number defined as 1

σ2 =

2
(

1
σ2

s
+
ř

iP[Q]
}Mi}

2
2

(σ
(i)
y )2

)
.

If σ ě
?

2 ¨η1
ε(Z

n(ℓ+k)) for some ε P (0, 1/2], then there exists an efficient reduction from MLWERq,k,ℓ,σ,σ
to Hint-MLWE

Rq,k,ℓ,Q,σs,(σ(i)
y )iP[Q],M

that reduces the advantage by at most 2ε.

We will also rely on the Lattice Estimator [APS15] to evaluate the best known attacks against
MLWE and Hint-MLWE, leveraging the reduction in Theorem 3.2.12 to translate the parameters of
Hint-MLWE to those of MLWE.

3.3 signature schemes

Signature schemes are the main cryptographic primitive studied in this thesis, albeit distributed
in a threshold manner. A digital signature scheme allows a single user to sign messages such
that anyone can verify the authenticity of the signature using the corresponding verification key.
Crucially, only the holder of the private key can produce valid signatures.

We recall below their syntax and security definitions, which will serve as a basis to define
threshold signature schemes in Section 3.4.

A signature scheme is defined by three PPT algorithms:

Keygen(1λ ) Ñ (vk , sk) . A probabilistic algorithm that takes as input the security parameter λ

and outputs a key pair (vk, sk), where vk is the verification key and sk is the private key;

Sign(sk , msg) Ñ sig . A (possibly probabilistic) algorithm that takes as input a private key sk

and a message msg P t0, 1u˚, and outputs a signature sig;

Verify(vk , msg , sig) Ñ t0, 1u . A deterministic algorithm that takes as input a verification key
vk, a message msg P t0, 1u˚, and a signature sig, and outputs a bit b P t0, 1u indicating
whether the signature is valid (b = 1) or invalid (b = 0).

It must satisfy two main properties of interest: correctness and unforgeability. Correctness guar-
antees that signatures generated using the signing algorithm will always be accepted by the veri-
fication algorithm. Unforgeability ensures that an adversary cannot produce new valid signatures
without access to the private key.

Definition 3.3.1 (Correctness). A signature scheme is correct if for any valid message msg P t0, 1u˚,
we have

Pr
[
(vk, sk)Ð Keygen(1λ) : Verify(vk,msg, Sign(sk,msg)) = 1

]
ě 1´ negl(λ).

Unforgeability can be defined in two main flavors, depending on which signatures are accepted
as forgeries: existential unforgeability (EUF-CMA) and strong unforgeability (SUF-CMA). Both no-
tions consider an adversary A that has access to a signing oracle Sign(sk, ¨), which allows it to
request signatures on messages of its choice. The adversary’s goal is to produce a valid signa-
ture, either on a new message (for EUF-CMA) or on any message, including those queried to the
signing oracle as long as the signature is different (for SUF-CMA).
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Definition 3.3.2 (Existential Unforgeability under Chosen Message Attacks
(EUF-CMA)). A signature scheme is existentially unforgeable under chosen message attacks if for
any PPT adversary A, its advantage

AdvEUF-CMA
A (1λ) = Pr

[
(vk, sk)Ð Keygen(1λ), (msg˚, sig˚)Ð ASign(sk,¨)(vk) :
Verify(vk,msg˚, sig˚) = 1^msg˚ R L

]
is negligible in λ, where L is the set of messages queried by A to its signing oracle Sign(sk, ¨).

Definition 3.3.3 (Strong Existential Unforgeability under Chosen Message Attacks (SUF-CMA)).
A signature scheme is strongly unforgeable under chosen message attacks if for any PPT adversary
A, its advantage

AdvSUF-CMA
A (1λ) = Pr

[
(vk, sk)Ð Keygen(1λ), (msg˚, sig˚)Ð ASign(sk,¨)(vk) :
Verify(vk,msg˚, sig˚) = 1^ (msg˚, sig˚) R L

]
is negligible in λ, where L is the set of message-signature pairs queried by A to its signing oracle
Sign(sk, ¨).

3.4 threshold signatures

Threshold signatures schemes extend digital signature schemes to a distributed setting, allowing
the sharing of the signing capability among multiple parties. As we have discussed in Chap-
ter 1, threshold signatures are particularly useful in scenarios where enhanced security and fault
tolerance are required.

At a high level, in a (N, T, t)-threshold signature scheme, N parties jointly hold a shared private
key, and any subset of T parties can cooperate to execute a distributed protocol and generate a
valid signature on behalf of the group. The parameter t ă T denotes the maximum number
of corrupted parties that the scheme can tolerate while maintaining a notion of unforgeability.
Ideally, we want t = T´ 1 to minimize the number of parties required to sign while maximizing
the corruption threshold.

Throughout this thesis, we assume that parties are indexed by [N] = t1, 2, . . . , Nu, and we will
denote CS as the set of corrupted parties and HS = [N]zCS as the set of honest parties, with the
convention that |CS| ď t.

Remark 3.4.1. We may write simply (N, T)-threshold or T-out-of-N threshold signature scheme
when t = T´ 1.

Analogously to standard signature schemes, a threshold signature scheme is composed of key
generation, signing, and verification procedures. The primary difference is that the signing pro-
cedure is distributed among T out of N parties, and the key generation may also be distributed.
This requires special care to translate the correctness and unforgeability properties to the dis-
tributed setting.

There exist two main approaches to formalize threshold signatures: the game-based approach
and the simulation-based approach. The former defines a concrete protocol flow and individual
security properties via tailored security games played between an adversary and a challenger,
and the latter uses the Universal Composability (UC) framework [Can01] to capture all desired
security properties in a single definition, and allowing for composability with other protocols.
While UC offers strong composability guarantees, it introduces significant complexity in the con-
structions and proofs, and can obscure the concrete round complexity and efficiency of the re-
sulting schemes. Hence, in this thesis, we focus on the game-based approach to define threshold
signatures.
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3.4.1 Syntax

A (N, T, t)-threshold signature scheme is composed of the same three procedures (Keygen,Sign,
Verify) as standard signature schemes, but allowing Keygen and Sign to be distributed protocols
executed among the N parties.

In the game-based approach, we formalize distributed protocols as stateful algorithms exe-
cuted by interacting parties. To simplify the syntax, we define protocols in a round-based struc-
ture. In each round, a party processes the messages received from the network for the previous
round, updates its internal state, and outputs new messages to be sent to other parties.

While the syntax defines the logic of message generation, the actual delivery of these mes-
sages – including timing, ordering, and potential dropping – is determined by the underlying
communication model (e.g., synchronous or asynchronous; malicious/semi-trusted). We abstract
this transport layer in the syntax and delegate the specifics of message delivery to the security
definitions, discussed in Section 3.4.2.

key generation. The key generation can be either centralized or distributed. When it is
centralized, a trusted dealer executes the Keygen algorithm to generate a verification key vk,
auxiliary information aux that may be leveraged in specific settings (we will only make use of it
for identifiable aborts, c.f. Chapter 5), and then shares ski to each party i P [N]. We denote this by
Keygen(1λ, N, T, t) Ñ (vk, aux, (ski)iP[N]), where each party i obtains a private key share ski, and
vk and aux are made public.

When the key generation is distributed in RKG rounds, we define it as a tuple of algorithms:

Setup(1λ , N , T , t) Ñ (st i ) iP [N ] . A probabilistic algorithm that takes as input the security pa-
rameter λ and outputs a state sti for each party i P [N]. This models any initial setup
required before executing the key generation protocol, such as establishing secure chan-
nels.

ShareKeygenr ( i , st i , pmr´1 ) Ñ (pm i
r , st 1

i ) for r P [RKG ] . An algorithm that is executed by
each party i P [N] in round r of the key generation protocol. It takes as input the party’s
current state sti and the messages pmr´1 = (pm

j
r´1)jP[N] received from all parties j P [N] in

the previous round (with the convention pm0 = K). It outputs a message pmi
r to be sent to

all other parties and an updated state st1
i. pm

i
r = K if the party aborts in round r.

CombineKey((pmr )rP [RKG ] ) Ñ (vk , aux) |K . A deterministic algorithm that is publicly executed
after the last round of the key generation protocol. It takes as input all messages pmi

r sent by
all parties i P [N] in all rounds r P [RKG], and outputs the verification key vk and auxiliary
information aux, or K if the protocol aborts.

PartialSecret(st i ) Ñ sk i . A deterministic algorithm executed by each party i P [N] when the
key generation protocol succeeds. It takes as input the party’s final state sti and outputs
the private key share ski.

signing. The signing procedure is always distributed. The signing protocol allows a subset
act Ď [N] of T parties to jointly sign a message msg using their private key shares (ski)iPact
and the auxiliary information aux generated during key generation. We define it as a tuple of
algorithms modeling an execution in Rsig rounds.

ShareSignr (vk , act , msg , i , sk i , st i , pmr´1 ) Ñ (pm i
r , st 1

i ) for r P [Rsig ] . This is a probabilis-
tic algorithm executed by each party i P [N] in round r of the signing protocol. It takes
as input the signing set act Ď [N] (i.e., the set of parties participating in the signing), the
message msg to be signed, the party’s private key share ski, its current state sti, and the
messages pmr´1 = (pm

j
r´1)jP[N] received from all parties j P [N] in the previous round
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(with the convention pm0 = K). It may also take as input a session identifier sid to uniquely
identify the protocol execution. It outputs a message pmi

r to be sent to all other parties and
an updated state st1

i.

In the literature, some protocols allow act and msg to be provided later than round 1, e.g.,
to model offline preprocessing. However, for simplicity, we require them to be provided
from round 1 in this thesis.

Combine(vk , act , msg , (pmr )rP [Rsig ] ) Ñ sig |K . A deterministic algorithm that is executed after
the last round of the signing protocol. It takes as input all messages pmi

r sent by all parties
i P [N] in all rounds r P [Rsig], and the message msg to be signed, and outputs the signature
sig or K if the protocol aborts.

Verify(vk , msg , sig) Ñ t0, 1u . The same verification algorithm as standard signature schemes.

Further, we may define additional algorithms to model the abort identification property, which
allows honest parties to identify misbehaving parties that caused the protocol to abort. We leave
the formalization of this property to Chapter 5, dedicated to threshold signatures with abort
identification.

3.4.2 Communication Models

As with all distributed protocols, threshold signatures require a communication layer to enable
message exchange between parties. As is common in the literature, we abstract away the mechan-
ics of the transport layer. We do not specify how parties receive the inputs act,msg, pmr´1 at the
syntax level, and we capture the behavior of the communication layer in the security definitions.

In the game-based approach, we model different communication models by providing some
control over the protocol execution and message delivery to the adversary, allowing it to manip-
ulate the communication between parties in certain ways.

We consider two primary communication models:

‚ Asynchronous Model. We assume a fully untrusted network controlled by the adversary.
The adversary can arbitrarily drop, delay, reorder, or modify messages. For simplicity, our
syntax assumes that each party executes the next round only after receiving messages from
all other parties. This can practically be achieved by having parties store received messages
in a buffer and wait for the remaining ones, or by relying on an untrusted coordinator that
collects and forwards messages between parties. Note that in this model, the protocol
execution may never terminate.

In the security games, this is formalized by allowing the adversary to trigger the key genera-
tion and signing algorithms of each party individually, controlling the messages they receive
and send.

‚ Synchronous Model with Reliable Broadcast. This model assumes the existence of a
broadcast channel that guarantees delivery and consistency, i.e. all honest parties receive
the same messages in the same order. This can be achieved in practice either by relying on
a trusted coordinator that faithfully forwards messages between parties, or by implementing
a reliable broadcast protocol, although this often incurs significant overhead. This model
is particularly relevant for robust threshold signatures (Chapter 4), as it is trivial to break
robustness in an asynchronous setting by dropping messages or forwarding inconsistent
messages to parties.

This is formalized in the security games by providing the adversary with oracles that ex-
ecute entire rounds of the protocol, ensuring that all honest parties receive the same mes-
sages in the same order. We additionally consider the use of unique session identifiers sid

in this model.
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3.4.3 Safety Properties: Unforgeability and Correctness

Threshold signatures schemes are required to satisfy two main properties, referred to as safety
properties (e.g. “nothing bad happens”), that directly correspond to their centralized counter-
parts: correctness and unforgeability.

While in the honest majority setting (e.g., t ă N/2) key generation and signing can be con-
sidered separately allowing for modular definitions [KGS23], in the dishonest majority setting
(t ě N/2) game-based definitions typically consider both jointly (see e.g., [BCKM+22]). We adopt
this approach in this work. The main reason is that in the dishonest majority setting, we cannot
reconstruct a valid private key from honest parties only, preventing security definitions enabling
drop-in replacement of a centralized key generation in the security games. A solution could be
to leverage techniques to extract private keys from corrupted parties (e.g., via zero-knowledge
proofs), however at a significant cost in terms of efficiency and complexity.

correctness. A threshold signature scheme is correct if when both the key generation and
signing protocols are executed honestly by all parties (and the network is reliable), any signature
generated by the signing protocol is accepted by the verification algorithm. This is formalized in
the below definition.

Definition 3.4.2 (Correctness). We define the correctness game GameTS-CORR in Fig. 3.2. A (N, T, t)-
threshold signature scheme is correct if for any corruption threshold t, signing threshold T, number of
parties N, signing set act Ď [N] such that |act| = T, and message msg P t0, 1u˚, we have:

Pr
[
GameTS-CORR(1λ, N, T, t, act,msg) = 1

]
ě 1´ negl(λ).

unforgeability. Akin to standard signature schemes, unforgeability ensures that an adver-
sary cannot produce valid signatures, provided they do not have access to the private key shares
of at least t + 1 parties. The adversary is further allowed to interact with a signing oracle that
enables it to request signatures on messages of its choice. While simple in concept, many vari-
ants of unforgeability exist in the threshold setting, depending on the corruption model (static vs
adaptive), the communication model (synchronous vs asynchronous), and the type of forgeries
considered.

We illustrate the space of unforgeability notions for threshold signatures in Fig. 3.3, and detail
the different dimensions below.

There are two main corruption models:

‚ Static Corruption. The adversary must choose which parties to corrupt before the ex-
ecution of the key generation and signing protocols. This models scenarios where the
adversary has limited capabilities or where parties are compromised in advance.

‚ Adaptive Corruption. The adversary can choose which parties to corrupt dynamically
during the execution of the protocols, based on the information it gathers. This model is
more realistic, however it is notoriously harder to prove security in this setting.

While one can use complexity leveraging to achieve adaptive security from static security (e.g.
by guessing the set of corrupted parties in advance), this results in an exponential loss in
the security reduction which becomes unacceptable as the number of parties grows.

There are two main communication models, as discussed in Section 3.4.2:

‚ Synchronous Model with Reliable Broadcast. The adversary is restricted to delivering
messages consistently to all honest parties, ensuring they receive the same messages in the
same order.
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GameTS-CORR(1λ, N, T, t, act,msg)

1 : (vk, aux, (ski)iP[N])Ð Keygen(1λ, N, T, t)

2 : (sti)iP[N] Ð Setup(1λ, N, T, t)

3 : for r P [RKG] do

4 : for i P [N] do

5 : pmi
r, sti Ð ShareKeygen(i, sti, pmr´1)

6 : if pmi
r = K then return 0

7 : (vk, aux) := CombineKey((pmr)rP[RKG]
)

8 : if (vk, aux) = K then return 0

9 : for i P [N] do ski := PartialSecret(sti)

10 : for r P [Rsig] do
11 : pmr := H
12 : for i P act do
13 : pmi

r, sti Ð ShareSignr(vk, act,msg, i, ski, sti, pmr´1)

14 : sig := Combine(vk, act,msg, (pmr)rP[Rsig ]
)

15 : if sig = K then return K
16 : return Verify(vk,msg, sig)

Figure 3.2: Correctness game for a threshold signature. Dashed boxes correspond to the centralized
key generation setting, and solid boxes to the distributed key generation. By convention,
pm0 = K. The threshold signature is correct if the above game returns 1 with overwhelming
probability.
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‚ Asynchronous Model. The adversary has full control over the network, and can arbitrarily
drop, delay, reorder, or modify messages.

Finally, there are two main types of forgeries:

‚ Existential Unforgeability. The adversary’s goal is to produce a valid signature on a new
message that it has not queried to the signing oracle.

‚ Strong Unforgeability. The adversary’s goal is to produce more valid signatures than those
it has obtained by querying the signing oracle.

Several levels of security can be defined [BCKM+22] for each type of forgery, depending on
which signing query is considered as providing a valid signature, thus not counting toward the
forgery. Roughly, the levels are defined as follows:

‚ Level 0. A forgery is trivial if the signing oracle for at least one honest party was called for
that message.

‚ Level 1. A forgery is trivial if the signing oracle was called for at least T´ c honest parties
for that message.

‚ Level 2. A forgery is trivial if the signing oracle was called in a signing session for that message
for at least T´ c honest parties, where c is the number of corrupted parties.

‚ Level 3. A forgery is trivial if in a signing session for that message, all the honest parties in the
signing set were queried for that message, or their message was modified by the adversary.

‚ Level 4. A forgery is trivial if in a signing session for that message, all the honest parties in
the signing set were queried for that message.

Remark 3.4.3. As an interesting fact, in the classical setting, there exists a generic transformation in
the standard model from existential to strong unforgeability for threshold signatures [ABHR25],
however it is not known if it is also possible in the post-quantum setting.

In this thesis, we focus on:

‚ Static Corruption. We consider only static adversaries that choose which parties to corrupt
before the execution of the protocols. This is common in the literature on lattice-based
threshold signatures, as obtaining provable security against adaptive adversaries leads to
significant efficiency overheads (see e.g. [KRT24]). Note that this is typically a limitation
of the proof techniques rather than of the schemes themselves, which often remain secure
against adaptive adversaries in practice.

‚ Existential Unforgeability, Level 0. We focus on existential unforgeability, where the adver-
sary’s goal is to produce a valid signature on a new message that it has not queried to the
signing oracle. Further, we consider Level 0 security, where a forgery is trivial if the signing
oracle for at least one honest party was called for that message. This is the most widely
studied notion of unforgeability for threshold signatures. We note that restricting to level
0 is not an intrinsic limitation of our techniques, and stronger notions could be achieved
with additional effort, but Level 0 often suffices in practice and allows for simpler proofs
and explanations, keeping the focus on the main technical contributions of this thesis.

For the communication model, we consider the synchronous model with reliable broadcast
during key generation, and for signing, both the synchronous model with reliable broadcast (for
robust threshold signatures, Chapter 4), and the asynchronous model (for our other construc-
tions).

We formalize these notions of unforgeability in Figs. 3.4 and 3.5, respectively for signing in the
synchronous and asynchronous models.
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Unforgeability of Threshold Signatures

(Cannot forge without ą t private key shares)

Signing Oracle Access

Corruption Model Communication Model Type of Forgeries

Static Corruption

(Corruptions fixed before
execution)

Adaptive Corruption

(Corruptions chosen
dynamically during execution)

Synchronous Model

(Bounded message delay)

Asynchronous Model

(Arbitrary message delay)

Existential Unforgeability

(Forge valid signature on any
fresh message)

Security levels: 0 1 2 3 4

Strong Unforgeability

(Forge more valid signature
than queried)

Security levels: 2 3 4

Figure 3.3: Taxonomy of unforgeability notions for threshold signatures. The adversary is given access
to a signing oracle, and its goal is to produce valid signatures without access to more than t
private key shares. The unforgeability notions vary based on the corruption model (static vs
adaptive), communication model (synchronous vs asynchronous), and type of forgeries con-
sidered (existential vs strong). The security levels correspond to different winning conditions
that modify which signing oracle queries count toward the forgery.
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Definition 3.4.4 (Static, Synchronous Unforgeability). A (N, T, t)-threshold signature scheme is
unforgeable in the static, synchronous model if for any PPT adversary A, its advantage

AdvSYNC-TS-UF
A (1λ, N, T, t) = Pr

[
GameSYNC-TS-UF

A (1λ, N, T, t) = 1
]

is negligible in λ.

Definition 3.4.5 (Static, Asynchronous Unforgeability). A (N, T, t)-threshold signature scheme is
unforgeable in the static, asynchronous model if for any PPT adversary A, its advantage

AdvASYNC-TS-UF
A (1λ, N, T, t) = Pr

[
GameASYNC-TS-UF

A (1λ, N, T, t) = 1
]

is negligible in λ.

3.4.4 Liveness Properties: Robustness and Identifiable Aborts

Beyond safety properties, threshold signature schemes may also be required to satisfy certain
liveness properties (e.g., “something good eventually happens”). In the context of threshold
signatures, we wish to eventually obtain valid signatures, even in the presence of misbehaving
parties. Two main liveness properties are commonly considered in the literature: robustness and
identifiable aborts. They apply to both the key generation and signing protocols.

Robustness ensures that as long as a sufficient number of honest parties participate in the
scheme execution, a valid signature is always produced, regardless of the behavior of the cor-
rupted parties. However, this typically requires T ě 2t + 1, or even T ě 3t + 1, which can be a
significant limitation in practice.

Identifiable aborts is an alternative property that ensures that if the protocol aborts due to
misbehavior (e.g., the key generation or signing protocol does not complete successfully), the
honest parties can identify at least one corrupted party responsible for the abort. Intuitively, this
property allows honest parties to take corrective actions, such as excluding misbehaving parties
from future protocol executions, and will eventually lead to successful signature generation.

We defer the formalization of these properties to Chapter 4 and Chapter 5, dedicated to robust
threshold signatures and threshold signatures with identifiable aborts, respectively.

3.5 threshold signature schemes: classical, post-quantum, and
properties

Having established the security notions of interests for this thesis—unforgeability, robustness,
identifiable aborts—we now survey the landscape of threshold signatures. Our goal is to un-
derstand how these properties have been achieved in the literature, tracing the evolution from
classical schemes based on discrete logarithms and RSA to modern post-quantum constructions
based on lattices.

We also need to consider the trade-offs between different security guarantees and the under-
lying assumptions, as well as the efficiency of the resulting schemes. Recall from the previous
section and Fig. 3.3 that there are multiple dimensions to consider when defining security for
threshold signatures (e.g., static vs adaptive corruption, synchronous vs asynchronous commu-
nication, existential vs strong unforgeability, and the hierarchy from Bellare et al. [BCKM+22]).

In the following, we examine how classical and post-quantum schemes navigate these trade-
offs.
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GameSYNC-TS-UF
A (1λ, N, T, t)

1 : Lsid, Lsig := H
2 : (CS, stA)Ð AH(1λ, N, T, t) // A chooses corrupted parties

3 : assert CS Ď [N]^ |CS| ď t
4 : HS := [N]zCS

5 : (vk, aux, (ski)iP[N])Ð Keygen(1λ, N, T, t)

6 : (sti)iP[N] Ð Setup(1λ, N, T, t)

7 : stA Ð A((sti)iPCS, stA)

8 : for r P [RKG] do

9 : for i P HS do

10 : pmi
r, sti Ð ShareKeygen(i, sti, pmr´1)

11 : if pmi
r = K then return 0

12 : ((pmi
r)iPCS, stA)Ð AH((pmi

r)iPHS, stA)

13 : (vk, aux) := CombineKey((pmr)rP[RKG]
)

14 : if (vk, aux) = K then return 0

15 : for i P HS do ski := PartialSecret(sti)

16 : (msg, sig)Ð AH,(OPerformRoundr)rP[Rsig ](vk, aux, (ski)iPCS , stA)

17 : if (msg P Lsig) or ␣Verify(vk,msg, sig) then
18 : return 0 // Returned pair is not a valid forgery

19 : return 1

OPerformRound1(sid, act,msg)

1 : require sid R Lsid ^ |act| = T
2 : for i P HSX act do
3 : (pmi

1, sti) := ShareSign1(vk, sid, act,msg, i, ski, sti,msg,K)
4 : Lsig := Lsig Y tmsgu

5 : Lsid[sid] = t1, act,msg, (pmi
1)iPHSXactu

6 : return (pmi
1)iPHSXact

OPerformRoundr(sid, (pmi
r´1)iPCSXact), for r = 2, ..., Rsig

1 : tr1, act,msg, (pmi
r´1)iPHSXactu from Lsid[sid]

2 : require r1 = r´ 1
3 : pmr´1 := (pmi

r´1)iPact
4 : for i P HSX act do
5 : (pmi

r, sti) := ShareSignr(vk, sid, act,msg, i, ski, sti,msg, pmr´1)

6 : Lsid[sid] = tr, act,msg, (pmi
r)iPHSXact Y (pmi

r)iPHSXactu

7 : return (pmi
r)iPHSXact

Figure 3.4: Unforgeability game for a threshold signature with key generation and signing in the syn-
chronous model with reliable broadcast. We assume access to a hash oracle H modeled as a random
oracle. Dashed boxes correspond to the centralized key generation setting, and solid boxes
to the distributed key generation. By convention, pm0 = K. The adversary A wins if the game
SYNC-TS-UF returns 1, i.e. if it forged a new signature.
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GameASYNC-TS-UF
A (1λ, N, T, t)

1 : Lsig := H
2 : (CS, stA)Ð AH(1λ, N, T, t) // A chooses corrupted parties

3 : assert CS Ď [N]^ |CS| ď t
4 : HS := [N]zCS

5 : (vk, aux, (ski)iP[N])Ð Keygen(1λ, N, T, t)

6 : (sti)iP[N] Ð Setup(1λ, N, T, t)

7 : stA Ð A((sti)iPCS, stA)

8 : for r P [RKG] do

9 : for i P HS do

10 : sti, pmi
r Ð ShareKeygen(i, sti, pmr´1)

11 : if pmi
r = K then return 0

12 : ((pmi
r)iPCS, stA)Ð AH((pmi

r)iPHS, stA)

13 : (vk, aux) := CombineKey((pmr)rP[RKG]
)

14 : if (vk, aux) = K then return 0

15 : for i P HS do ski := PartialSecret(sti)

16 : (msg, sig)Ð AH,(OShareSignr )rP[Rsig ](vk, aux, (ski)iPCS , stA)

17 : if (msg P Lsig) or ␣Verify(vk,msg, sig) then
18 : return 0 // Returned pair is not a valid forgery

19 : return 1

OShareSignr(act,msg, i, pmr´1) for r = 2, ..., Rsig

1 : require |act| = T^ i P actXHS

2 : Lsig := Lsig Y tmsgu

3 : (pmi
r, sti) := ShareSignr(vk, act,msg, i, ski, sti,msg, pmr´1)

4 : return pmi
r

Figure 3.5: Unforgeability game for a threshold signature with key generation in the synchronous model
with reliable broadcast, and signing in the asynchronous model. We assume access to a hash
oracle H modeled as a random oracle. Dashed boxes correspond to the centralized key gen-
eration setting, and solid boxes to the distributed key generation. By convention, pm0 = K.
The adversary A wins if the game ASYNC-TS-UF returns 1, i.e. if it forged a new signature.
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3.5.1 The Golden Age: Classical Threshold Signatures

In the pre-quantum world, threshold signatures benefited from the algebraic structures of RSA
and discrete logarithm groups, which enabled the best of both worlds: strong security guarantees
(e.g., adaptive security, robustness, identifiable aborts) and efficient constructions.

rsa. A threshold RSA construction was proposed as early as 1998 [Rab98]. It has later been
improved to be robust [Sho00; GRJK00], include a distributed key generation [FS01], to support
dynamic updates of the set of parties [GHKR08] and adaptive security [ADN06]. However,
interest in threshold RSA waned over time, as discrete-log schemes like Schnorr and DSA proved
more efficient and easier to threshold, and as the community shifted toward elliptic curves.

overview of discrete-log schemes. The discrete logarithm setting has been the most fer-
tile ground for threshold signature schemes, with a wide variety of constructions and security
properties achieved over the years. The algebraic structure of groups where the discrete log-
arithm problem is hard allows for elegant protocols with strong security guarantees without
sacrificing efficiency.

‚ Schnorr: Due to their linear structure, Schnorr signatures received significant attention in
the literature [GJKR99; SS01; GRSS+21; CKM21; CKM23; Lin24; KG25]. While early works
focused on feasibility, the FROST scheme [KG20] later set a benchmark for efficiency by
introducing a pre-processing phase that enables a non-interactive signing protocol, with
identifiable aborts. More recently, the ROAST framework [RRJS+22] showed that such
partially non-interactive schemes could be made robust generically.

Following this already strong baseline, recent works aimed to push the boundaries in
terms of security guarantees, notably achieving full adaptive security [BDLR25b; BDLR25a;
CKKT+25; Che25; NRT26]—sometimes combined with robustness [BLSW24], or stronger
notions of unforgeability [BCKM+22].

‚ DSA/ECDSA: Contrary to Schnorr, DSA and ECDSA signatures do not have a linear struc-
ture, which makes them more challenging to threshold. Still, their widespread use in prac-
tice motivated significant research efforts [DKLs18; GG18; GGN16; Lin17; LN18; DKLs24].
[GJKR96] proposed the first threshold DSA scheme. Later works focused on improving its
efficiency, and achieving properties such as identifiable aborts [CGGM+20; CCLS+23], and
robustness [TX25].

‚ BLS: Threshold signatures based on pairings, notably BLS signatures, allow for non-interactive
signature generation. [Bol03] provided the first such scheme. Later, [BL22] achieved the
first proof of adaptive security for threshold BLS, and [GJMS+24] provided a proactive
version of threshold BLS.

3.5.2 The Post-Quantum Shift: Challenges with Lattices

While lattice-based cryptography has become the leading candidate for post-quantum secure
primitives, designing threshold signatures in this setting has proven to be significantly more
challenging than in the classical setting. The core issue is that lattice signatures involve non-
linear operations—including rejection sampling or short vector sampling. These techniques do not
distribute naturally.

We start by examining lattice-based signatures following the Fiat-Shamir with Aborts (FSwA)
[Lyu09] paradigm which underly the NIST standard ML-DSA, as they offer a direct parallel to
Schnorr signatures and highlight important challenges. We will later discuss the noise flooding-
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based approach, and how solutions to distribute lattice-based Fiat-Shamir signatures appear to
naturally extend to hash-and-sign schemes.

Schnorr.Keygen()

1 : sk
$
Ð Zq

2 : vk := gsk

3 : return (sk, vk)

Schnorr.Sign(sk,msg)

1 : // Commit

2 : r $
Ð Zq

3 : w := gr

4 : // Challenge

5 : c := H(w,msg)

6 : // Respond

7 : z := c ¨ sk+ r
8 : return (c, z)

Schnorr.Verify(vk,msg, sig)

1 : w1 := gz ¨ vk´c

2 : require H(w1,msg) = c

(a) Schnorr Signatures
(discrete-log setting)

FSwA.Keygen()

1 : A $
Ð Rkˆℓ

q ; s Ð χs // ∥s∥ small

2 : b := [A | I] ¨ s
3 : return (sk = s, vk = (A, b))

FSwA.Sign(sk,msg)

1 : // Commit

2 : r Ð χr // ∥r∥ small

3 : w := [A | I] ¨ r

4 : // Challenge

5 : c := H(w,msg)

6 : // Respond

7 : z := c ¨ sk+ r

8 : if }z} ě γ then restart
9 : return (c, z)

FSwA.Verify(vk,msg, sig)

1 : require }z} ă γ

2 : w1 := [A | I] ¨ z´ c ¨ b
3 : require H(w1,msg) = c

(b) Fiat-Shamir with Aborts (FSwA)
(lattice setting, e.g. ML-DSA)

Figure 3.6: Comparison of Schnorr and FSwA signatures. Both follow the same Fiat-Shamir blueprint
(Commit Ñ Challenge Ñ Respond), but the lattice setting introduces shortness constraints on
the secret key and nonce, and a rejection sampling loop to hide the secret key from the response.
Differences in the lattice setting are highlighted . This figure presents a simplified, unopti-
mized view of ML-DSA (e.g. without HighBits/MakeHint).

We illustrate in Fig. 3.6 the structural similarities—and differences—between classical discrete
logarithm signatures and modern lattice-based schemes. Broadly speaking, both Schnorr and
ML-DSA follow the same Fiat-Shamir "sigma protocol" blueprint:

1. Commitment: The signer samples a random nonce (r or r) and commits to it (w = gr or
w = [A I] ¨ r).

2. Challenge: A challenge c is derived by hashing the message and commitment.

3. Response: The signer computes a response z = c ¨ sk+ r that proves the knowledge of the
secret key sk.

Despite this shared blueprint, transforming these schemes into threshold protocols presents
quite different challenges. The left side of Fig. 3.6 (Schnorr) is entirely linear over Zq. To sign
distributedly, intuitively, parties can simply sample additive shares of the nonce locally (r =

ř

ri
(mod q)) and compute additive shares of the response. Since the sum of uniform elements is
uniform, the resulting signature is indistinguishable from one produced by a single signer.

The right side (FSwA signatures), however, introduces complex operations:

‚ Shortness Constraints: Lattice-based schemes rely on the "shortness" of vectors (e.g., small
coefficients). While sums of uniforms in Zq remain uniform, the sum of short vectors is
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strictly larger. One also cannot simply remove bias from a maliciously sampled short nonce
by adding a honest nonce to it.

‚ Rejection Sampling: To prevent the signature z = c ¨ s + r from leaking the secret s, FSwA
signatures force the signer to reject and restart if z reveals statistical bias (for instance, if it
falls outside a specific hypercube in ML-DSA). In the threshold setting, this creates a key
challenge: parties must collectively decide whether to reject z without reconstructing it, as
revealing a rejected signature would compromise the secret key.

Several works suggested to use general MPC protocols [BKP13; CS19; TPCZ24; DKLS25;
BCEP+25] to compute these non-linear operations. While this approach provided feasibility
results, this leads to either impractical schemes, or significant compromises in the security guar-
antees to achieve a reasonable practicality (see Table 6.1 for the case of ML-DSA). The pre-
computation phase in this approach is also often left out in the concrete numbers as it remains an
open problem to efficiently distribute the sampling of a large number of correlated randomness
as required for lattice-based schemes. We thus focus on schemes that do not rely on general MPC
protocols in this survey.

accepting imperfect operations. Designing efficient lattice-based threshold signatures re-
quires a shift in perspective. Centralized schemes like ML-DSA are optimized for compactness,
sampling secrets and nonces from distributions much narrower than the modulus q used in the
following operations. However, sampling a short vector r in a distributed manner is hard: if
parties sample small local shares ri mod q, their sum r =

ř

ri mod q follows a convolution distri-
bution (approaching a Gaussian), which is wider and the final value is partly leaked to corrupted
parties. To avoid heavy MPC machinery, research has largely pivoted to accepting "imperfect"
distributed operations—in particular, simply summing local short vectors—and dealing with the
potential bias and parameter increase that come with it.

Strategy I: Distributing Rejection Sampling

The first threshold lattice signature schemes reaching practicality followed the approach of dis-
tributing the rejection sampling procedure itself [DOTT22; BTT22; Che23; ADP24]. Attempts
in this direction focused on the N-out-of-N setting where the secret key is additively shared
(s =

ř

si) such that each share si is itself small. In this paradigm, parties perform N indepen-
dent, local rejection samplings. Essentially, each party samples a local nonce share ri, computes a
partial response zi = c ¨ si + ri, and checks if zi satisfies the rejection bound. If all parties succeed
locally, they aggregate their shares to form the final signature.

However, even in this constrained setting, this line of research has faced significant hurdles
in providing compact signatures as shown in Table 3.1. The core difficulty lies in proving se-
curity: there is no known way to prove that it is safe to reveal the partial commitments wi
before the rejection condition is fully satisfied. To mitigate this, these schemes employed expen-
sive mechanisms—such as trapdoor commitments or heavy randomization techniques—to keep
partial values hidden until rejection sampling is successful.

We break this efficiency barrier in Chapter 6 by proposing a threshold variant of the NIST stan-
dard ML-DSA, furthermore supporting any T ď N ď 6 and outcompeting all previous schemes
in terms of signature and public key sizes.

Still, this research direction has inherent limitations that we leave open for future work. It
appears to become increasingly difficult to achieve compact signatures as the number of parties
increases, and identifiable aborts and robustness seem in opposition with rejection sampling as
we implement the latter by explicitly allowing parties to abort the protocol. Should the scalability
of this approach be improved, it would also be interesting to obtain tight proof of the adaptive
security of these schemes.
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Scheme [DOTT22]˚ [BTT22] [ADP24] [Che23] Ours (Chapter 6)

|sig| (kB) 2538 98 12 20 2.4
|vk| (kB) 21 26 7 7 1.3

Type M M (T,N) / M M (T,N)
N 7 32 7 32 6

Table 3.1: Comparison of lattice-based threshold signatures schemes following the Fiat-Shamir with
Aborts paradigm. We include works on multi-signatures as they can easily be leveraged to
build a N-out-of-N threshold signature. ˚ Sizes for [DOTT22] were proposed in [ADP24].

Strategy II: The Noise Flooding Alternative

To avoid the inefficiencies of distributed rejection sampling, an alternative paradigm emerged
for building efficient lattice threshold signatures: noise flooding. This paradigm removes the re-
jection sampling step in the signing algorithm and rather simply adds a large noise term to
the signature to hide the secret key contribution. This is exemplified by the Raccoon signature
scheme [PKPR24], illustrated in Fig. 3.7. The modern argument for the security of this approach
typically relies on the Hint-MLWE assumption (c.f. Section 3.2.4), which is as secure as MLWE

when the norm of the noise is proportional to
?

Qs, where Qs is the number of signatures sup-
ported. Interestingly, this approach makes the signing operation essentially linear, and thus easily
distributable, at the cost of larger signatures (about 10 kB). In the threshold setting, it suffices
for security that one honest party adds enough noise to the final signature to ensure security,
without concerns about the exact distribution of the nonce or signature.

Raccoon.Sign(sk,msg)

1 : // Commit

2 : r Ð χr // ∥r∥ large (flooding noise)

3 : w := [A | I] ¨ r

4 : // Challenge

5 : c Ð H(w,msg)

6 : // Respond

7 : z := c ¨ sk+ r
8 : (no rejection step)

9 : return (c, z)

Figure 3.7: Simplified pseudo-code of Raccoon [PKPR24] (noise flooding-based lattice signature). The
nonce r is sampled from a large flooding distribution χr . (Simplified: rounding and hint
vector omitted.)

One key advantage of this approach is that it no longer relies on an additive sharing of s
with small shares, and it can leverage other secret-sharing schemes. Notably, assuming that
parties possess shares JsKi of the secret key s, such that for any subset act of T parties, s =
ř

iPact Lact,i ¨ JsKi – where Lact,i are linear reconstruction coefficients –, then parties can simply
compute partial signatures zi = c ¨ Lact,i ¨ JsKi + ri and aggregate them as z =

ř

iPact zi. This
intuition almost directly translates into a threshold scheme, although one needs to be careful to
not leak the secret shares JsKi through the partial signatures zi, since they are typically much
larger than the noise ri. In the literature, several approaches have been proposed, leveraging
different secret sharing schemes for the secret key:

‚ Linear Secret Sharing Schemes with Small Reconstruction Coefficients. In [CTZ24],
Chairattana-Apirom, Tessaro and Zhu showed that one could securely use a linear secret
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sharing scheme with small reconstruction coefficients to share the secret key, and directly use
the shares in the partial signatures. However, this approach is limited to a small number of
parties (e.g. N = 32) and requires increasing the noise to hide the shares, and thus leads to
large signatures (about 140 kB [ZT25]).

‚ Shamir’s Secret Sharing. It is also possible to use Shamir’s secret sharing, which allows to
support large thresholds (e.g., T ď N ď 1024 in the scheme TRaccoon [DKMM+24]). In this
case, the partial signatures need to be hidden. Two approaches have been proposed in the
literature to achieve this:

– Homomorphic Encryption. Early works [ASY22; GKS24; GHKS+25] proposed to com-
pute the signature shares under fully or linearly homomorphic encryption, and only
decrypt the final signature. This approach is secure and allows to support large thresh-
olds, but it is also rather inefficient, as it requires to perform expensive homomorphic
operations on large ciphertexts.

– Masking with Zero-Shares. To avoid such heavy machinery, the TRaccoon scheme
from [DKMM+24] demonstrated that one could simply mask the partial signatures
using “shares of zero”. These shares sum to zero and thus vanish in the aggregation,
but they effectively blind the individual partial signatures, protecting the secret shares.
They are computed non-interactively using pairwise keys and a pseudorandom func-
tion (PRF).

TRaccoon can be seen as a lattice-based analogue of the classical Sparkle [CKM23] signature
scheme, which builds a 3-round signature scheme with a commit and reveal approach to compute
the commitment w in a distributed manner, tackling the presence of rushing adversaries trying
to bias the challenge c by waiting to see the honest parties’ commitments before sending their
own. We present the signing algorithms of both schemes side by side in Fig. 3.8 to highlight their
similarities and differences (we consider the leaner version of TRaccoon introduced in [KRT24]).

Sparkle.Sign(act,msg, i, ski)

1 : // Round 1: Commit

2 : ri
$
Ð Zq; wi := gri

3 : Broadcast hi := H(wi)

4 : // Round 2: Reveal

5 : Broadcast wi
6 : // Round 3: Respond

7 : if Dj, H(wj) ‰ hj then abort

8 : w :=
ź

wj; c := H(w,msg)

9 : Broadcast zi := c ¨ Lact,i ¨ ski + ri
10 : // Reconstruct

11 : z :=
ÿ

zj; return (c, z)

(a) Sparkle (Schnorr-based).

TRaccoon.Sign(act,msg, i, ski)

1 : // Round 1: Commit

2 : ri Ð χr; wi := [A | I]ri
3 : Broadcast hi := H(wi)

4 : // Round 2: Reveal

5 : Broadcast wi
6 : // Round 3: Respond

7 : if Dj, H(wj) ‰ hj then abort

8 : w :=
ÿ

wj; c := H(w,msg)

9 : ∆i Ð ZeroShare(i, transcript) //
ÿ

∆j = 0

10 : Broadcast zi := c ¨ Lact,i ¨ ski + ri + ∆i
11 : // Reconstruct

12 : z :=
ÿ

zj; return (c, z)

(b) TRaccoon (Lattice-based).

Figure 3.8: Comparison of distributed signing in the threshold schemes Sparkle [CKM23] and
TRaccoon [DKMM+24]. While both use a similar 3-round structure (Commit-Reveal-Respond),
TRaccoon introduces zero-shares to mask the partial responses.

As the most efficient lattice threshold signature scheme to date, TRaccoon has inspired several
follow-up works: [KRT24] introduced a 5-round adaptively secure variant; [EKT24; BKLM+25;
GTJL+26] introduced partially non-interactive variants using techniques inspired by the classical
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threshold signature FROST [KG20] for the two first. In FROST-like schemes, parties sample mul-
tiple commitments wi,b in a preprocessing round, and randomly combine them during signing
to prevent rushing adversaries. We illustrate the signing algorithm of [EKT24] side by side with
FROST in Fig. 3.9.

FROST.Sign(act,msg, i, ski)

1 : // Round 1: Preprocessing

2 : (ri, si)
$
Ð Z2

q

3 : (Ri, Si) := (gri , gsi )

4 : // Round 2: Sign

5 : for j P act do
6 : ρj := H(j,msg, (u, Ru, Su)u)

7 : w :=
ź

jPact

Rj ¨ S
ρj
j

8 : c := H(w,msg)

9 : zi := c ¨ ski ¨ Lact,i + ri + ρi ¨ si
10 : // Combine

11 : z :=
ÿ

jPact

zj

12 : return (c, z)

(a) FROST (Schnorr-based).

[EKT24].Sign(act,msg, i, ski)

1 : // Round 1: Preprocessing

2 : ri,1, . . . , ri,rep Ð χr

3 : for b P [rep] do wi,b := [A | I] ¨ ri,b

4 : // Round 2: Sign

5 : (β2} . . . }βrep) := H(msg, act, (wj,b)j,b)

6 : for j P act do wj := wj,1 +
ÿ

bą1

βb ¨wj,b

7 : w :=
ÿ

jPact

wj; c := H(w,msg)

8 : ∆i Ð ZeroShare(i, transcript) //
ÿ

∆j = 0

9 : zi := c ¨ Lact,i ¨ ski + ri,1 +
ř

bą1 βb ¨ ri,b + ∆i

10 : // Combine

11 : z :=
ÿ

jPact

zj

12 : return (c, z)

(b) [EKT24] (Lattice-based). The βb are sampled from the set of
signed monomials T = t˘Xu | u P [n]u Ă R.

Figure 3.9: Comparison of 2-round signing in FROST [KG20] and [EKT24]. Both prevent rushing attacks
by forcing parties to commit to multiple nonces, and later randomly combine them.

attacks against the correctness. While noise flooding solves the problem of distributing
the signature generation for arbitrary thresholds T ď N, even when N is large, it remains an open
problem to efficiently deal with parties attempting to abort the protocol by sending malformed
messages. While in the classical equivalents Sparkle and FROST, the linearity of the operations
allows to easily detect and identify malicious parties, in the lattice setting, the masking techniques
used to protect the secret shares also hide malicious behavior. Even the less efficient schemes
using homomorphic encryption or linear secret sharing with small reconstruction coefficients are
challenging to secure against such attacks, as the signing shares are large and thus one cannot
easily verify that parties sampled short nonces. The only known solution to this problem is to
use heavy Non-Interactive Zero-Knowledge (NIZK) proofs to verify the correctness of the partial
signatures [ASY22; GKS24; GHKS+25; PKNR+25].

In this thesis, we introduce efficient solutions to this problem, aiming for robustness in Chap-
ter 4 and identifiable aborts in Chapter 5. Note that our technique for identifiable aborts also
applies to the FROST-like schemes, but we focus on the simpler TRaccoon for clarity, as the
techniques we introduce are orthogonal to the specific signing algorithm used.

distributed key generation. Most of the lattice-based threshold signature schemes dis-
cussed above assume a trusted setup where a dealer generates the secret key and distributes
shares to the parties. While acceptable for some applications, a fully decentralized trust model
requires a Distributed Key Generation (DKG) protocol where parties collaboratively generate the
key pair. For lattice-based schemes, DKG is particularly challenging because the final secret key
sk must be short while being shared among parties. Prior works have either relied on generic
MPC protocols, which are inefficient, or on HE-based techniques, which also introduce signifi-
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Scheme Rounds Communication |vk| |sig| Robustness IA NIZK/HE DKG

[GKS24] 2 > 1 MB 13.6 kB 46.6 kB ✗ ✓ ✓ ✓

[GHKS+25] 3 563 kB 4.4 kB 11.3 kB ✗ ✓ ✓ ✓

TRaccoon [DKMM+24] 3 41 kB 3.9 kB 12.7 kB ✗ ✗ ✗ ✗

[EKT24] 2 276 kB 5.5 kB 10.8 kB ✗ ✗ ✗ ✗

[BKLM+25] 2 612 kB 4.6 kB 13.7 kB ✗ ✗ ✗ ✗

[CTZ24; ZT25] 2 1.2 MB 42 kB « 140 kB ✗ ✗ ✗ ✗

[GTJL+26] 2 27 kB 2.0 kB 17.7 kB ✗ ✗ ✗ ✗

[PKNR+25]˚
3 88.2 + 6.4T kB 3.9 kB 12.7 kB ✗ ✓ ✓ ✗

RB-Raccoon (Chapter 4) 4 28 + 34T kB 4.6 kB 15.1 kB ✓ ✗ ✗ ✓
IA-Raccoon (Chapter 5) 3 « 28 kB 4.3 kB 12.3 kB ✗ ✓ ✗ ✓

Table 3.2: Comparison of noise flooding based threshold lattice signature schemes. We report parameters
for NIST Level I security. Communication costs are given per party. ˚ [PKNR+25] provides an
interactive 3-round abort identification mechanism, deferring the heavy NIZK computations to
after an execution of the signing protocol failed.

cant overhead. We will see in Chapter 4 that we can introduce efficient Verifiable Secret Sharing
(VSS) techniques in the honest majority setting to robustly generate Shamir shares of a short secret
key. For the malicious majority setting, we introduce in Chapter 5 a DKG protocol that gener-
ates shares for specialized everywhere short secret sharing schemes, particularly useful for noise
flooding-based signatures, and that can be combined with our identifiable abort mechanism.

We summarize in Table 3.2 the properties of the noise flooding-based threshold signature
schemes discussed above, including our own contributions in Chapter 4 and Chapter 5.

Hash-and-Sign Schemes.

While the above discussion focused on threshold schemes following the Fiat-Shamir paradigm,
it is also possible to build efficient lattice-based threshold signatures following the Hash-and-
Sign paradigm. This was demonstrated in our work [ENP24], introducing a threshold variant
of the masking-friendly lattice signature scheme Plover [EENP+24] – which uses noise-flooding
techniques akin to Raccoon. Additionally, Phoenix [JRS24] is an equivalent of Plover following the
FSwA paradigm, and we believe it could be turned into a threshold scheme using the techniques
of Chapter 6.

It is worth noting that the Hash-and-Sign paradigm does not seem to be as compact as the Fiat-
Shamir paradigm for threshold signatures, notably due to more constrained parameterization
(Plover works over R a power-of-two cyclotomic directly, and does not leverage higher module
ranks). Still, it is an interesting direction for future work to explore the design space of Hash-
and-Sign threshold signatures.

3.6 base signature schemes

In this section, we provide a more precise description of the two base signature schemes we will
use in this thesis: ML-DSA [LDKL+22] and Raccoon [PKPR24], reintroducing in particular their
rounding and hint mechanisms.

Detailed descriptions and notations for ML-DSA are deferred to Chapter 6, while we provide
several shared notations and definitions for Raccoon here to facilitate the understanding of the
subsequent chapters.
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3.6.1 Modulus Rounding

Both signatures schemes rely on modulus rounding, a technique commonly used in lattice-based
cryptography to reduce the size of elements.

We recall here the notation and definition of the modulus rounding of Raccoon. With an abuse
of notation, we will use the same notation for the high-level description of ML-DSA. We refer to
Chapter 6 for a description of the precise rounding mechanism used in ML-DSA.

Let ν P N˚. Every x P Z admits a unique decomposition x = 2νx
J
+ x

K
, with x

K
P

[´2ν´1, 2ν´1 ´ 1], and we define t¨sν : Z Ñ Z by

txsν = x
J
= tx/2νs , tts =

X

t + 1
2

\

(half-up).

If q ą 2ν, we extend t¨sν to Zq by lifting x ÞÑ x̄ P [0, q´ 1] and setting txsν = tx̄/2νs mod qν =

(x̄)
J

mod qν P [0, t(q´ 1)/2νu] where qν = tq/2νs, and apply it coefficient-wise to vectors.

Remark 3.6.1. Unlike [dEKM+23; DKMM+24], we select qν = tq/2νs instead of qν = tq/2νu, which
can allow to obtain slightly better parameters for Raccoon and TRaccoon.

3.6.2 ML-DSA Signatures

ML-DSA [LDKL+22] is one of the standard lattice-based signature schemes selected by NIST for
post-quantum cryptography. It instantiates the Fiat-Shamir with Aborts paradigm over module
lattices, relying on the hardness of the MLWE and MSIS problems.

At a high level, ML-DSA signatures work as follows.

key generation. The public key consists of a (rounded) MLWE instance, i.e., a matrix A P Rkˆℓ
q ,

and a vector b =
X[

A I
]
¨ s
T

νb
, where s P Rℓ+k

q is a secret vector uniformly sampled from a
small hypercube.

signing. To sign a message msg, the signer samples a random vector y P Rℓ
q uniformly from a

larger hypercube, computes the commitment w = tAysνw
P Rk

q, and derives a challenge c
by hashing msg and w. The signer then computes the response z(1) = c ¨ s(1) + y, where
c = Hc(vk,msg, w). To ensure that signatures do not leak information about the secret key s,
the signer performs rejection sampling: if z is not within a target space, the signer discards
the signature and restarts the signing process. The final signature is (c, z(1), h), where h is
a hint vector that helps the verifier recompute w from c and z(1).

verification. To verify a signature (c, z(1), h) on a message msg, the verifier first checks that
z(1) and h are sufficiently small. Then, it uses h to recompute w from c and z(1), and finally
checks that hashing msg and w yields c.

We refer the reader to Chapter 6 for a more detailed description of the mechanisms of ML-DSA,
notations, and for our distributed key generation and signing protocols for ML-DSA.

3.6.3 Raccoon Signatures

Raccoon [PKPR24] is a masking-friendly lattice-based signature scheme built with the Fiat-Shamir
paradigm. It aims at protecting against side-channel attacks with minimal performance over-
heads compared to standard lattice-based signatures.

Its core observation is that the rejection sampling step – notably used in the ML-DSA stan-
dard [LDKL+22] – to ensure statistical independence between the secret key and the signature is
the main obstacle to efficient masking. Raccoon circumvents this by employing noise flooding in
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place of rejection sampling. Noise flooding consists in adding a large amount of noise to the sig-
nature, ensuring that the signature distribution is sufficiently close to a distribution independent
of the secret key to ensure security.

In their work, they rely on sums of uniform distributions for their flooding noise, and analyze
the signature distribution with Rényi divergence techniques to prove security in the random
oracle model. They show that Raccoon signatures can be masked efficiently while ensuring
security in the t-probing model [ISW03]. Roughly, in addition to standard masking techniques,
this is because at most t of the uniforms used in the flooding noise can be known to the adversary,
and the remaining uniforms ensure sufficient entropy in the flooding noise to protect the secret
key.

In broad terms, Raccoon signatures work as follows.

key generation. The public key consists of a (rounded) MLWE instance, i.e., a matrix A P Rkˆℓ
q ,

and a vector bJ =
X[

A I
]
¨ s
T

νb
, where s P Rℓ+k

q is a secret vector sampled as the sum of
small uniforms.

signing. To sign a message msg, the signer samples a random vector r P Rℓ+k
q as the sum of

small uniforms (though significantly larger than for s), computes the commitment w =
X[

A I
]
¨ r
T

νw
P Rk

q, and derives a challenge c by hashing msg and w. The signer then com-

putes the response z = c ¨ s + r, where c = Hc(vk,msg, w). The final signature is (c, z(1), h),
where h = w´

Y

A ¨ z(1) ´ 2νb ¨ bJ

U

νw
is a hint vector that helps the verifier recompute w

from c and z(1).

verification. To verify a signature (c, z(1), h) on a message msg, the verifier first checks that
(z(1), 2νw ¨ h) is sufficiently small. Then, it uses h to recompute w from c and z(1), and
finally checks that hashing msg and w yields c.

Raccoon differs from ML-DSA in several ways:

‚ The core difference is the use of noise flooding instead of rejection sampling, which allows
for efficient masking.

‚ The secret key and randomness are sampled as sums of small uniforms, rather than uni-
formly from hypercubes.

‚ The rounding and hint mechanisms are chosen differently in Raccoon, to simplify the algo-
rithms while preserving similar compactness.

Interestingly, when focusing on the signature scheme without masking, a straightforward vari-
ant of Raccoon signatures can rely on discrete Gaussians for the secret key and signing noise,
rather than sums of uniforms. In this case, the resulting signature scheme can be proven secure
under the Hint-MLWE assumption, with a reduction from MLWE. This provides tighter parame-
ters than Rényi divergence techniques, and we use this variant throughout this thesis.

threshold-friendliness of Raccoon . del Pino et al. [DKMM+24] showed that Raccoon is
particularly well-suited for threshold signatures. Indeed, the absence of rejection sampling allows
to design simple distributed signing protocols, where each party contributes to the randomness
r, and the parties collaborate to compute the commitment w, and the response z such that z
always includes some honest randomness guaranteeing security.

A high-level blueprint of their seminal work – coined TRaccoon – is as follows when T = N
(i.e., all parties participate in signing):

trusted key generation. The secret key s is shared among the N parties using Shamir’s
secret sharing. Each party obtains a share JsKi. The public key is computed as in the
standard Raccoon scheme.
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distributed signing. To sign a message msg, the N parties proceed as follows:

‚ Round 1: Each party i samples a random vector ri from a discrete Gaussian, and
computes its commitment share wi =

[
A I

]
¨ ri. The parties then broadcast a hash of

their commitment share to each other. This prevents malicious parties from adapting
their commitment shares after seeing those of honest parties.

‚ Round 2: After receiving the hashes from all parties, each party broadcasts its com-
mitment share wi.

‚ Round 3: Finally, after receiving all commitment shares and verifying their hashes,
the parties obtain an overall commitment by computing w =

Y

řN
i=1 wi

U

νw
, derive the

challenge c by hashing msg and w, and compute their response share zi = c ¨ Li ¨ JsKi +

ri, where Li is the Lagrange coefficient of party i. The parties then broadcast their
response shares zi.

‚ Signature reconstruction: The final signature (c, z(1), h) can be derived by combining
the response shares: z =

řN
i=1 zi and computing the hint vector h.

As discussed in Section 3.5, [DKMM+24; KRT24] further showed that their scheme can be
extended to the T ă N setting by randomizing the partial responses zi using shares of zero, en-
suring that only the sum of the partial responses is revealed to the adversary, and with signatures
to authentify messages from the second round. They introduced a deterministic algorithm based
on PRF to derive these shares of zero from a common seed based on the transcript.
TRaccoon is proven secure against static adversaries in the asynchronous communication model.

It can support even large numbers of parties N = 1024 with practical performance, and signa-
tures of size around 12.7 KB with NIST Level 1 security.

However, as discussed in the introduction, there remains several limitations of TRaccoon and
its variants, which we aim to address in this thesis.

3.7 notations and useful lemmas for Raccoon

Since Raccoon is a core building block of several constructions in this thesis, we introduce here
some notations and useful lemmas that will be used throughout the following chapters.

3.7.1 Bounds on Modulus Rounding

We bound the induced error of our rounding mechanism (Lemma 3.7.1) and its behavior under
addition (Lemma 3.7.2).

Lemma 3.7.1. Let q, ν P N˚, with q ą 2ν and 2ν ∤ q. For x P Zq,∣∣∣x´ 2ν ¨ txsν

∣∣∣ ď "

2ν ´ 1 if qν = tq/2νu

2ν´1 if qν = rq/2νs

Recall that here txsν is the lifting of tx̄sν mod qν to [0, qν ´ 1].

Proof. Let x P Zq. We uniquely decompose x̄ = 2ν ¨ x̄
J
+ x̄

K
, with x̄

J
P [0, qν] and x̄

K
P

[´2ν´1, 2ν´1 ´ 1].
Then,

txsν = tx̄sν mod qν =

"

0 if x
J
= qν

x̄
J

otherwise
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In the first case, we have: ∣∣∣x´ 2ν ¨ txsν

∣∣∣ = |x| (2)

= |xK + 2ν ¨ qν| (3)

= |xK ´ qK| (4)

ď 2ν ´ 1 (5)

where we used the fact that q = 2ν ¨ qν + qK with qK P [´2ν´1, 2ν´1 ´ 1].
Interestingly, this can even be improved to 2ν´1 when qν = rq/2νs, as in this case, we have

xK ă qK P [´2ν´1,´1] since xJ = qν but x = 2νxJ + xK ă q = 2νxJ + qK, and thus |xK ´ qK| ď
2ν´1.

In the second case, we simply have x ´ 2ν ¨ txsν mod q = xK P [´2ν´1, 2ν´1 ´ 1], which con-
cludes the proof.

Lemma 3.7.2. Let q, ν P N˚ such that q ą 2ν and 2ν ∤ q. For any x, δ P Zq, we have

ˇ

ˇ

ˇ
2ν ¨

(
tx + δsν ´ txsν

)
´ δ

ˇ

ˇ

ˇ
ď

"

3 ¨ 2ν´1 ¨
?

n if qν = rq/2νs

(3 ¨ 2ν´1 + qK) ¨
?

n if qν = tq/2νu

Proof. The proof proceeds similarly to the second part of [DKMM+24, Lemma 3.2]. We will note
x the lift of x to Zn with coefficients in [0, q´ 1].

We start by uniquely writing x = 2ν ¨ xJ + xK mod q, where (xJ, xK) P [0, tq/2νu]ˆ [´2ν´1, 2ν´1´

1]. Similarly, we define δJ and δK.
Now, remark that x + δ is bounded by 2(q´ 1). Hence, we can write,

tx + δsν = t2ν ¨ (xJ + δJ) + xK + δK ´ α ¨ qsν

= t2ν ¨ (xJ + δJ ´ α ¨ qν) + xK + δK ´ α ¨ qKsν

where α P t0, 1u such that α = 1 if x + δ ą q´ 1, and α = 0 otherwise. Put differently, we reduce
x + δ modulo q. This reduced value is the one we round as per the definition of the rounding
procedure over Zq.

We can then explicit the different values of 2ν ¨ tx + δsν ´ txsν´ δ by case analysis on the values
of α and δJ. Let us start by distinguishing the values taken by tx + δsν.

We observe that xK + δK ´ α ¨ qK has coordinates bounded by 3 ¨ 2ν´1 ´ 1 in absolute value.
This is in particular due to our choice qν = tq/2νs which ensures that |qK| ă 2ν´1. Hence, it will
change the rounded value of xJ + δJ ´ α ¨ qν by at most 1. Concretely, we can write:

tx + δsν = xJ + δJ ´ α ¨ qν + γ mod qν

where γ P t´1, 0, 1u is a vector that depends on the value of xK + δK ´ α ¨ qK as follows:

γi =

$

&

%

´1 if xK + δK ´ α ¨ qK ď ´2ν´1 ´ 1
0 if xK + δK ´ α ¨ qK P [´2ν´1, 2ν´1 ´ 1]
1 if xK + δK ´ α ¨ qK ě 2ν´1

We can then perform the reduction modulo qν over tx + δsν ´ txsν:

2ν ¨ tx + δsν ´ txsν ´ δ = 2ν ¨ (xJ + δJ ´ α ¨ qν + γ)´ xJ ´ δ

= 2ν ¨ δJ + γ´ δ

= 2ν ¨ ((δJ + γ)´ ε ¨ qν)´ δ

= 2ν ¨ γ + ε ¨ qK ´ δK

where the second equality follows from α ¨ qν = 0 mod qν and the last equality follows from
q = 2ν ¨ qν + qK and δ = 2ν ¨ δJ + δK. We define ε P t0, 1u depending on whether qν = tq/2νu or
qν = rq/2νs.
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case qν = tq/2ν u . In this case, we define ε as in [DKMM+24]:

ε =

"

0 if δJ + γ P t0, ..., qν ´ 1u
1 if (δJ, γ) P t(qν ´ 1, 1), (qν, 0), (qν, 1)u

Note that it is not possible that (δJ, γ) = (0,´1), i.e. ε = ´1 since in that case we would have
δK ě 0 as we use the canonical non-negative representatives for the liftings. From the definition
of γ, we would also have α = 1, qK ě 0 and xK + δK ă 0 in this case for γ to be ´1, and thus
x + δ = 2ν ¨ xJ + (xK + δK) ă 2ν ¨ xJ ă 2νtq/2νu, which contradicts the fact that x + δ ą q´ 1
when α = 1.

case qν = rq/2ν s . In this case, the only possible wrap-arounds are when (δJ, γ) = (0,´1) or
(δJ, γ) = (qν ´ 1, 1), and we define ε as follows:

ε =

$

&

%

´1 if (δJ, γ) = (0,´1)
0 if δJ + γ P t0, ..., qν ´ 1u
1 if (δJ, γ) = (qν ´ 1, 1)

Now we bound the norm. We have

}2ν ¨ tx + δsν ´ txsν ´ δ mod q} = }2ν ¨ γ + ε ¨ qK ´ δK mod q}

ď }2ν ¨ γ + ε ¨ qK ´ δK mod q}
8
¨
?

n.

Thus it is sufficient to bound the infinity norm of 2ν ¨ γ + ε ¨ qK ´ δK.
When qν = tq/2νu, we can naively bound it by 3 ¨ 2ν´1 + qK.
When qν = rq/2νs, we can obtain a slightly better bound by performing a more careful case

analysis. For the cases of γ = 0 or ε = 0, we have

}2ν ¨ γ + ε ¨ qK ´ δK mod q}
8
ď }2ν ¨ γ mod q}

8
+ }ε ¨ qK ´ δK mod q}

8

ď 2ν´1 + 2ν

= 3 ¨ 2ν´1.

From the definitions of (γ, ε), it remains the cases when both γ and ε are 1 or both are ´1. We
write

2ν ¨ γ + ε ¨ qK ´ δK = ˘(2ν + qK)´ δK

which is smaller than 3 ¨ 2ν´1 in absolute value since |δK| ď 2ν´1 and qK ď 0 as qν = rq/2νs.
Thus, for any case, we have }2ν ¨ γ + ε ¨ qK ´ δK mod q}

8
ď 3 ¨ 2ν´1.

Combining all the arguments, we deduce

}2ν ¨ tx + δsν ´ txsν ´ δ mod q} ď
"

3 ¨ 2ν´1 ¨
?

n if qν = rq/2νs

(3 ¨ 2ν´1 + qK) ¨
?

n if qν = tq/2νu

This concludes this proof.

Lemma 3.7.3. Let q, ν P N˚ such that q ą 2ν and 2ν ∤ q. For any x, δ P Zq, we have

|tx + δsν ´ txsν mod qν| ď |δ|/2ν + 3/2.

Proof. Recall from the proof of Lemma 3.7.2 that we can write tx + δsν ´ txsν = δJ + γ mod qν

where γ P t´1, 0, 1u.
We can rewrite δJ as δJ = δ/2ν ´ δK/2ν. Hence, we have

|tx + δsν ´ txsν mod qν| = |δJ + γ mod qν|

ď |δ/2ν|+ |δK/2ν + γ|

ď |δ|/2ν + 3/2
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3.7.2 Correctness Bounds for Raccoon

We provide below a useful lemma to analyze the correctness of Raccoon-based threshold signa-
tures. Specifically, we are interested in bounding the error introduced by the roundings of the
public key and commitments, and the subsequent use of hint vectors.

Lemma 3.7.4. Let q, νb, νw be positive integers such that q ą max(2νb , 2νw). Additionally assume
tq/2νb s = rq/2νb s and tq/2νw s = rq/2νw s.

Let s, r P Rℓ+k
q be arbitrary vectors. We define b =

[
A I

]
¨ s, bJ = tbsνb

, w =
[
A I

]
¨ r. Let

z P Rℓ+k
q verifying

[
A I

]
¨ z = c ¨ b + w for c a challenge vector.

Then, for h = twsνw
´

Y[
A I

]
¨ z(1) ´ 2νb ¨ c ¨ bJ

U

νw
, we have

∥∥∥2νw ¨ h´ z(2)
∥∥∥ ď ?nk(3 ¨ 2νw´1 + ω ¨ 2νb´1).

Proof. We have:

}2νw ¨ h´ z(2)} =
›

›

›

›

2νw ¨

(
twsνw

´

Y

Az(1) ´ 2νb ¨ c ¨ bJ

U

νw

)
´ z(2)

›

›

›

›

=

›

›

›

›

2νw ¨

(
twsνw

´

Y(
c ¨ b + w´ z(2)

)
´ 2νb ¨ c ¨ bJ

U

νw

)
´ z(2)

›

›

›

›

=

›

›

›

›

2νw ¨

(
twsνw

´

Y

w + c (b´ 2νb ¨ bJ)´ z(2)
U

νw

)
´ z(2)

›

›

›

›

ď 3 ¨ 2νw´1
?

nk + }c ¨ (b´ 2νb ¨ bJ)} (applying Lemma 3.7.2)

ď 3 ¨ 2νw´1
?

nk + ω }b´ 2νb ¨ bJ}

ď
?

nk(3 ¨ 2νw´1 + ω ¨ 2νb´1) (applying Lemma 3.7.1)

where the second equality comes from the fact that A ¨ z(1) + z(2) = c ¨ b + w.
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A N D R O B U S T N E S S

In this chapter, we focus on the problem of achieving robustness in lattice-based threshold sig-
nature schemes (TSS) and distributing the key generation (DKG). We propose a new framework
based on random submersions—that is a projection onto a random subspace blinded by a small
Gaussian noise—for constructing verifiable short secret sharing and leverage it to construct effi-
cient robust threshold lattice-based signatures, when based on noise flooding. This leads to the
introduction of the first robust threshold variant of Raccoon [PKPR24], together with a DKG, and
the most efficient robust lattice-based TSS to date.

4.1 introduction

Although significant progress has been made in the design of efficient lattice-based threshold
signatures, notably with the introduction of TRaccoon [DKMM+24], several challenges remain
before such schemes can be deployed broadly in practice.

In particular, the security requirements of these protocols are nuanced, and require mecha-
nisms to address potential misbehavior. While some applications are satisfied as long as dishon-
est parties cannot produce signatures on their own (i.e., unforgeability), it is often important to
prevent attacks against correctness, such as ensuring that the protocol outputs a valid signature
at the end of its execution. This property is referred to as robustness. It has been extensively
studied in the classical context – as detailed in Section 3.5 (e.g., robust threshold RSA [GRJK00],
DSS [GJKR96] and robust FROST [RRJS+22]) – however, the exploration of post-quantum solu-
tions for robustness is relatively recent. The only1 known construction [BKP13] for robust lattice
threshold signatures relies on generic MPC techniques, and is not practical. In contrast, the
efficient schemes based on noise flooding [DKMM+24] do not achieve robustness.

In the classical setting, a natural way to implement a robust DKG and signing is to use a
Verifiable Secret Sharing (VSS) scheme [CGMA85], which allows a dealer to share a secret key
share while parties can verify that the shares they receive are consistent with a valid secret. This
concept was later extended to publicly verifiable secret sharing (pVSS) by Stadler [Sta96], allowing
any party to verify the validity of shares distributed by a dealer. One can simply have each party
act as a dealer, sharing a freshly generated secret key share using VSS, and then aggregate the
shares from the intersection of trusted parties. We can expect that a similar approach could be
used in the lattice setting, although, in that setting it is crucial to ensure that the shares are not
only consistent, but also that the underlying secret is short, as required for the correctness of the
signature scheme.

Several VSS have been proposed for the classical setting [BGW88; Ped92; ABCP23; KGS23]
(see [ABCP23; KGS23] for comparative introductions). For the lattice setting, Gentry, Halevi and
Lyubashevsky [GHL22] proposed a lattice-based pVSS that includes zero-knowledge proofs for
the shortness of the secret and consistency of the shares. However, their construction still relies
on discrete-log assumptions to compress the proof size, making it unsound in the presence of
quantum adversaries. They left as an open question the design of a practical fully post-quantum
pVSS with shortness proof.

1 Ji et al. [JTZ23] also proposed a robust threshold signature scheme based on Fiat-Shamir with Aborts. However, its
security proofs appear incomplete or flawed, as they implicitly assume the success probability to remain 1/M even
conditioned on the value p1 – normally internal – that they reveal. Note also that it has large signatures and requires
the participation of all the non-corrupted users.
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In short, it seems that we can get efficient threshold from lattices at the cost of losing robustness,
or we can get robust threshold at the cost of relying on highly inefficient primitives. This leaves
the following question:

Can we reconcile efficiency and robustness in the post-quantum era, using lattices?

4.1.1 Our Contributions

We study and propose a solution for robust (short) secret sharing, turn it into a robust distributed
key generation (DKG), and as a byproduct get the first practical lattice-based robust threshold
signature using noise flooding. Before further presentation, we emphasize that all our primitives
rely only on standard lattice assumptions and do not require advanced additional primitives such
as (threshold) FHE or NIZK.

lattice-based verifiable (short) secret sharing: We propose a technique called “ran-
dom submersion” for secret sharing, enabling the secure generation and distribution of
Learning With Errors (LWE) samples. This approach provides a form of proof to affirm
the shortness of the underlying shared secrets in a distributed environment. These proofs
are not exactly zero-knowledge, but we ensure the secret preserves sufficient uncertainty
for security with noise flooding techniques. Our proposal is inspired by [ABCP23] for
its syntax and challenge sampling, and [GHL22] for its compactness proof, employing
Johnson-Lindenstrauss-type projections. We adopt a pragmatic approach for our VSS and
prove approximate shortness only, with a small loss factor in the norm proven of about 10.
This small loss allows us to improve over the practicality of [GHL22] by removing complex
zero-knowledge proofs – which are computationally intensive – and the use of classical
hardness assumptions in their instantiation.

robust distributed key generation: Building upon our V3S, we build a robust DKG. The
protocol is three-round, synchronous, and uses a general complaint round to reach a consen-
sus on the trustable parties.

More precisely, we propose a broadcast protocol where each party performs its own verifi-
able secret sharing via the V3S protocol highlighted above. Next, each party broadcasts its
list of trustees, and the (public) intersection of these lists is computed, effectively forming
a public clique of mutually trusted parties. Finally, each party aggregates the shares they
received from trusted parties, which yields a secret sharing of a jointly generated short
secret key, thanks to the linearity of Shamir’s secret sharing.

While this solution has a nonnegligible communication cost (as the proofs are sent to every
party by every party), it ensures maximal robustness for a low number of rounds.

robust threshold signatures: We can adapt this methodology, almost verbatim, to con-
struct threshold signatures. This follows from the fact that in the underlying signature
scheme2, the signing algorithm is essentially the key generation procedure with extra steps
and slightly different parameters. As a consequence, the robustness of such signatures fol-
lows from similar arguments to the ones used for the DKG protocol. Our approach relies
on the noise-flooding technique to create signatures; here the flooding involves linearly con-
cealing secret values with sufficiently large noise and ensuring security by quantifying the
residual statistical leakage.

We instantiate our framework in RB-Raccoon, a robust threshold variant of the Raccoon signature
scheme featuring a 3-round distributed key generation and a 4-round signing protocol.

2 In our case this scheme is the Fiat-Shamir scheme Raccoon, but the same comment would apply to the Hash-and-Sign
signature Plover.
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While RB-Raccoon builds upon the digital signature scheme Raccoon, we emphasize that our ro-
bust threshold signature and distributed key generation constructions are generic and can be ap-
plied to other noise-flooding based schemes, such as the Hash-and-Sign scheme Plover [EENP+24].
This was achieved in the published version of this work [ENP24].

Before turning to the details and security proofs of all these protocols, we propose a high-level
overview of the main technicalities, caveats, and ideas used further.

4.2 technical overview

We now turn to a high-level introduction of our techniques and protocols. Our first contribution
is a proposal for a lattice-based verifiable short secret sharing scheme, for which we can control its
leakage very precisely, but which is not technically zero-knowledge. Building on this framework,
we show how to extend it to devise a protocol for robust distributed key generation and robust
threshold signatures. All of these are secure under standard lattice assumptions and do not require
more advanced primitives such as FHE or NIZK (Non-Interactive Zero-Knowledge proofs).

4.2.1 A Lattice Verifiable Short Secret Sharing Proposal

Many lattice-based cryptographic schemes hinge on variants of the Learning With Errors (LWE)
assumption, which is crucially based on the shortness of some secret elements. In particular,
in the context of devising a robust threshold scheme, the verification of this shortness is critical.
Addressing this challenge, we introduce a new technique coined random submersion. This method
enables the secure generation and distribution of an LWE sample, concurrently providing a proof
to confirm the shortness of the sample. It ensures both the integrity and the confidentiality of
the secret, and we will leverage the technique to ensure the robustness of our threshold scheme
in Section 4.5.2. Our technique aims for practicality, and only provides approximate shortness
bounds in exchange for simple and mostly linear algorithms, and lighter computation cost than
prior work [GHL22]. Random submersion relies on a Johnson-Lindenstrauss type lemma, blinded
by a Gaussian noise for confidentiality. This type of lemma was already successfully applied
for verifiable secret sharing with approximate shortness3 – relying on rejection sampling – in
[GHL22, Section 3.4], but differs in the distribution of its blindings, which removes the need for
rejection sampling and tightens their approximate shortness proofs.

We present a tweakable framework for securely distributing a small secret vector x among N
parties, with the provision that a maximum of t ă N/2 among these parties may be untrustwor-
thy. Our approach revolves on the sharing of secrets that are derived from a Gaussian distribution
and also accommodates secret vectors chosen by adversaries, provided these vectors have a norm
capped at B. We name our secret sharing technique V3S (Verifiable Short Secret Sharing).

Methodology.

The cornerstone of our method is to construct a scheme as linear as feasible, to ensure compat-
ibility with lattice-based operations. Our initial step involves defining the most fundamental
requirements for our scheme, starting with the secret itself.

1. The secret x is represented as a vector of small norm, which is then distributed linearly into
a series of Shamir shares.

3 [GHL22] includes a mechanism to upgrade their approximate shortness proofs to exact shortness proofs by addition-
ally proving non-linear relations. We avoid doing this here to preserve efficiency and avoid complex zero-knowledge
proofs.
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2. The verification of the secret’s smallness is achieved through a random linear transforma-
tion applied to itself.

3. To prevent excessive leakage of the secret by the output of this transformation, we blind it
by incorporating an additive mask within its image space.

4. The choice of the randomness used to construct the transformation shall be verifiable by
the parties, and be independent of the previous steps.

Writing what precedes as an algorithm would yield a blueprint of the following shape, further
using a Merkle tree to verifiably derive the randomness after the previous steps are completed –
similarly to the classical VSS from [ABCP23]:

1. The dealer samples an ephemeral Gaussian blinding value y, that will be used within their
individual proof to prove the shortness of x without leaking its value.

2. Then they generate a random Shamir secret sharing for x and y of order T, denoted JxK,
and JyK.

3. To generate verifiable randomness, the dealer hashes the shares JxKiP[N] and JyKiP[N] into a
Merkle tree, with a hash h as root. It also produces individual proofs prf i allowing each
party to verify that JxKi, JyKi belongs to the tree.

4. It derives a challenge matrix R = HR(h) from a suitable distribution, and computes the
value JvK = R ¨ JxK+ JyK.

5. The proof π = (h, JvK) is broadcasted to all parties. Parties are additionally provided with
designated individual proofs πi = (JyKi, prf i), exchanged over secure pairwise channels.

Any party i, given its share JxKi and proofs π = (h, JvK) and πi = (JyKi, prf i) performs the
following verifications:

1. prf i correctly proves that JxKi and JyKi are included in Merkle tree h.

2. Derive R = HR(h) and verify that JvKi = R ¨ JxKi + JyKi.

3. Verify that }v} is smaller than some fixed bound B1.

Remark that in the context of sampling an MLWE sample, it will also be of interest to derive
robustly the value b =

[
A I

]
¨ x. Seeing Shamir’s secret sharing as a Reed-Solomon code, each

party i can broadcast their share JbKi =
[
A I

]
¨ JxKi. Then, by gathering all shares JbKi from all

parties, it is possible to reconstruct b by Reed-Solomon decoding when sufficiently many honest
parties participated.

Guaranteeing soundness and correctness.

While the verification of the randomness is classical thanks to the Merkle tree, the crux of the
shortness proof will lie in the following requirements:

small secret implies small proof | The proof R ¨ x+ y must be small—with overwhelming
probability—if both x and y are small, for instance when Gaussian is drawn.

big secret implies big proof | It must become large if }x} is compromised, that is when it
is larger than the desired acceptance bound B.

few collisions | Obviously, for correctness, we can not tolerate too many collisions in the
values, so we should not have too many pairs (x, y) being sent to the same value Rx +

y mod q.
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This means that from a geometric perspective, we are asking the matrix R to act as a random
pseudo-isometry in the modq hypercube. This is very reminiscent of the Johnson-Lindenstrauss
type lemma [JLS86], which has been successfully applied to the modular setting in cryptography
in [GHL22]. In the following, we say that such distributions satisfy property G (see Defini-
tion 4.4.5 for a formal definition).

Adding zero-knowledge.

Revealing the pair (R, R ¨ x+ y) leaks some statistical information on x. However, when the dealer
is honest, y is sampled from a Gaussian distribution of sufficiently large variance with regards to
}R ¨ x}, so that this information leakage is very mitigated. More precisely, we can view R ¨ x+ y as
a hint on x and show that the distribution of x conditioned on this hint is essentially a Gaussian
distribution with a slightly smaller variance (c.f. Section 4.3.4). In particular, this conditioned
distribution can still be leveraged to prove the pseudorandomness of an MLWE sample derived
from x. This is the same intuition behind the reduction from MLWE to the Hint-MLWE problem
that we recalled in Section 3.2.4.

4.2.2 A Proposal for Robust Secret Sharing and Robust DKG

From V3S to Distributed Secret Sharing.

Consider a scenario where N users aim to collectively generate a secret x, and each obtain a
share of the resulting secret. Each user i P t1, . . . , Nu will possess JxKi = P(i), where P is
an interpolation polynomial such that P(0) = x. To achieve this, we require each participant to
generate their own share of the global secret and transmit it to all other participants. However, for
reasons of robustness and security, direct broadcast of their share is inadvisable, as it would allow
any eavesdropper to learn all the shares and, by extension, the secret. Instead, each participant
divides their share into smaller shares (termed local shares) and distributes these local shares
to others. To ensure each local share between parties i and j remains confidential to them, we
assume the existence of symmetric encryption between each pair of parties.

This method alone does not guarantee robustness, nor does it prevent potential dishonesty in
the generation of local shares. To address this, our approach involves using a V3S scheme to
allow parties to verify the local shares they receive. If a proof of a local share fails – say, if party
i detects an incorrect proof from party j – then i broadcasts a complaint against j along with a
proof of the error, enabling all parties to verify the incorrectness of j’s proof to i and exclude j
from their list of trusted parties. After addressing these complaints, every honest party knows
the other parties that shared a secret honestly, and the correct local shares, allowing them to
aggregate the local shares they have received to form their share of the secret. The protocol
proceeds as follows:

(V1) Round 1 (Secret-Share Individual Secret). Each party i:

a. Generates a short vector xi.

b. Utilizes the V3S as dealer to secret-share xi and generate a distributed proof of shortness,
denoting JxiK as the secret-sharing and πiÑj as the partial proof for j.

c. For each j, encrypts JxiKj, πiÑj under a symmetric key known only to i and j.

d. Broadcasts the encrypted proofs and shares.

(V2) Round 2 (Verify and Complain). Each party i:

a. Decrypts all secret shares J(sj, ej)Ki and partial proofs πjÑi sent by others.
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b. Only keep secret shares with valid partial V3S proofs. We note validi the set of partici-
pants j with valid proofs, and complaintsi as those without.

c. Broadcasts complaintsi along with proof of incorrectness for the partial V3S proofs, e.g.
provide material allowing other parties to decrypt and verify the values that j sent to i.

(V3) Round 3 (Review Complaints). Each party i:

a. Receives complaintsj from user j, including the proof of incorrectness.

b. Removes any user from validi if proven invalid by j’s complaint.

(V4) Round 4 (Aggregate Valid Secrets). Each party i, now with a confirmed list validi of valid
users:

a. Aggregates the valid secret shares received: JxKi =
ř

jPvalidi
JxjKi, thus forming a secret

sharing of x =
ř

jPvalidi
xj.

When the protocol ends, when a sufficient number of honest users participate, each honest
user i holds a share JxKi of the aggregated secret x =

ř

jPvalidi
xj.
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Figure 4.1: Our blueprint for secret-sharing a jointly generated short secret x =
ř

iPHS xi. This structured
underlies the distributed signing (Figs. 4.13 and 4.14) and key generation (Fig. 4.11) protocols
of RB-Raccoon.

Turning a V3S into a Robust DKG.

Leveraging our robust secret sharing protocol, we can readily derive a robust distributed key
generation (DKG) protocol. After all, a typical lattice key generation is essentially comprised
of the generation of a short MLWE secret x = s and a bit of salt to generate a random matrix
A. Our protocol is robust and secure as long as there are T users with 2t + 1 ď T for the final
reconstruction.
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(K1) Round 1. Each participant i undertakes the following:

a. Generate, secret-share, prove, and encrypt the shares and partial proofs of a short secret
vector xi = si, following the procedure outlined in (V1).

b. Concurrently, generate an individual salt salti and broadcast it.

(K2) Round 2. Participant i continues by:

a. Decrypting and verifying the shares+proofs received, and broadcasting complaints against
users who submitted invalid shares/proofs, mirroring the steps in (V2).

(K3) Round 3. Participant i proceeds to:

a. Review the complaints issued by all users, update validi accordingly, and compute an
aggregate secret share JsKi =

ř

jPvalidi
JsjKi, akin to the method described in (V3).

b. Produce a public salt salt by hashing the salts of all users in validi.

c. Utilize salt to generate a public matrix A, which is identical for all honest users. Calcu-
late a partial public key JbKi =

[
A I

]
¨ JsKi.

d. Broadcast the salt salt and the partial public key JbKi.

(K4) Round 4. Participant i:

a. Retrieves the salt from the previous round, and in case of conflicting contributions,
employ majority voting.

b. Reconstructs the secrets using the V3S for a robust reconstruction.

Upon completion, provided a sufficient number of honest users participate, the public key A, b =[
A I

]
¨ s can be recovered using the error-correcting features of Reed-Solomon codes/Shamir’s

secret sharing. Each honest participant i retains a share JsKi of s. Our DKG is formally described
and proven in Section 4.5.1.

4.2.3 Robust Threshold Lattice-Based Signature

Another application of our robust distributed secret-sharing protocol is threshold signing, wherein
the secrets being shared and combined are the shares of the signature itself. Utilizing our tech-
nique, we can robustly adapt both signatures in the Hash-and-Sign paradigm and the Fiat-Shamir
paradigm. For example, we can develop robust variants of both recent proposals Raccoon and
Plover. In this section, we focus on presenting a robust threshold Fiat-Shamir protocol based on
Raccoon, with its noise flooded signing drafted in Fig. 3.7. Specifically, we want to robustly sam-
ple a short nonce r, compute the commitment w =

[
A I

]
¨ r, and derive the response z = c ¨ s + r

in a distributed manner.

Toward RB-Raccoon: A Robust Threshold Fiat-Shamir signature.

Now presenting our third application of the technique, we opt for a more condensed exposi-
tion. The principal idea remains unchanged from the distributed key generation: signers are
tasked with generating and locally sharing their portion of what will become the nonce vector
r – corresponding to the nonce from Raccoon, employing the V3S. Upon reaching a consensus
on the nonce share (via a four-round protocol that identifies dishonest participants through a
complaint round), each portion of the final signature is derived from the nonce share, given the
linear nature of the Raccoon signing operations. We propose the following protocol:

(S1) Round 1. Each user i performs the following:
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a. Generate, secret-share, prove, and encrypt the shares and partial proofs of a short nonce
vector ri, akin to (V1).

(S2) Round 2. Each user i performs the following:

a. Decrypt and verify the shares and partial proofs received, broadcasting complaints
against users who sent invalid shares/proofs, as in (V2). Complaints are also raised
if user i fails to receive another user’s share.

(S3) Round 3. Each user i performs the following:

a. Review complaints from all users, adjust validi accordingly, and compute an aggregate
secret share JrKi =

ř

jPvalidi
JrjKi, as in (V3).

b. Compute a partial commitment JwKi =
[
A I

]
¨ JrKi.

c. Broadcast validi and JwKi.

(S4) Round 4. Each user i reconstructs w =
[
A I

]
¨ r from the shares JwKi, derives a challenge c

from w, and concludes the signature as in the non-threshold scenario. The sole distinction
lies in the necessity to calculate shares of z using the shares JsKi and JrKi.

At the protocol’s conclusion, if a sufficient number of honest users are present, a valid vector
z = c ¨ s + r can be assembled using the error-correcting properties of Reed-Solomon codes.
Consequently, sig = (c, z) constitutes a valid signature for the message msg under a Raccoon

public key.

4.2.4 Some Open Problems and Directions

The protocol we constructed is synchronous as we must wait for each round to be completed, in
particular for the complaint round. It would be in particular quite easy to perform a forking-like
attack when we do not have all complaints in an asynchronous setting.

4.3 preliminaries

We reuse the general preliminaries from Chapter 3. We will in particular rely on computations
modq. Recall that we define the norm over Zk

q and Rk
q as the norm of the lifted vectors in

Znk X (´q/2, q/2]nk (c.f. Chapter 3).
We introduce here additional notation and definitions specific to this chapter.

4.3.1 Merkle Trees

A Merkle tree is a binary tree where each leaf node contains the hash of a data block, and each
non-leaf node contains the hash of the concatenation of its two child nodes. The root of the tree,
known as the Merkle root, serves as a compact commitment on the entire dataset.

To prove that a specific data block is part of the dataset represented by the Merkle root, one
can provide a Merkle proof. This proof consists of the hashes of the sibling nodes along the path
from the leaf node containing the data block to the Merkle root. By iteratively hashing the data
block with its sibling hashes, one can reconstruct the Merkle root and verify its authenticity.

In this work, we assume the access to a random oracle HMT that models the hash function used
in the Merkle tree construction.

We are further interested in a version of Merkle trees that support indexed leaves, ensuring
that each leaf corresponds to a specific index in the dataset. This is easily achieved when the set



4.3 preliminaries 63

of indices is known in advance, by ordering the leaves according to their indices. This allows to
uniquely identify each leaf by its index, and to provide Merkle proofs for specific indices.

We will rely on the following algorithms for indexed Merkle trees:

MerkleTree((d i ) iP [m ] ) Ñ (h , stMT ) . Given a set of data blocks (di)iP[m], this algorithm con-
structs the indexed Merkle tree and returns the Merkle root h along with the internal state
stMT of the tree.

MerkleProof ( i , stMT ) Ñ prf i . Given an index i and the internal state stMT of the Merkle tree,
this algorithm generates the Merkle proof prf i for the data block at index i.

MerkleVerify(h , i , d i , prf i ) Ñ (true | false) . Given the Merkle root h, an index i, a data block
di, and a Merkle proof prf i, this algorithm verifies whether di is indeed part of the Merkle
tree represented by h using the proof prf i. It returns true if the verification succeeds and
false otherwise.

4.3.2 Shamir’s Secret Sharing

We use the Shamir secret sharing scheme [Sha79] as linear random secret sharing. Let N ă q be
an integer such that (i ´ j) is invertible over Zq for distinct i, j P [N] and S Ď [N] be a set of
cardinality at least t + 1. For a set S and i P S, the Lagrange polynomial LS,i(Y) for i P S is
defined by

LS,i(Y) :=
ź

jPSztiu

Y´ j
i´ j

.

We denote the Lagrange coefficient LS,i(0) by LS,i.
For a secret s P Z, a (t + 1)-out-of-N secret sharing JsKq =

(
JsKq

i

)
iP[N]

over Zq is generated
as follows: First, a degree t polynomial P P Zq[Y] such that P(0) = (s mod q) is randomly
chosen. After that, each share JsKq

i is provided by JsKq
i = P(i). We will denote such sharing by

SSS.Shareq(s, N, t).
Given any t + 1 shares

(
JsKq

i

)
iPS, by Lagrange interpolation, we can reconstruct P(Y) and

(s mod q) as

P(Y) =
ÿ

iPS

LS,i(Y) ¨ JsKq
i mod q,

(s mod q) =
ÿ

iPS

LS,i ¨ JsKq
i mod q.

We denote JsKq mod q1 the sharing
(
JsKq

i mod q1
)

iP[N]
for q1 | q.

Remark 4.3.1. We may omit q when it is clear from the context and denote the sharing simply by
JsK = (JsKi)iP[N].

Decoding with Errors.

We will use two procedures for decoding Shamir shares in the presence of errors.

SSS .Decodeq
(
(JsKq

i ) iPS
)
Ñ (s mod q) | K . Given shares indexed by a set S with |S| ą t + 1,

this algorithm reconstructs the secret and checks consistency. It defines a subset S1 Ă S
made of the first t + 1 indices in S, reconstructs P(X) :=

ř

iPS1 LS1,i(X) ¨ JsKq
i mod q, and

verifies that P(i) = JsKq
i for all i P SzS1. If the checks pass, it outputs P(0); otherwise, it

outputs K.

SSS .ErrorCorrectq
(
(JsKq

i ) iPS
)
Ñ ( ˆJsK

q
i ) iPS . Viewing Shamir sharing as a Reed–Solomon code,

this algorithm corrects up to e erroneous shares when |S| ě t+ 2e+ 1. It outputs a corrected
sharing that preserves the non-erroneous shares.
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Remark 4.3.2. We may omit the subscript q when it is clear from the context.

Generalizations.

We can generalize Shamir’s secret-sharing over the ring Rq and over vectors s P Rk
q by interpreting

s as a coefficient vector over Zkn
q , and generating shares for each coefficient independently. We

denote the resulting sharing as JsKq = (JsKq
i )iP[N], where each share JsKq

i P Rk
q.

For a P Rq, a ¨ JsKq denotes the sharing obtained by multiplying each share of JsKq by a.

4.3.3 Chinese Remainder Theorem

Given two coprime integers q1, q2, the Chinese Remainder Theorem (CRT) states that there exists
an isomorphism between Zq1¨q2 and Zq1 ˆZq2 . Formally, given a P Zq1¨q2 , we denote CRT(a)
the function that outputs the pair (a mod q1, a mod q2). Conversely, given two integers a1 P Zq1

and a2 P Zq2 , we denote CRT´1(a1, a2) the integer a P Zq1¨q2 such that a ” a1 mod q1 and a ”
a2 mod q2.

This extends to the rings Rq1¨q2 and Rq1 ˆRq2 , as well as to vectors over these rings, by applying
CRT and CRT´1 coefficient-wise.

4.3.4 Gaussian Samples with Hints

We recall an extension of a useful lemma from [KLSS23], adapted to use matrices inside the hints.
This lemma allows to show that for a Gaussian secret s and some noises yi, revealing hints of
the form (Mi ¨ s + yi)i simply changes the parameters of the Gaussian distribution of s, without
changing its nature. The matrix adaptation is formally proven in the published version of this
chapter [ENP24].

Lemma 4.3.3. Let Q ą 0 be an integer, and σsk, (σ(i)
y )iP[Q] be reals ą 0. Take matrices M0, ..., MQ´1 P

Zn(ℓ+k)ˆn(ℓ+k). We define Σ0 := ( 1
σ2
sk
¨ I +

ř

iP[Q]
1

(σ
(i)
y )2

¨MJ
i Mi)

´1. Then the following two distributions

over RˆZn(ℓ+k)¨Q are statistically identical.

1.
!

(s, z0, ..., zQ´1) | s Ð DZn(ℓ+k),σsk , yi Ð D
Zn(ℓ+k),σ(i)

y
, zi = Mi ¨ s + yi

)

2.

$

&

%

(ŝ, z0, ..., zm´1)

ˇ

ˇ

ˇ

ˇ

ˇ

ˇ

s Ð DZn(ℓ+k),σsk , yi Ð D
Zn(ℓ+k),σ(i)

y
, zi = Mi ¨ s + yi,

c = Σ0 ¨
ř

iP[Q]
1

(σ
(i)
y )2

MJ
i zi, ŝ Ð DZn(ℓ+k),c,

?
Σ0

,

.

-

Remark 4.3.4. In [KLSS23], Mi is the matrix corresponding to the multiplication by a polynomial
c P R.

4.3.5 Threshold Signatures

We reuse the syntax for distributed key generation and threshold signature schemes from Sec-
tion 3.4.

While some works studied the abstraction of DKGs security properties [KGS23] in the hon-
est majority setting, they consider unbiased key generation protocols. This is however hard to
achieve for lattice-based schemes, and in particular, our DKG will allow the adversary to partly
bias the distribution of the secret key. We thus chose to work as for the rest of this thesis with
security notions considering distributed key generation together with the signature protocol.

We rely on the security definitions from Section 3.4, specifically the correctness definition and
the unforgeability definition from Fig. 3.4 in the synchronous communication model.
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We additionally introduce a game-based definition for the robustness property of threshold
signature schemes. We consider a similar game as for unforgeability, except that the adversary
now tries to make the honest parties abort, or output an invalid signature.

Definition 4.3.5 (Robustness of Threshold Signatures). A threshold signature scheme TS with key
generation and signing in the synchronous communication model with reliable broadcast is robust against
t corrupted parties if for all PPT adversaries A, the advantage

AdvTS-RB
A (1λ, N, T, t) = Pr

[
GameTS-RB

A (1λ, N, T, t) = 1
]

is negligible in λ, where the game GameTS-RB
A (1λ, N, T, t) is defined in Fig. 4.2.

4.4 verifiable short secret sharing

We start with our new proposal for verifiable (short) secret sharing. As presented in Section 4.2.1,
we introduce a new random submersion technique allowing one to distribute and prove the short-
ness of a secret among N parties. This shortness is crucial in the context of lattice-based cryp-
tographic schemes based on variants of the Learning With Errors (LWE) assumption, which is
based on the shortness of secret elements. Importantly, our technique controls the leakage on the
secret and can be leveraged to sample short secrets in threshold schemes, as will be formalized
for a threshold robust signature scheme, and a distributed key generation protocol in Section 4.5.

We consider secrets in Rk
q for some integer k ě 1, that is shared with Shamir’s secret sharing.

4.4.1 Security Notions

We first define in Definition 4.4.1 the syntax of a verifiable short secret sharing for Shamir’s secret
sharing over Rk

q, as well as standard security properties in Definitions 4.4.2 and 4.4.3.

Definition 4.4.1 (Verifiable Short Secret Sharing). Let χx be a distribution (corresponding to hon-
estly generated secrets), and a set V of valid short secrets in Rk

q. Let N ą t be two nonnegative integers.
Assume that we have N parties communicating and yet another distinguished party called dealer. A
Verifiable Short Secret Sharing (V3S) is defined as a tuple of algorithms:

‚ V3S.Share(N, t, x) Ñ (JxKq, π, π1, ..., πN), run by the dealer, and produces secret shares JxKq, a
global proof π and individual proofs πi for each party i.

‚ V3S.Verifyi(JxKq
i , π, πi)Ñ (true | false), run by the party i given its share and proofs, and outputs

a bit.

‚ V3S.Reconstruct((JxKq
i )iPS) Ñ (x | K), given |S| ě t + 1 shares where S Ď [N], it outputs a

reconstructed secret x1 P Rq if successful, K otherwise.

Definition 4.4.2 (V3S Correctness). A V3S scheme is said to be correct if when V3S.Share() is honestly
executed with a secret x sampled from the honest distribution χx, then verification correctly passes for all
parties with overwhelming probability, and V3S.Reconstruct() correctly recovers the secret (modq) for
any subset of at least t + 1 shares.

Definition 4.4.3 (V3S Soundness). A V3S scheme (with access to a random oracle H) is said sound if
for any Ssnd Ď [N] of cardinal at least t + 1, any sharing JxK, with corresponding proofs π, πi, verification
will fail with overwhelming probability if either:

‚ shares are inconsistent among Ssnd, i.e. reconstruction over shares of Ssnd returns K. Then, at least
one party in Ssnd will fail verification.
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GameTS-RB
A (1λ, N, T, t)

1 : Lsid := H
2 : (CS, stA)Ð AH(1λ, N, T, t) // A chooses corrupted parties

3 : assert CS Ď [N]^ |CS| ď t
4 : HS := [N]zCS

5 : (sti)iP[N] Ð Setup(1λ, N, T, t)
6 : for r P [RKG] do
7 : for i P HS do
8 : pmi

r, sti Ð ShareKeygen(i, sti, pmr´1)

9 : if pmi
r = K then return 1

10 : ((pmi
r)iPCS, stA)Ð AH((pmi

r)iPHS, stA)
11 : (vk, aux) := CombineKey((pmr)rP[RKG]

)

12 : if (vk, aux) = K then return 1
13 : for i P HS do ski := PartialSecret(sti)

14 : sid, (pmi
Rsig

)CSXact Ð AH,(OPerformRoundr)rP[Rsig ](vk, aux, stA)

15 : tr, act,msg, (pmi
r)iPHSXactu from Lsid[sid]

16 : assert r = Rsig

17 : sig := Combine(vk, act,msg, (pmr)rP[Rsig ]
)

18 : return ␣Verify(vk,msg, sig)

OPerformRound1(sid, act,msg)

1 : require sid R Lsid ^ |act| = T
2 : for i P HSX act do
3 : (pmi

1, sti) := ShareSign1(vk, sid, act,msg, i, ski, sti,msg,K)
4 : Lsid[sid] = t1, act,msg, (pmi

1)iPHSXactu

5 : return (pmi
1)iPHSXact

OPerformRoundr(sid, (pmi
r´1)iPCSXact), for r = 2, ..., Rsig

1 : tr1, act,msg, (pmi
r´1)iPHSXactu from Lsid[sid]

2 : require r1 = r´ 1
3 : pmr´1 := (pmi

r´1)iPact
4 : for i P HSX act do
5 : (pmi

r, sti) := ShareSignr(vk, sid, act,msg, i, ski, sti,msg, pmr´1)

6 : Lsid[sid] = tr, act,msg, (pmi
r)iPHSXact Y (pmi

r)iPHSXactu

7 : return (pmi
r)iPHSXact

Figure 4.2: Robustness game for a threshold signature with key generation and signing in the synchronous
model with reliable broadcast. We assume access to a hash oracle H modeled as a random oracle.
By convention, pm0 = K. The adversary A wins if the game TS-RB returns 1, i.e. if it made
the honest parties abort, or the final signature is invalid.
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‚ or the secret is invalid, i.e. the secret x1 reconstructed from (JxKi)iPSsnd
does not belong to V. Then

verification will fail for at least one party in Ssnd.

This is formalized as requiring any efficient adversary A to win Game V3S-sound defined in Figure 4.3
with negligible probability.

GameV3S-sound

1 : LH := H
2 : // The adversary A chooses a subset S of parties to target

3 : N, t, Ssnd Ð A()

4 : assert Ssnd Ď [N]^ |Ssnd| ě t + 1 // Ssnd must be large enough to allow reconstruction

5 : // A produces a t + 1-sharing among N parties

6 : (JxKi)iPSsnd
, π, (πi)iPSsnd

Ð AH(N, T, Ssnd)
7 : if @i P Ssnd,V3S.Verify(JxKi, π, πi) = false then
8 : return 0 // If a party in Ssnd fails verification, A loses

9 : x = V3S.Reconstruct((JxKi)iPSsnd
)

10 : if x = K then
11 : return 1 // Verification passes but shares are inconsistent in Ssnd

12 : if x R V then
13 : return 1 // Verification passes but the secret is invalid

14 : return 0 // The sharing chosen by the adversary is valid

Figure 4.3: Soundness game for a V3S. A wins if the game V3S-sound returns 1.

We additionally need to prove that V3S proofs only leak limited information on the shared
secret x. We introduce the fragmentary knowledge property to formalize this requirement, where
we ask that an adversary distinguishes the scenario where it receives the secret and up to t shares
generated honestly, from the scenario where it receives simulated shares and proofs, without
access to the secret, and the secret is sampled a posteriori from a distribution dependent on the
previously simulated values, thus capturing the impact of the leaked information on the secret.

Definition 4.4.4 (Computational/Statistical V3S Fragmentary Knowledge). A V3S has the frag-
mentary knowledge property if there exists two PPT simulators SimProof(S) Ñ ((JxKi)iPS, π, (πi)iPS),
defined for subsets S Ă [N] of cardinality at most t, and SimSecret(π) such that the output distribution
(x, (JxKi)iPS, π, (πi)iPS) of the two processes

‚ ((JxKi)iPS, π, (πi)iPS)Ð SimProof(S), and x Ð SimSecret(π)

‚ or x Ð χx, ((JxKi)iP[N], π, (πi)iP[N])Ð V3S.Share(N, t, x)

are (computationally/statistically) indistinguishable. This is formalized as requiring the winning advan-
tage of any efficient adversary A to win Game V3S-fk defined in Figure 4.4 to be at a negligible distance
from 1/2.

4.4.2 Our V3S Construction

The protocol drafted in the technical overview can straightforwardly be translated to pseudo-
code. However, for a tighter concrete instantiation, we introduce a modulus qV3S such that
q | qV3S. This modulus will be used internally in the V3S algorithms, while the secret shares and
reconstructed secret remain defined modulo q. The reason can be found when concretely instan-
tiating the submersion matrix R (c.f. Lemma 4.7.1), as the modulus of the revealed projection
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GameV3S-fkb , with b P t0, 1u

1 : LH := H
2 : // The adversary chooses a subset Sfk of parties to target

3 : N, T, Sfk Ð A()

4 : assert Sfk Ă [N]^ |Sfk| = T´ 1
5 : if b = 0 then
6 : x Ð χx // Honest sharing of x

7 : (JxKi)iP[N], π, (πi)iP[N] Ð V3S.Share(x)
8 : else
9 : // Simulation of the sharing transcript

10 : (JxKi)iPSfk
, π, (πi)iPSfk

Ð SimProof(Sfk)
11 : x Ð SimSecret(π)

12 : b1 Ð AH(x, (JxKi)iPSfk
, π, (πi)iPSfk

)

13 : return b1

Figure 4.4: Fragmentary Knowledge game for a V3S. We consider the distinguishing advantage of an
adversary A between the games with b = 0, and b = 1.

R ¨ x + y mod qV3S should be sufficiently larger than the proven bound on the secret x to prevent
an adversary from using overflowing to produce invalid proofs.

We also add high-entropy seeds to the values stored in the Merkle leaves. This ensures that it
is infeasible for an adversary to recover the secret shares from the Merkle tree root, even if the
secret had a low entropy.

We will use the notations χx, χy to denote the distributions over Rk of the secret and noise
vectors, respectively, and JxKqV3S , JyKqV3S to denote their corresponding sharings modulo qV3S. We
introduce the distribution χR for the random submersion matrix R.

We present our construction in Figure 4.5. The syntax and formalization are inspired by the
recent work of [ABCP23], as well as the use of hash functions to commit on secret shares and
derive a challenge for verification. We formalize the requirements on the submersion matrices
which were hinted in Section 4.2.1.

Definition 4.4.5 (Property G). A distribution of matrices R is said to satisfy the property Gp1,p2,p3 if
there exists two bounds B, B1 such that we have:

separation if (x, y) ‰ (x1, y1), PrRÐχR [Rx + y mod qV3S = Rx1 + y1 mod qV3S] = p1 with p1 =

negl(λ): the matrices R send different secrets to different points.

large norm detection if }x} ą B, for any y, PrRÐχR [}Rx + y mod qV3S} ą B1] = 1´ p2 with
p2 = negl(λ): intuitively, if x is large, we want the challenge to also be large with overwhelming
probability.

honest execution PrxÐχx,yÐχy,RÐχR [}Rx + y mod qV3S} ď B1] = 1´ p3 with p3 = negl(λ): in
case of honest generation of the secret, the challenge is small.

Assuming this crucial property in the construction, we show that our V3S construction is secure
for the notions introduced in Section 4.4.1, over Gaussian distributed secrets. We classically work
in the ROM and assume that hash functions are modeled as random oracles with output size 2λ.

Theorem 4.4.6 (Security of V3S in the ROM). Assume χx = DRk ,σx
and χy = DRk ,σy

are Gaussian
distributions over Rk.

Let QHMT
(resp. QHR ) be the maximum number of queries allowed to the random oracle HMT (resp. HR).

For the V3S in Fig. 4.5, taking as set of valid secrets V = tx | }x} ď Bu, if the distribution of matrices R
satisfies property Gp1,p2,p3 , then we have:
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V3S.Share(N, t, x)

1 : y Ð χy; (seedi)iP[N]
$
Ð t0, 1uN¨2λ

2 : JxKqV3S = SSS.ShareqV3S(x, N, t) // Produce (t + 1)-out-of-N sharings for x and y

3 : JyKqV3S = SSS.ShareqV3S(y, N, t)
4 : // Build a Merkle tree over the shares

5 : h, stMT Ð MerkleTree((JxKqV3S
i , JyKqV3S

i , seedi)iP[N])

6 : JxKq, JxKqV3S/q := CRT(JxKqV3S)

7 : for i P [N] do
8 : prf i := MerkleProof(i, stMT) // Proof of inclusion of leaf i in the Merkle tree

9 : πi := (JxKqV3S/q, JyKqV3S
i , seedi, prf i)

10 : R := HR(h) // Hash h to obtain a random matrix from χR

11 : JvKqV3S := R ¨ JxKqV3S + JyKqV3S // Johnson-Lindenstrauss

12 : π := (h, JvKqV3S) // Challenge polynomial and Merkle tree root

13 : return (JxKq, π, (πi)iP[N])

V3S.Verify(JxKq
i , π, πi)

1 : Parse π := (h, JvKqV3S) and πi := (JxKqV3S/q
i , JyKqV3S

i , seedi, prf i)

2 : JxKqV3S
i := CRT´1(JxKqV3S/q

i , JxKq
i ) // Convert back to modulus qV3S

3 : v := SSS.Decode(JvKqV3S) // See Section 4.3.2

4 : if ␣MerkleVerify(h, i, (JxKqV3S
i , JyKqV3S

i , seedi), prf i) then
5 : return false

6 : R := HR(h)

7 : if
(
JvKqV3S

i ‰ R ¨ JxKqV3S
i + JyKqV3S

i

)
_ (∥v∥ ą B1) then

8 : return false // Check the consistency of shares, and shortness of secret vector

9 : return true

V3S.Reconstruct((JxKq
i )iPI), with |I| ě t + 1

1 : return SSS.Decode((JxKq
i )iPI) // See Section 4.3.2

Figure 4.5: Algorithms for our Verifiable Short Secret Sharing (V3S).
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‚ Correctness with probability 1´ p3.

‚ Soundness with an advantage of at most:
Q2

HMT

22λ´1 + QHR ¨ (p1 + p2)

‚ Fragmentary knowledge with an advantage of at most N ¨
QHMT

22λ , where for a set |Sfk| = t the
simulators are defined in Fig. 4.6.

SimProofHMT,HR(Sfk)

1 : for i P Sfk do

2 : JxKqV3S
i , JyKqV3S

i
$
Ð Rk

qV3S , seedi
$
Ð t0, 1u2λ

3 : JxKq
i , JxKqV3S/q

i := CRT(JxKqV3S
i )

4 : Generate Merkle root h containing (JxKqV3S
i , JyKqV3S

i , seedi)iPSfk
and complete in the tree

5 : the hashes of missing shares j R Sfk by uniform i.i.d values in t0, 1u2λ.
6 : Produce prf i for shares in Sfk.
7 : x, y Ð χx, χy

8 : R = HR(h)
9 : Compute JvKqV3S such that:

10 : for i P Sfk, JvKqV3S
i = R ¨ JxKqV3S

i + JyKqV3S
i

11 : JvKqV3S
0 = R ¨ x + y

12 : return (JxKq
i )iPSfk

, π = (h, JvKqV3S), (πi)iPSfk
= (JxKqV3S/q

i , JyKqV3S
i , seedi, prf i)iPSfk

SimSecretHR(π = (h, JvKqV3S))

1 : R = HR(h)

2 : c ” Σ0 ¨
1
σ2

y
¨RJ ¨ z

3 : Σ0 ”

(
1
σ2

x
¨ I +

1
σ2

y
¨RJR

)´1

4 : return x Ð DZn ,c,
?

Σ0

Figure 4.6: Simulators for fragmentary knowledge property of our V3S

We demonstrate in Section 4.7 how to efficiently construct such a desirable distribution.
We start with proof sketches below, before providing the full proofs.

correctness. V3S.Share() correctly constructs a Shamir’s sharing and a corresponding Merkle
tree for secure sharing and verification. The V3S.Reconstruct function can accurately recon-
struct the original value for any subset of shares of size at least t + 1, and the V3S.Verify()
function consistently passes its checks by the honest execution property of the distribution
of R.

soundness. The proof employs a hybrid argument approach, consisting of three main steps:

‚ The first game is the actual soundness game.

‚ Hybrid2 is a tweak of the soundness game ensuring that the matrix R is sampled after
the shares are chosen, which is the crux for applying separation and large norm detection
properties of χR. This hybrid aims to maintain the integrity of the Merkle tree hashes
and the random oracle’s programming, penalizing the adversary for any inconsistency
or attempts to exploit the hash function’s collision or pre-image resistance.

‚ Hybrid3: Modifies the conditions under which an adversary can win, specifically tar-
geting inconsistencies and too large norms in the reconstructed secret during the veri-
fication process.
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‚ Probability of Winning: Rely on the separation and large norm detection to limit the
probability of an adversary’s success.

fragmentary knowledge. The proof also goes by three hybrids.

‚ Hybrid1 : Adversary observes the real distribution of transcripts, corresponding to
b = 0 in the V3S-fk game.

‚ Hybrid2 : Introduces uniform random strings in place of the hashes of shares not in
set S, arguing the adversary’s view changes negligibly if they had not queried these
shares (basically, the view of the adversary differs only if it did query the random
oracle on one of the shares (JxKi, JyiK, seedi) with i R S in Hybrid1 )

‚ Hybrid3 : Further modifies by replacing shares in S with uniformly random vectors
and simulating the adversary’s view under b = 1. It uses the correctness of the secret
sharing and the indistinguishability proved in Lemma 4.3.3 to argue the adversary’s
advantage remains unchanged from Hybrid 2.

Proof of Correctness. By construction, the function V3S.Share() will sample a valid Shamir’s shar-
ing JxKqV3S and JyKqV3S , in addition to a (valid) corresponding Merkle tree. Thus, V3S.Reconstruct
reconstructs the expected value x for any subset of size t + 1 by definition. Now remark that in
V3S.Verify(), the Merkle tree proof verification, and equality check JvKqV3S

i = R ¨ JxKqV3S
i + JyKqV3S

i
always pass. Additionally, when the execution is honest, we have v = R ¨ x + y, where R, x, y are
independently sampled from χR, χx, χy. By the honest execution property of the distribution χR,
we have }v} = }R ¨ x + y} ď B1 with a loss of at most p3 = negl(λ).

Proof of Soundness. We follow a hybrid proof approach where we define:

Hybrid1 . First hybrid corresponds to the real V3S-sound game of Figure 4.3.

Hybrid2 . This hybrid ensures – by checking the RO calls – that the matrix R is sampled af-
ter the shares (JxKqV3S

j , JyKqV3S
j )jPSsnd

are chosen. It is given in Figure 4.7. This will allow us to
apply separation and large norm detection properties of χR in the next hybrids as then R will be
independent of the tested value. The added check makes the adversary lose in several cases:

‚ (JxKqV3S
j , JyKqV3S

j , seedj)jPSsnd
do not correctly hash in the Merkle tree h. But then, at least one

of the proofs prf i fails, and one of the calls to V3S.Verify would have failed. Hence, this case
does not introduce an advantage loss.

‚ The shares correctly hash to h but Programming[h] = K at the time of programming of the
random oracle, one of the intermediary hash of the Merkle tree hadn’t been queried yet.
This may only happen if the adversary is able to break the pre-image resistance of the hash
function HMT. This happens with probability at most Q2

HMT
/22λ.

‚ The shares given by the adversary correctly hash to h but Programming[h] is equal to a
different set of shares. This can only happen if the adversary breaks the collision resistance
of the hash function HMT. This happens with probability at most Q2

HMT
/(22λ).

Overall,

|Adv
Hybrid2
A (1λ)´Adv

Hybrid1
A (1λ)| ď

Q2
HMT

22λ´1

Hybrid3 . This hybrid ensures that in case the random oracle is programmed on the shares
(JxKqV3S

i , JyKqV3S
i )iPSsnd

, then if they are inconsistent or if the reconstructed secret is large, then
R ¨ x + y will be inconsistent or large. In case one of these checks, we consider that the adversary
wins, and remove the previous winning checks. This is formalized in Figure 4.8.
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Hybrid2

1 : LHR , Programmed[¨] := H
2 : // The adversary chooses a subset Ssnd of parties to target

3 : N, T, Ssnd Ð A()

4 : assert Ssnd Ă [N]^ |Ssnd| ě T // Ssnd must be large enough to allow reconstruction

5 : // The adversary produces a T-sharing among N parties

6 : (JxKq)iPSsnd
, π, (πi)iPSsnd

Ð AHMT,HR(N, T, Ssnd)

7 : Parse π = (h, JvKqV3S), (πi)iPSsnd
= (JxKqV3S/q

i , JyKqV3S
i , seedi, prf i)iPSsnd

8 : (JxKqV3S
i )iPSsnd

= CRT´1((JxKq
i )iPSsnd

, (JxKqV3S/q
i )iPSsnd

)

9 : if Programmed[h] ‰ (JxKqV3S
i , JyKqV3S

i )iPSsnd
then

10 : return 0
11 : if @i P Ssnd,V3S.Verify(JxKq

i , π, πi) = false then
12 : return 0 // In case a party in Ssnd fails verification, the adversary loses

13 : x1 = V3S.Reconstruct((JxKq
i )iPSsnd

)

14 : if x1 = K then
15 : return 1 // Verification passes but shares are inconsistent in Ssnd

16 : if x1 R V then
17 : return 1 // Verification passes but the secret is invalid

18 : return 0 // The sharing chosen by the adversary is valid

HR(h)

1 : if Dr.(h, r) P LHR then
2 : return r
3 : else
4 : if D(JxKqV3S

j , JyKqV3S
j , seedj)jPSsnd

s.t. they are in the Merkle tree described by h then

5 : R Ð χR

6 : Programmed[h] = ((JxKqV3S
j , JyKqV3S

j )jPSsnd
)

7 : LHR
:= LHR Y t(h, R)u

8 : return R
9 : else

10 : R Ð χR

11 : LHR
:= LHR Y t(h, R)u

12 : return R

Figure 4.7: The second hybrid of the security proof of the soundness of our V3S construction. Difference
with the previous hybrid are highlighted .
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These modifications allow the adversary to win in more cases. Indeed, in Hybrid2, the adversary
could win in two ways:

‚ If reconstruction over Ssnd fails, but V3S.Verify() returns true over Ssnd. But then, it means
in particular that shares of R ¨ JxKqV3S + JyKqV3S were all consistent over Ssnd, and that it
correctly reconstructs. In Hybrid3, this case is covered by the first assertion added in HR(h)
that makes the adversary in that case.

‚ If the reconstructed secret x has a norm larger than B, but R ¨ x + y has a norm smaller than
B1. Similarly, the second assertion added in HR would fail when called on h, and allow the
adversary to win.

As such:
Adv

Hybrid2
A (1λ) ď Adv

Hybrid3
A (1λ)

probability of winning Hybrid3 . First, consider the event where some call to HR works on
inconsistent shares for JxKqV3S , JyKqV3S over Ssnd but R ¨ JxKqV3S + JyKqV3S are all consistent. Noting
(x1, y1) ‰ (x2, y2) the secrets reconstructed from I, I1 two subsets of Ssnd of cardinal t + 1, as R is
independent of these vectors, we can apply the separation property of R to bound its probability:

Pr [Rx1 + y1 mod qV3S = Rx2 + y2 mod qV3S] = p1

By the union-bound the probability that the first assertion succeeds for all the calls to the random
oracles is at most QHR ¨ p1. Similarly, for the second assertion, the matrix R is independent of the
reconstructed value and the large norm detection property of χR allows us to bound the probability
of failure by QHR ¨ p2.

We can conclude:
Adv

Hybrid3
A (1λ) ď QHR ¨ (p1 + p2).

Summing all the intermediary advantage losses gives the final result.

Proof of fragmentary knowledge. We proceed once again with a series of hybrids.

Hybrid1 . The first hybrid corresponds to the case b = 0 of the V3S-fk game, i.e. where the
adversary observes the real distribution of transcripts.

Hybrid2 . The second hybrid replaces the hashes of shares not in Sfk in the Merkle tree by
uniform strings. This change is depicted in Figure 4.9.

The view of the adversary differs only if it did query the random oracle HMT on one of the
shares (JxKqV3S

i , JyiKqV3S , seedi) with i R Sfk in Hybrid1 and the Merkle tree hash does not corre-
spond in Hybrid2. However, since each share (JxKqV3S

i , JyKqV3S
i , seedi)iPSfk

has min-entropy at least
H(seedi) = 2λ, this happens for each share with probability at most QHMT

/22λ. By union bound
for all shares we have:

|Adv
Hybrid2
A (1λ)´Adv

Hybrid1
A (1λ)| ď N ¨

QHMT

22λ

Hybrid3 . This hybrid replaces the shares of x in Sfk by uniformly drawn vectors of Rk
qV3S , and

the x sent to the adversary by a Gaussian variable following DRk ,c,
?

Σ0
. This is formalized in 4.10.

We observe that this corresponds to the case b = 1 of the V3S-fk game, and implements perfectly
the simulators SimProof, SimSecret we previously described. The computation of JvKqV3S as a
function of R ¨ x + y and (R ¨ JxKqV3S

i , JyKqV3S
i )iPSfk

is equivalent to the one done in Hybrid2 due to
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Hybrid3

1 : LHR , Programmed[¨] := H
2 : N, T, Ssnd Ð A() // The adversary chooses a subset Ssnd of parties to target

3 : assert Ssnd Ă [N]^ |Ssnd| ě T // Ssnd must be large enough to allow reconstruction

4 : // The adversary produces a T-sharing among N parties

5 : (JxKq
i )iP[N], π, (πi)iP[N] Ð AHMT,HR(N, T, Ssnd)

6 : Parse π = (h, JvKqV3S), (πi)iPSsnd
= (JxKqV3S/q

i , JyKqV3S
i , seedi, prf i)iPSsnd

7 : (JxKqV3S
i )iPSsnd

= CRT´1((JxKq
i )iPSsnd

, (JxKqV3S/q
i )iPSsnd

)

8 : if Programmed[h] ‰ (JxKqV3S
i , JyKqV3S

i )iPSsnd
then

9 : return 0
10 : if @i P Ssnd,V3S.Verify(JxKq

i , π, πi) = false then
11 : return 0 // In case a party in Ssnd fails verification, the adversary loses

12 : return 0 // The sharing chosen by the adversary is valid

HR(h)

1 : if Dr.(h, r) P LHR then
2 : return r
3 : else
4 : if D(JxKqV3S

j , JyKqV3S
j )jPSsnd

s.t. they are in the Merkle tree described by h then
5 : R Ð χR

6 : Programmed[h] = ((JxKqV3S
j , JyKqV3S

j )jPSsnd
)

7 : if V3S.Reconstruct((JxKqV3S
j , JyKqV3S

j )jPSsnd
) = K then

8 : // If shares of x, y are inconsistent over Ssnd

9 : // Then the shares of R ¨ x + y are also inconsistent

10 : assert V3S.Reconstruct((R ¨ JxKqV3S
j + JyKqV3S

j )jPSsnd
) = K

11 : else
12 : // Reconstruct x, y from the shares in Ssnd

13 : x1 = V3S.Reconstruct((JxKqV3S
j )jPSsnd

)

14 : y1 = V3S.Reconstruct((JyKqV3S
j )jPSsnd

)

15 : if }x1} ą B then

16 : assert }R ¨ x1 + y1} ą B1

17 : LHR
:= LHR Y t(h, R)u

18 : return R
19 : else
20 : R Ð χR

21 : LHR
:= LHR Y t(h, R)u

22 : return R

Figure 4.8: The third hybrid of the security proof of the soundness of our V3S construction. Difference
with the previous hybrid are highlighted . In case one of the assertions in HR fails, consider
that the adversary wins.
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Hybrid2

1 : LH := H
2 : N, T, Sfk Ð A() // The adversary chooses a subset Sfk of parties to target

3 : assert Sfk Ă [N]^ |Sfk| = T´ 1
4 : x Ð χx

5 : // Content of V3S.Share()

6 : y Ð DRk ,σy
, (seedi)

$
Ð t0, 1uN¨2λ

7 : Sample random sharings JxKqV3S , JyKqV3S of order T
8 : h := hash of Merkle tree containing (JxKqV3S

i , JyKqV3S
i , seedi) for i P Sfk,

9 : and replacing hashes of other shares by random values.

10 : (JxKq
i , JxKqV3S/q

i )iPSfk
:= CRT((JxKqV3S

i )iPSfk
)

11 : for i P Sfk do
12 : prf i := proof that (JxKqV3S

i , JyKqV3S
i , seedi) is in Merkle tree h

13 : πi := (JxKqV3S/q
i , JyKqV3S

i , seedi, prf i)

14 : R := HR(h) // Hash h to obtain a random matrix from χR

15 : JvKqV3S := R ¨ JxKqV3S + JyqV3SK
16 : π := (h, JvKqV3S) // Publish challenge polynomial and Merkle tree hash

17 : b1 Ð AHMT,HR(x, (JxKq
i )iPSfk

, π, (πi)iPSfk
)

18 : return b1

Figure 4.9: The second hybrid of the security proof of the fragmentary knowledge of our V3S construction.
Difference with the previous hybrid are highlighted .

Hybrid3

1 : LH := H
2 : N, T, Sfk Ð A() // The adversary chooses a subset Sfk of parties to target

3 : assert Sfk Ă [N]^ |Sfk| = T´ 1
4 : x Ð χx

5 : // Content of V3S.Share()

6 : y Ð χy

7 : JxKiPSfk
, JyKiPSfk

$
Ð Rk // Sample observed shares randomly

8 : h := root of Merkle tree containing (JxKqV3S
i , JyKqV3S

i ) for i P Sfk,
9 : and replacing hashes of other shares by random values.

10 : (JxKq
i , JxKqV3S/q

i )iPSfk
:= CRT((JxKqV3S

i )iPSfk
)

11 : for i P Sfk do
12 : prf i := proof that (JxKqV3S

i , JyKqV3S
i ) is in Merkle tree h

13 : πi := (JxKqV3S/q
i , JyKqV3S

i , prf i)

14 : R := HR(h) // Hash h to obtain a random matrix from χR

15 : Compute JvKqV3S s.t. JvKqV3S
0 = R ¨ x + y, and for i P S, JvKqV3S

i = R ¨ JxKqV3S
i + JyKqV3S

i

16 : π := (h, JvKqV3S) // Publish challenge polynomial and Merkle tree hash

17 : x̂ Ð DRk ,c,
?

Σ0

18 : b1 Ð AH,HR(x̂ , (JxKqV3S
i )iPSfk

, π, (πi)iPSfk
)

19 : return b1

Figure 4.10: The third hybrid of the security proof of the fragmentary knowledge of our V3S construction.
Difference with the previous hybrid are highlighted .
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the correctness of the sharing of x, and as we only need t + 1 points of JvKqV3S to recover its full
value. Hence, this change does not induce an advantage loss. We also note that the adversary
observes outputs computed from exactly t shares of JxKqV3S in Hybrid3 and they are thus randomly
distributed independently from x. We can sample them directly with no advantage loss. Finally,
applying Lemma 4.3.3, we have that (x, R ¨ x + y) follows the same distribution as (x̂, R ¨ x + y).
We conclude that: AdvHybrid3

A (1λ) = Adv
Hybrid2
A (1λ).

4.4.3 Toward Applications

Our definition of V3S is agnostic to the communication means used. We describe at a high level
in this section two generic ways for using our V3S in protocols to obtain different guarantees and
cost tradeoffs. Further, we demonstrate concrete usage and security proofs in Section 4.5.

V3S protocol with detection of malicious behavior.

The first protocol we introduce allows us to detect misbehavior during the protocol execution
and abort in that case. It requires lightweight communication assumptions, i.e. confidential and
authenticated pairwise channels, additionally reliable for correctness when all the parties are
honest. However, the counterpart is that as soon as at least one of the parties is dishonest, the
protocol may abort with no possibility of recovery as no specific malicious party can be identified.
We assume from now on that there are at least t + 1 honest parties. The protocol proceeds in
several rounds:

1. In the first round, the dealer samples x Ð χx and runs (JxKi)iP[N], π, (πi)iP[N] Ð V3S.Share(x).
It then sends (JxKi, π, πi) to each other party i over the pairwise channel between them.

2. In the second round, everyone checks the data provided by the dealer. They run b =

V3S.Verify(JxKi, π, πi). After that, they send b to each other party, along with a hash of π

to prove they had the same common proof.

3. Finally, each party accepts the sharing only if it receives a positive response from all other
parties, along with the same hash as theirs.

From the good properties of our V3S proposal, we can easily show that this protocol has also:

‚ correctness: in case all parties behave honestly, then the protocol terminates and all honest
parties accept the sharing.

‚ soundness: in case the dealer sends inconsistent shares to any honest party, or reconstructing
to an invalid secret, it will be detected with overwhelming probability and the protocol will
abort.

‚ fragmentary knowledge: in case the dealer is honest, and the protocol terminates, the tran-
script is indistinguishable from the one simulated by the fragmentary knowledge property
of our V3S.

Robust V3S protocol.

We propose a second protocol providing guaranteed delivery in case the dealer is honest, and,
in case the dealer is dishonest and misbehaves, all honest parties simultaneously abort. This
protocol assumes the existence of an authenticated reliable (even for corrupted parties) non-ordered
broadcast channel, and that a majority of the parties are honest.

It works with an IND-CPA symmetric encryption scheme SKE to implement pairwise com-
munication. We assume that pairwise keys skSKEi are shared prior to the protocol execution to
communicate with the dealer. Our robust protocol works as follows:
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1. The dealer samples x, and runs V3S.Share(x). It broadcasts the proof π along with individ-
ual encryptions produced with the SKE for each other party of JxKi, πi.

2. In the second round, each party decrypts the message from the dealer and runs V3S.Verify()
on its share. If decryption or verification fails, the party broadcasts a complaint against the
original sender.

3. The remaining round consists of processing all the complaints. If any of the complaints is
valid, it means that the dealer behaved dishonestly, if no complaint is valid, the sharing is
valid, and the party can accept it.

We identify two common ways to integrate this complaint mechanism, trading off between
round efficiency versus communication cost and complexity:

1. In the simplest version, parties broadcast complaints simply containing the identifier of
the sender. Then this sender is required to resend its share in clear to all parties over the
broadcast channel. If the share resent in clear remains invalid, the party is identified as
malicious, otherwise the sender is exonerated, and the protocol continues. This approach
however requires an additional round of communication to answer complaints.

2. Alternatively, to keep the protocol to three rounds, parties can include in their complaints
the secret key of their communication channel with the dealer, allowing all parties to verify
the complaint directly. To ensure the authenticity of the revealed key, each party also
includes a signature signed by the dealer authorizing the reveal of the key: we assume that
the dealer provides for each party i a signature sigi = Sign(sk, (i, skSKEi )) authorizing the
reveal of the key. This way, all parties can verify the complaint directly after the second
round, and the dealer can be held accountable in case of a valid complaint. Note that an
alternative to signatures would be to use publicly verifiable signcryption.

In this work, we opt for the second approach to keep the round complexity low, but we note
that it may be harder to setup the signatures in practice, and when assuming a Public Key
Infrastructure, the first approach may be preferable.

In this protocol, we achieve:

‚ Unframeability: if the dealer is honest, no corrupted party will be able to make honest
parties reject. Indeed, as the signature scheme is unforgeable, only a complaint with the
correct SKE key can be produced, and then the message sent by the dealer will be correctly
decrypted.

‚ Accountability: if the dealer is corrupted, the use of a broadcast channel ensures that all
honest parties will receive the same set of complaints and will conclude identically. If they
accept the shares, the shares of all honest parties pass verification, which means that the
shares are consistent, and the secret is valid.

4.5 RB-Raccoon : a robust threshold signature scheme

In this section, we present RB-Raccoon, a robust threshold signature scheme based on Raccoon.
As sketched in Section 4.2.2 and Section 4.2.3, our V3S can be used to build a robust distributed

key generation (DKG) protocol, which in turn can be used to build a robust threshold signature
scheme.

Note that while both protocols leverage our V3S design, they use it with different parameters
and bounds as the shared secrets have different sizes in each protocol. In the DKG protocol, the
shared secret is the private key of Raccoon, while in the signing protocol, the shared secret is the
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noise used to flood the signature shares. In particular, the signing noise is much larger than the
private key.

Before diving into our construction, we make the following assumptions in our communication
model:

‚ Synchronous communication with reliable broadcast. We assume that all contributions by
user i are broadcast on a reliable public channel, with authentication. This corresponds to
the “synchronous model with reliable broadcast” introduced in Section 3.4.2 and for which
we formalized unforgeability in Fig. 3.4. This could practically be implemented using a
consensus protocol, or a trusted coordinator.

‚ Signed pairwise keys. For any ordered pair of users (i, j), i and j share a pairwise symmet-
ric key KiÑj that has been signed by i. This secret key is used by i to send encrypted data
to i using an IND-CPA symmetric key encryption scheme SKE = tEncrypt,Decryptu.

Encrypted messages are sent over the broadcast channel in order to authenticate the sender.
When j files a complaint against i, they reveal the KiÑj along with the signature. This binds
i to the data they have sent to j, and in case of misbehavior, revealing KiÑj allows other
parties to acknowledge the misbehavior.

Concretely, signed pairwise keys can be established in a setup phase. It suffices that i
generates a KEM ciphertext i encapsulating a KEM symmetric key, and uses this KEM
symmetric key to encrypt KiÑj and a signature sigiÑj Ð SIG.Sign(ski, ti, j,KiÑju). Though,
we acknowledge that it may be harder to tackle misbehavior during this setup phase. The
alternative approach of adding an extra round to the protocols to allow parties to answer
complaints by broadcasting the share of the plaintiff – as described in Section 4.4.3 – could
be considered instead to avoid this issue, but we choose not to follow this path in this work
to keep the protocols as round efficient as possible.

Our protocols are round-based, with one algorithm per round. Rounds are run sequentially and
synchronously, with the returned value being posted to the broadcast channel.

4.5.1 Robust Distributed Key Generation (DKG)

We present a first application of our framework, allowing one to verifiably sample and share
a short secret among parties, assuming that 2/3 of the participants are honest. We apply it
to the key generation of RB-Raccoon and prove that the resulting scheme remains robust and
unforgeable.

In environments where the key generation cannot be entitled to a single trusted entity, it
is important to provide the possibility to distribute the key generation process among several
actors.

Distributed key generation description

Our Distributed Key Generation was informally presented in Section 4.2.2. We now provide a
formal description of its algorithms in Figure 4.11. We also formalize the setup corresponding
to the creation of pairwise secure channels between all parties, with accountability for messages
sent thanks to the signed keys.

Note that usual rounding techniques on the public key apply.

4.5.2 Robust Distributed Signing Procedure

We present as a second application of our result an efficient lattice-based robust threshold signa-
ture based on standard assumptions It provides additional guarantees over the existing threshold
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Setup(1λ, N, T)

1 : for i P [N] do

2 : skSIGi , pkSIGi Ð SIG.Keygen(1λ)

3 : for j P [N] do

4 : KSKE
iÑj Ð SKE.Keygen(1λ)

5 : sigSKEiÑj := SIG.Sign(skSIGi , ti, j, KSKE
iÑj u)

6 : for i P [N] do

7 : sti := t(pkSIGi )iP[N], (K
SKE
i1Ñj1 , sig

SKE
i1Ñj1)i1=i_j1=iu

8 : return (sti)iP[N]

RB-Raccoon.ShareKeygen1(sti)

1 : salti
$
Ð t0, 1uλ

2 : si Ð χsk

3 : (JsiK, πi, (πi,j)jP[N])Ð V3S.Share(N, T, si) // Share JsiK and make proofs

4 : if Dj s.t. V3S.Verify(JsiKj, πi, πiÑj) = false then restart // Invalid proof

5 : for j P [N] do
6 : ptj := (JsiKj, πi,j)

7 : cti,j Ð SKE.Encrypt(KiÑj, ptj) // Encrypt (share, proof) to each party

8 : return pm1[i] := seedi, πi, (cti,j)jP[N]

RB-Raccoon.ShareKeygen2(sti, pm1)

1 : complaintsi := tu
2 : for (j P pm1) do // Set of round 1 contributors

3 : seedj, πj, (ctjÑk)kP[N] := pm1[j]
4 : JsjKi, πjÑi := SKE.Decrypt(KjÑi, ctjÑi)

5 : if (SKE.Decrypt failed) or (V3S.Verify(JsjKi, πj, πjÑi) = false) then
6 : complaintsi[j] = tKjÑi, sigjÑiu // i complains against j

7 : validi = tj P pm1uzcomplaintsi
8 : sti.session.valid := validi
9 : sti.session.pm1 := pm1

10 : sti.session.shares := (JsjKi)jPvalidi

11 : return pm2[i] := complaintsi

RB-Raccoon.ShareKeygen3(sti, pm2)

1 : validi := sti.session.validX tj P pm2u

2 : for j P [N] do
3 : for k P complaintsj do // lines 4 to 8 study j’s complaint against k

4 : tKkÑj, sigkÑju := complaintsj[k]
5 : if SIG.Verify(pkk, sigkÑj, tk, j,KkÑju) = false then continue
6 : JskKj, πkÑj := SKE.Decrypt(KkÑj, ctkÑj)

7 : if (SKE.Decrypt failed) or V3S.Verify(JskKj, πk, πkÑj) = false then
8 : validi = validiztku // If j’s complaint against k is valid, invalidate j

9 : sti.session.seed := Hseed((seedj)jPvalidi
)

10 : // Derive the public matrix A P Rkˆℓ
q from seed

11 : A := HA(sti.session.seed) P Rkˆℓ
q

12 : JsKi :=
ÿ

jPvalidi

JsjKi // s =
ÿ

jPvalid

sj

13 : JbKi :=
[
A I

]
¨ JsKi

14 : Store JsKi in sti
15 : return pm3[i] := (sti.session.seed, JbKi)

Figure 4.11: Algorithms for the distributed Keygen. For conciseness, we omit the parsing of (pmi)iPt1,2,3u

in the algorithms.
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RB-Raccoon.PartialSecret(sti)

1 : return JsKi

RB-Raccoon.CombineKey(pm3)

1 : Retrieve seed from pm3 // If contradictory contributions use majority vote

2 : b := SSS.ErrorCorrect(JbK)
3 : assert b ‰ K
4 : bJ := tbsνb
5 : // We only return b as auxiliary value for the proof

6 : // to go through, but it is not actually used in the protocol.

7 : return vk := (seed, bJ), aux := b

Figure 4.12: Algorithms for the combination of the shares in the distributed Keygen.

schemes such as TRaccoon [DKMM+24] which provides unforgeability, but no guarantee of ter-
mination.

Assuming the existence of an authenticated reliable broadcast channel, and that at least 2/3 of
the parties are honest, our protocol ensures that a valid signature will be produced.

Description of RB-Raccoon

RB-Raccoon was drafted in the Technical Overview, in Section 4.2.3. It relies on a symmetric
encryption scheme SKE, a signature scheme SIG, and a Verifiable Short Secret Sharing V3S.

Our informal description of RB-Raccoon easily translates to formal algorithms, described in
Figures 4.13 and 4.14.

4.6 security analysis of RB-Raccoon

In this section, we prove the security of RB-Raccoon. We first introduce a leaky distributed key
generation algorithm that captures the bias an adversary can introduce during the DKG protocol.
We then prove the robustness and unforgeability of RB-Raccoon, relying on this leaky DKG.

4.6.1 Leaky Distributed Key Generation

We first wish to unify the treatment of our DKG for both the unforgeability and robustness
security proof. To do so, we introduce the algorithm LeakyKeygen, described in Figure 4.15,
which captures the security and bias of our distributed key generation protocol. Concretely, we
will ensure that the shares generated by our protocol reconstruct to some secret s + s1, where s1

is the “leaked” part, i.e. it can be biased and leaked to the adversary, and s is the “safe” part,
sampled independently from s1 from the distribution χ1

sk. The final security of the threshold
signature scheme will rely on s as it remains hidden to the adversary.

We introduce intermediate games, called Gamedkg-real and Gamedkg-leaky in Figure 4.16, which
show that the real DKG protocol execution can be simulated from a key generated by LeakyKeygen.

We define χ1
sk as the distribution of the sum of |HS| samples obtained with SimSecret (c.f.

Fig. 4.6). Recall that each party samples a partial secret from χsk and produces a proof for it
using our V3S from Section 4.4.2, partially revealing it to the adversary. SimSecret simulates the
remaining uncertainty on this partial secret given the revealed proof information, and thus the
sum of |HS| such samples corresponds to the safe part of the final secret key. We also introduce
V1, the set of all possible sums of at most t elements from V – the set of valid secrets of the V3S.
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RB-Raccoon.ShareSign1(vk, sid, act,msg, i, ski, sti,msg)

1 : ri Ð χr

2 : JriK, πi, (πiÑj)jP[N] Ð V3S.Share(N, T, ri)

3 : for j P [N] do
4 : ctiÑj Ð SKE.Encrypt(KiÑj, (JriKj, πiÑj))

5 : sti.session[sid] := JriK
6 : return pm1[i] := (πi, (ctiÑj)jP[N])

RB-Raccoon.ShareSign2(vk, sid, act,msg, i, ski, sti,msg, pm1)

1 : Fetch JriK from sti.session[sid]
2 : complaintsi := tu
3 : for (j P pm1) do
4 : πj, (ctjÑk)kP[N] := pm1[j]
5 : JrjKi, πjÑi := SKE.Decrypt(KjÑi, ctjÑi)

6 : if (SKE.Decrypt failed) or (V3S.Verify(JrjKi, πj, πjÑi) = false) then
7 : complaintsi[j] = tKjÑi, sigjÑiu // j’s ciphertext or proof is invalid

8 : validi = tj P pm1uzcomplaintsi
9 : sti.session[sid] := t(JrjKi)jPvalidi

, validi, pm1u

10 : return pm2[i] := complaintsi

RB-Raccoon.ShareSign3(vk, sid, act,msg, i, ski, sti,msg, pm2)

1 : Fetch ((JrjKi)jPvalidi
, validi, pm1) from sti.session[sid]

2 : validi := validi X tj P pm2u

3 : for j P [N] do
4 : for k P complaintsj do // lines 5 to 10 study j’s complaint against k

5 : tKkÑj, sigkÑju := complaintsj[k]
6 : if SIG.Verify(pkk, sigkÑj, tk, j,KkÑju) = false then // See Section 4.5

7 : continue
8 : JrkKj, πkÑj := SKE.Decrypt(KkÑj, ctkÑj)

9 : if (SKE.Decrypt failed) or V3S.Verify(JrkKj, πk, πkÑj) = false then
10 : validi = validiztku
11 : JrKi :=

ÿ

jPvalidi

JrjKi

12 : sti.session[sid] := t(JrjKi)jPvalidi
, validi, pm1u

13 : return pm3[i] := (JwKi :=
[
A I

]
¨ JrKi)

Figure 4.13: Algorithms for robust threshold signature, part 1/2. For conciseness, we omit the parsing of
(pmi)iPt1,2u in the algorithms.
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RB-Raccoon.ShareSign4(vk, sid, act,msg, i, ski, sti,msg, pm3)

1 : Fetch ((JrjKi)jPvalidi
, validi, pm1) from sti.session[sid]

2 : Parse pm3 = (JwKj)j
3 : // w =

[
A I

]
¨ r, where r =

ÿ

jPvalidi

rj

4 : w := SSS.ErrorCorrect((JwKj)jPvalidi
)

5 : c := Hc(vk,msg, twsνw
) P C

6 : JzKi := JrKi + c ¨ JsKi

7 : Jz(1)Ki, Jz(2)Ki := JzKi P Rℓ
q ˆ Rk

q

8 : return pm4[i] = (w, Jz(1)Ki)

RB-Raccoon.Combine(vk,msg, pm4)

1 : Parse pm4 = (w, Jz(1)Kj)jPact
2 : // If inconsistent w: majority vote

3 : z(1) := SSS.ErrorCorrect((Jz(1)Kj)jPpm4
)

4 : c := Hc(vk,msg, twsνw
)

5 : u Ð
Y

A ¨ z(1) ´ 2νb ¨ c ¨ bJ

U

νw

6 : h Ð w´ u // Hint

7 : return sig := (c, z(1), h)

Verify(vk = (seed, bJ),msg, sig)

1 : Parse sig = (c, z(1), h)
2 : A = HA(seed) P Rkˆℓ

q

3 : c1 Ð Hc(vk,msg,
Y

A ¨ z(1) ´ 2νb ¨ c ¨ bJ

U

νw
+ h)

4 : if c = c1 ^

∥∥∥(z(1), 2νw ¨ h)
∥∥∥ ď β then

5 : return true

6 : return false

Figure 4.14: Algorithms for robust threshold signature, part 2/2. For conciseness, we omit the parsing of
(pmi)iPt1,3,4u, vk and sig in the algorithms. Challenges c are sampled from the challenge space
C = tc P Rq | }c}8 = 1^ }c}1 = ωu.
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V1 contains the part of the secret that can be provided by the corrupted parties during the DKG

protocol.

Lemma 4.6.1. Assume that T ě 3t + 1. There exist efficient simulators SimDKG1, SimDKG2 such that
for any polynomial-time adversary A, we can derive adversaries B1,B2,B3,B4 against respectively the
V3S-sound, EUF-CMA, IND-CPA, and V3S-fk security notions, running in time Time (Bi) « Time (A)
for i P t1, ..., 4u, and overwhelming probabilities 1´ p1, 1´ p2 – corresponding to the correctness of the
signature scheme and of the V3S– such that

‚

ˇ

ˇ

ˇ
Pr
[
Gamedkg-real

A (1λ, N, T, t) = 1
]
´ Pr

[
Gamedkg-leaky

A (1λ, N, T, t) = 1
]ˇ
ˇ

ˇ
ď δ(1λ)

‚ Pr
[
Gamedkg-leaky

A (1λ, N, T, t) = K
]
ď δ(1λ)

where

δ(1λ) :=AdvV3S-sound
B1

(1λ) + N ¨ t ¨ (1´ p1) + AdvEUF-CMA
B2

(1λ)

+ N ¨ (1´ p2) + N2AdvIND-CPA
B3

(1λ) + N ¨AdvV3S-fk
B4

(1λ)

RB-Raccoon.LeakyKeygenHA(N, T, t, bias = (seed, JsCSK, (JsHSKi)iPCS1 , (πi)iPHS))

sCS := V3S.Reconstruct((JsCSKi)i)

if sCS = K_ sCS R V1 then return K,H

sHS Ð χ1
sk :=

ÿ

iPHS

SimSecret(πi)

Interpolate P P R2
q[X] of degree ď t such that P(0) = sHS ^@i P CS1, P(i) = JsHSKi

A := HA(seed)

b := [A I] ¨ (sCS + sHS) mod q
bJ := tbsνb

return vk = (seed, bJ), aux = b, (ski := (P(i) + JsCSKi))iP[N]

Figure 4.15: Algorithms for the leaky key generation of RB-Raccoon, capturing the bias an adversary in-
troduces during the distributed key generation. V1 contains all the elements of V convoluted
with itself at most t times. CS1 is any set of size t containing CS.

Proof. We proceed via a sequence of hybrids, starting from Gamedkg-real
A and ending at Gamedkg-leaky

A .
The proof is composed of two main parts, as we first enforce that the contributions of corrupted
parties are valid sharings (hybrid 2), and then simulate the honest parties’ contributions (hybrids
3 to 6). We will denote by ε i the probability that the i-th hybrid returns 1. We will show that for
each hybrid i, |ε i+1 ´ ε i| is negligible, and that the final hybrid corresponds to Gamedkg-leaky

A .
We will introduce game aborts in the hybrids, e.g. the entire game returns 0 if some condition

is not met. We will ensure that the probability of these aborts is negligible, so that they do not
impact the overall advantage of the adversary.

The simulators SimDKG1 and SimDKG2 will be defined at the end of the proof, based on the
final hybrid. Aborts in intermediary hybrids will be handled by returning an arbitrary output
from the simulators, and defining an adversary B that returns 0 in these cases.

Hybrid1 . This hybrid corresponds to Gamedkg-real
A .

Hybrid2 . In this hybrid, we assert for each corrupted party i that we are always in one of the
following cases:

‚ If no honest party complains against it during round 2, the honest parties receive from user
i consistent shares JsiKj of some secret si, that belongs to V.
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Gamedkg-real
A (1λ, N, T, t)

1 : H := Hseed,HA,HR,HMT

2 : (CS, stA)Ð AH(1λ, N, T, t) // A chooses corrupted parties

3 : assert CS Ď [N]^ |CS| ď t
4 : HS := [N]zCS

5 : (sti)iP[N] Ð Setup(1λ, N, T, t)
6 : stA Ð A((sti)iPCS, stA)
7 : for r P [RKG] do
8 : for i P HS do
9 : pmi

r, sti Ð ShareKeygen(i, sti, pmr´1)

10 : if pmi
r = K then return 0

11 : ((pmi
r)iPCS, stA)Ð AH((pmi

r)iPHS, stA)
12 : for i P HS do ski := PartialSecret(sti)

13 : (vk, aux)Ð CombineKey((pmr)rP[RKG]
)

14 : info := ((pkSIGi )iP[N], (K
SKE
iÑj , sigSKEiÑj )(i,j)PCSˆHS_(i,j)PHSˆCS)

15 : b Ð AH,(SKE.Encrypt(KiÑj ,¨))i,jPHS(info, vk, aux, (ski)iPHS, stA)
16 : return b = 1

Gamedkg-leaky
A (1λ, N, T, t)

1 : H := Hseed,HA,HR,HMT

2 : (CS, stA)Ð AH(1λ, N, T, t)
3 : assert CS Ď [N]^ |CS| ď t
4 : HS := [N]zCS

5 : (sti)iP[N] Ð Setup(1λ, N, T, t)
6 : stA Ð A((sti)iPCS, stA)

7 : info := ((pkSIGi )iP[N], (K
SKE
iÑj , sigSKEiÑj )(i,j)PCSˆHS_(i,j)PHSˆCS)

8 : bias, stA Ð SimDKG
H,(SKE.Encrypt(KiÑj ,¨))i,jPHS

1 (info,A, stA)

9 : vk, aux, (ski)iP[N] Ð LeakyKeygenHA(N, T, t, bias)
10 : if vk = K then return K

11 : stA Ð SimDKG
H,(SKE.Encrypt(KiÑj ,¨))i,jPHS

2 (vk, aux, info,A, stA)

12 : b Ð AH,(SKE.Encrypt(KiÑj ,¨))i,jPHS(info, vk, aux, (ski)iPHS, stA)
13 : return b = 1

Figure 4.16: Games capturing the real and simulated leaky distributed key generation of RB-Raccoon.
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‚ Otherwise, at least one complaint against i is accepted by all honest users during round 3 of
the key generation protocol, and the contribution of the corrupted user i will be discarded.

This holds by the soundness of V3S and the correctness of the signature scheme SIG used to
sign the pairwise keys.

First, a honest user j will complain in round 2 against a corrupted user i if it sends an invalid
encryption or a share that does not pass the V3S verification. By the correctness of SIG, this
complaint will be approved by other honest users as they will then run the same checks as j and
determine that i misbehaved.

Otherwise, when no honest user complains against a corrupted user i, it means that they all
receive shares JsiKj that pass the verification of the V3S. As there are at least T´ t ě t + 1 honest
users checking their shares, by the soundness of V3S we are guaranteed that the shares (JsiKj)jPHS

are consistent and that they reconstruct to a valid secret si P V, except with negligible probability.
We conclude that there exists an adversary B1 against the soundness of V3S such that:

|ε2 ´ ε1| ď AdvV3S-sound
B1

(1λ) + N ¨ t ¨ (1´ p1)

where 1´ p1 = negl(λ) is the probability that the signature produced by SIG is invalid.

Remark 4.6.2. The soundness game applies to all corrupted users at once as the adversary B1 can
determine which corrupted user breaks soundness and return only its contribution. However,
we need to apply a union bound for the correctness of the signature scheme.

Hybrid3 . In this hybrid, we assert that (i) no complaint against a honest user is raised by
another honest user, and (ii) no complaint against a honest user from a corrupted user is accepted.

This holds thanks to the correctness of the V3S which guarantees that honest users produce
sharings that pass verification with overwhelming probability, and due to the unforgeability of
SIG which ensures that corrupted users cannot invalidly frame a honest user with an invalid
encryption key.

First, by the correctness of V3S, each honest user i will send shares that pass verification to all
other users with overwhelming probability 1´ N ¨ negl(λ).

In this case, honest users will never raise a complaint against other honest users as all checks
will pass. As for corrupted users, since we use a broadcast channel, the only way they could
frame a honest user in their complaint is if it could convince other users that the honest user
i encrypted its messages with a different key, hence breaking the verification. However, by the
unforgeability of SIG and as the adversary does not have access to its key, this happens with
negligible probability.

We conclude that there exists an adversary B2 against the EUF-CMA security of SIG such that:

|ε3 ´ ε2| ď AdvEUF-CMA
B2

(1λ) + N ¨ (1´ p2)

where 1´ p2 = negl(λ) is the probability that V3S produces a sharing that does not pass verifica-
tion for all users.

Hybrid4 . In this hybrid, we replace the encryptions between honest users (e.g. of (JsiKj, πi,j),
for i, j P HS) by encryptions of zero. We instead store those shares in a table and retrieve them
from the table in round 3. This ensures that before round 3 completes, the view of the adver-
sary only depends on honest secrets through the proofs broadcasted by honest users and the
corrupted shares it receives.

This change is indistinguishable for the adversary due to the IND-CPA security of SKE. Indeed,
at this point the adversary never gets direct access to KiÑj for i, j P HS and only has an encryption
oracle, corresponding to the view in the IND-CPA game. Thus, it cannot distinguish whether a
given ciphertext encrypts the value (JsiKj, πi,j) or 0.
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We apply it to all encryptions between honest users. There exists an adversary B3 against the
IND-CPA security of SKE such that:

|ε4 ´ ε3| ď N2AdvIND-CPA
B3

(1λ)

Hybrid5 . In this hybrid, we define a set CS1 of cardinality t, such that CS Ď CS1. We change
the conceptual order in which the variables defining the honest users’ contributions are sampled.
Instead of sampling a random polynomial Pi (defining si and all shares), we first sample the secret
si and the shares for the set CS1 ((JsiKj)jPCS1) uniformly at random, and define the polynomial Pi
via Lagrange interpolation from these t + 1 points.

The resulting distribution of shares and secrets remains identical to the previous hybrid. This
is because in a t + 1-out-of-N Shamir secret sharing scheme, there is a bijection between a poly-
nomial of degree t and the set of images consisting of the secret (evaluation at 0) and any t shares
(evaluation at x P CS1).

Thus,
ε5 = ε4

Hybrid6 . In this hybrid, we modify how the proofs and the shares for CS1 are generated. We
apply the fragmentary knowledge property of V3S to generate the view of the adversary.

Specifically, for each honest user i, instead of sampling si and (JsiKj)jPCS1 and then computing
the proof πi, we:

1. Run (πi, (JsiKj)jPCS1 , πiÑj) Ð SimProof(CS1) to generate the proof and the shares destined
for CS1.

2. Defer the sampling of the secret si to round 3, then obtained with si Ð SimSecret(πi).

This change is indistinguishable to the adversary. The V3S-fk security definition guarantees
that the joint distribution of the proof and the shares for any set of size t produced by SimProof

is computationally indistinguishable from those generated by the real V3S.Share. Furthermore,
SimSecret ensures that the secret si sampled later is consistent with the proof πi revealed earlier.

We can do so as, at this point (due to Hybrid4), the view of the adversary in Rounds 1 and 2

depends only on the proofs πi and the shares for CS1. The shares for honest users (which would
require the full polynomial) are masked by encryption of zero and are not needed until Round
3.

We apply this reasoning to each honest user, and conclude that there exists an adversary B4

against the V3S-fk security of V3S such that:

|ε6 ´ ε5| ď N ¨AdvV3S-fk
B4

(1λ)

conclusion. We can now define the simulators SimDKG1 and SimDKG2 used in Gamedkg-leaky
A .

SimDKG1 simulates the view of the adversary in Hybrid6 until the beginning of round 3, and
constructs the bias information required by LeakyKeygen, i.e. the seed, the sharing of the secret
sampled by corrupted users, the proofs of honest users, and the shares of honest users for users
in CS1. It defines JsCSK as the sum of the corrupted secrets that have been accepted during
round 3, and JsHSKi as the shares of honest users for i P CS1. SimDKG2 simulates the rest of the
execution of Hybrid6 after the public key and honest secrets have been sampled by LeakyKeygen:
honest users broadcast shares of JbK computed from the key shares returned by LeakyKeygen.

While some aborts were introduced in the hybrids, they all occur before honest secrets are
sampled in round 3 of the key generation protocol, e.g. in the part handled by SimDKG1. Thus,
we handle them by returning an arbitrary bias from SimDKG1 such that LeakyKeygen will abort.
We will later see that this is the only case where Gamedkg-leaky

B returns K.
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First, we can observe that the only case where Gamedkg-leaky
A returns K is when LeakyKeygen

returns K. Previous hybrids added assertions that JsCSK was consistent, hence, this can only
happen when one of such assertions failed in Hybrid6. Applying the same transitions between
hybrids as above and summing all the bounds, the probability of this event is bounded by δ(1λ).

Then, we wish to show that the probability that Hybrid6 and Gamedkg-leaky
A return 1 is identical.

The case where an abort occurred in Hybrid6 is not important here as both games return a value
different from 1. When no abort occurs, SimDKG1 directly executes the same steps as in Hybrid6
until the beginning of round 3. At this point, we can observe that LeakyKeygen samples the honest
secrets using SimSecret based on the proofs of honest users, exactly as in Hybrid6, and reconstructs
the final secret key shares consistently with Hybrid6 using the corrupted shares accepted by honest
users. SimDKG2 then simulates the rest of the execution of Hybrid6. CombineKey in Hybrid6 and
LeakyKeygen reconstruct the same final public key, to be consistent with the final secret key shares
of honest users. This is because shares accepted from corrupted users must be consistent and
as N ě 3t + 1, at least 2t + 1 honest users use shares of the same secret at the end of round
3 to compute the final secret key shares and JbKi. As we use error correction, it ensures that
CombineKey will reconstruct the same final public key as the one corresponding to the secrets
accepted by honest users.

Thus Pr
[
Gamedkg-leaky

A (1λ, N, T, t) = 1
]
= ε6.

We conclude the proof by summing all the bounds between hybrids:
ˇ

ˇ

ˇ
Pr
[
Gamedkg-real

A (1λ, N, T, t) = 1
]
´ Pr

[
Gamedkg-leaky

A (1λ, N, T, t) = 1
] ˇ
ˇ

ˇ

ď δ(1λ) := AdvV3S-sound
B1

(1λ) + N ¨ t ¨ (1´ p1) + AdvEUF-CMA
B2

(1λ) + N ¨ (1´ p2)

+ N2AdvIND-CPA
B3

(1λ) + N ¨AdvV3S-fk
B4

(1λ)

4.6.2 Unforgeability

In order for the unforgeability proof to go through, we need to make several assumptions on the
parameters of RB-Raccoon. We will need to aggregate the secrets and noises of honest users, and
ensure that the commitments used during signing have enough min-entropy.

We require the following conditions on the parameters of RB-Raccoon:

‚ qνb and qνw (as defined in Section 3.6.1) verify qνb = rq/2νb s and qνw = rq/2νw s.

‚ T ě 3t + 1, as in Lemma 4.6.1.

‚ We consider Gaussian distributions χsk := Dσsk and χr := Dσr .

‚ The noise y used for masking in the V3S is sampled from χy := Dσy for key generation, and
from χy := Dσ1

y
during signing.

‚ We define BR such that the matrices R used by our V3S verify ∥R∥2 ď BR with overwhelm-
ing probability.

‚ σ1´2
sk := 2 ¨

(
σ´2
sk +

B2
R

σ2
y

)
verifies σ1

sk ě
?

2η1
ε(Z

n(k+ℓ)) for some negligible ε.

‚ σ1´2
r := 2 ¨

(
σ´2

r +
B2

R
σ12

y

)
verifies σ1

r ě
?

2η1
ε(Z

n(k+ℓ)) for some negligible ε.

‚
?

2t ¨ σ1
r ě 2n ¨ q

1
k+ℓ+

2
nℓ and νw ă log(q)´ 2.

We now prove the unforgeability of RB-Raccoon. Recall that we consider a synchronous net-
work with a broadcast channel during signing, as introduced in Fig. 3.4.
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Theorem 4.6.3. Under the parameter constraints above, RB-Raccoon is SYNC-TS-UF secure in the ran-
dom oracle model.

Formally, for any adversary A against the SYNC-TS-UF security of RB-Raccoon making at most Qs

signing queries, and QHc , QHA , and QHR calls respectively to the random oracle Hc, HR, and HA, there
exists an adversary B1 against the V3S-sound security of V3S, an adversary B2 against the EUF-CMA

security of SIG, and an adversary B3 against the IND-CPA security of SKE, an adversary B4 against
the V3S-fk security of V3S, an adversary B5 against the Hint-MLWERq,k,ℓ,Qs,

?
2tσ1

sk,
?

2tσ1
r ,C problem, and

an adversary B6 against the SelfTargetMSISRq,k,ℓ+1,βstmsis
problem with βstmsis = β +

?
ω + (ω ¨ 2νb´1 +

2νw´1) ¨
?

nk such that:

AdvSYNC-TS-UF
A (λ) ď δ(1λ) + AdvV3S-sound

B1
(1λ) + AdvEUF-CMA

B2
(1λ)

+ Qs ¨ N2AdvIND-CPA
B3

(1λ) + Qs ¨ N ¨AdvV3S-fk
B4

(1λ)

+ QHA ¨

(
AdvHint-MLWE

B5
(1λ) + AdvSelfTargetMSIS

B6
(1λ)

)
+ Qs ¨ N ¨ t ¨ (1´ p1) + Qs ¨ N ¨ (1´ p2) + 2(Qs + 1) ¨ N ¨ 8ε

+ QHR ¨ pR + Qs ¨ (QHc + Qs) ¨ 2´n+2

where p1, p2 are the probabilities of success of SIG and V3S respectively, pR is the probability that any
of the sampled matrices R during the execution has ∥R∥2 ą BR, and δ(1λ) is negligible and defined in
Lemma 4.6.1.

Proof. Before proving the main theorem, we recall useful lemmas.
We will need to extract and aggregate isotropic Gaussian samples from the samples generated

by SimSecret from Fig. 4.6. To do so, we recall the following convolution lemma from [Pei10],
and a useful corollary proven in [KLSS23].

Lemma 4.6.4 (Simplified convolution lemma [Pei10, Thm. 4.5]). Let positive reals σ1, σ2 such that
σ´2

1 + σ´2
2 ď η1

ε(Z
m)´2 for 0 ă ε ă 1/2. Then the distribution DZm,σ1 + DZm,σ2 is within statistical

distance 8ε of D
Zm,
?

σ2
1+σ2

2
.

Lemma 4.6.5 (Adapted from the proof of [KLSS23, Theorem 1]). For any σ ě η1
ε(Z

m) and positive
definite matrix Σ such that

∥∥Σ´1
∥∥

2 ď
1

2σ2 , there exists Σ1 such that the two following distributions are
within statistical distance 8ε:

‚ r Ð DZm,
?

Σ,c

‚ r Ð DZm,σ + D
Zm,

?
Σ1,c

We will also need a bound on the min-entropy of rounded MLWE samples, straightforwardly
adapted from [DKMM+24] to accept a shift c.

Definition 4.6.6. For any matrix A P Rkˆℓ
q , let Dr´MLWE

q,ℓ,k,σ,c,ν(A) be the distribution defined by sampling
r Ð DRk+ℓ,σ and outputting w =

X[
A I

]
¨ r + c

T

ν
.

Lemma 4.6.7. For any σ ě 2n ¨ q
1

k+ℓ+
2

nℓ and ν ă log(q)´ 2, we have:

Pr
AÐRkˆℓ

q

[
H8

(
Dr´MLWE

q,ℓ,k,σ,c,ν(A)
)
ě n´ 1

]
ě 1´ 2´n+1

We now prove the unforgeability of RB-Raccoon in the synchronous setting. We proceed via
a sequence of hybrids, starting from the real SYNC-TS-UF game and ending at a game that we
reduce to the SelfTargetMSIS problem. We will denote by ε i the probability that the i-th hybrid
returns 1.

At a high level, hybrids 2 to 7 apply the V3S properties to the key generation and signing
protocols, and determine the part of the secrets and signing noise that remains unknown to the
adversary after broadcasting proofs.
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Hybrid1 . This hybrid corresponds to the real SYNC-TS-UF game from Fig. 3.4.

Hybrid2 and Hybrid3 . In these hybrids, we apply the same reasoning as in Hybrid2 and Hybrid3
of the leaky DKG proof to ensure that the contributions of corrupted parties are valid sharings,
and that no complaint against honest users is raised or accepted.

We apply the arguments for each signing query made by the adversary, leading to a multiplica-
tive factor Qs in the bounds.

We conclude that there exist adversaries B1,B2 against respectively the V3S-sound and EUF-CMA

problems, and overwhelming probabilities 1´ p1, 1´ p2 – corresponding to the correctness of the
signature scheme and of the V3S– such that

|ε3 ´ ε1| ďAdv
V3S-sound
B1

(1λ) + Qs ¨ N ¨ t ¨ (1´ p1)

+ AdvEUF-CMA
B2

(1λ) + Qs ¨ N ¨ (1´ p2)

Hybrid4 . In this hybrid, we replace the key generation protocol by the leaky DKG from Fig. 4.15,
using the simulators SimDKG1 and SimDKG2 defined in the proof of the leaky DKG Lemma 4.6.1.

This is possible as Hybrid3 ensures that the game never tries to decrypt messages between
honest users. Hence, access to the encryption oracle for honest users in the games of Fig. 4.16

is sufficient to simulate the view of the adversary. Furthermore, the games provide access to the
values needed during signing queries, e.g.:

‚ The verification key vk.

‚ The final shares of honest users (ski)iPHS.

‚ The pairwise keys and their associated signatures between corrupted and honest users
(KSKE

iÑj , sigSKEiÑj )(i,j)PCSˆHS_(i,j)PHSˆCS. These keys are used (i) to encrypt (resp. decrypt) shares
to (resp. from) corrupted users in ShareSign1 (resp ShareSign3), and (ii) to complain against
misbehaving users in ShareSign2.

We conclude that

|ε4 ´ ε3| ď δ(1λ)

where δ(1λ) is defined in Lemma 4.6.1.

Hybrid5 . In this hybrid, we proceed as in Hybrid4 of the leaky DKG proof, replacing encryp-
tions between honest users by encryptions of zero for the signing protocol, and we store the
corresponding values in a table.

Previous hybrids ensure that the key generation and signing queries never try to decrypt
messages between honest users. Hence, access to the encryption oracle of the IND-CPA game is
sufficient to simulate the view of the adversary.

There exists an adversary B3 against the IND-CPA security of SKE such that:

|ε5 ´ ε4| ď Qs ¨ N2AdvIND-CPA
B3

(1λ)

Hybrid6 . In this hybrid, we use the same set CS1 as in the leaky DKG proof, such that CS Ď CS1,
and change the order in which honest users’ contributions are sampled. This is done as in Hybrid5
of the leaky DKG proof.

Concretely, for each honest user i, we first sample ri and (JriKj)jPCS1 uniformly at random, and
define the polynomial Pi via Lagrange interpolation from these t + 1 points.

The resulting distribution of shares and secrets remains identical to the previous hybrid, and
thus

ε6 = ε5
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Hybrid7 . In this hybrid, we modify how the proofs and the shares for CS1 are generated during
signing. We apply the fragmentary knowledge property of V3S to generate the view of the
adversary, as in Hybrid6 of the leaky DKG proof.

Specifically, for each honest user i, instead of sampling ri and (JriKj)jPCS1 and then computing
the proof πi, we:

1. Run (πi, (JriKj)jPCS1 , πiÑj) Ð SimProof(CS1) to generate the proof and the shares destined
for CS1.

2. Defer the sampling of the secret ri to round 3 of signing queries – after checking complaints,
then execute ri Ð SimSecret(πi).

This change is indistinguishable to the adversary. The V3S-fk security definition guarantees
that the joint distribution of the proof and the shares for any set of size t produced by SimProof

is computationally indistinguishable from those generated by the real V3S.Share. Furthermore,
SimSecret ensures that the secret ri sampled later is consistent with the proof πi revealed earlier.

Hence, there exists an adversary B4 against the V3S-fk security of V3S such that:

|ε7 ´ ε6| ď Qs ¨ N ¨AdvV3S-fk
B4

(1λ)

Hybrid8 . In this hybrid, we sample the matrices R that will be output by the random oracle
HR at the beginning of the game, and assert that they all verify ∥R∥2 ď BR.

This holds with overwhelming probability by our assumption on BR. Thus,

|ε8 ´ ε7| ď QHR ¨ pR

where pR = negl(λ) is the probability that a matrix R does not verify ∥R∥2 ď BR.

Hybrid9 . In this hybrid, we extract isotropic Gaussian samples from the secrets and noises
generated by SimSecret during key generation and signing queries, using Lemma 4.6.5.

Specifically, for each honest user i, during key generation we replace the sampling of si Ð

SimSecret(πi) by:

‚ Sample s1
i Ð DZn(k+ℓ),σ1

sk
.

‚ Sample s2
i Ð D

Zn(k+ℓ),
?

Σ1
sk,c where Σ1

sk is defined as in Lemma 4.6.5.

‚ Define si := s1
i + s2

i .

During signing queries, we replace the sampling of ri Ð SimSecret(πi) by:

‚ Sample r1
i Ð DZn(k+ℓ),σ1

r
.

‚ Sample r2
i Ð D

Zn(k+ℓ),
?

Σ1
r,c where Σ1

r is defined as in Lemma 4.6.5.

‚ Define ri := r1
i + r2

i .

This change is statistically close to the previous hybrid by Lemma 4.6.5, as our assumptions
on σ1

sk and σ1
r ensure that the conditions of the lemma are met. Indeed, the matrix Σ´1

sk =

σ´2
sk I + RJR

σ2
y

used during key generation verifies
∥∥∥Σ´1

sk

∥∥∥
2
ď 1

2σ12
sk

= σ´2
sk +

B2
R

σ2
y

by our assumption

σ1
sk ě

?
2η1

ε(Z
n(k+ℓ)), and similarly for Σr used during signing.

Thus,
|ε9 ´ ε8| ď (Qs + 1) ¨ N ¨ 8ε

where ε is the negligible parameter from the assumptions on σ1
sk and σ1

r.



4.6 security analysis of RB-Raccoon 91

Hybrid10 . In this hybrid, we aggregate the secrets s1
i and noises r1

i of 2t honest users during
key generation and signing queries.

Specifically, when round 3 of key generation is executed, we define a set HS1 of 2t honest
users and sample directly s1 :=

ř

iPHS1 s1
i from DZn(k+ℓ),

?
2t¨σ1

sk
, and we define in LeakyKeygen sHS =

ř

iPHS s2
i +

ř

iPHSzHS1 s1
i + s1.

During signing queries, when round 3 of signing is executed, we define a set HS1
i of 2t honest

users during the signing session and sample directly r1 :=
ř

iPHS1
i
r1

i from DZn(k+ℓ),
?

2t¨σ1
r
, and we

define in ShareSign3 rHS =
ř

iPHS r2
i +

ř

iPHSzHS1
i
r1

i + r1.
By the convolution lemma 4.6.4, the resulting distribution of secrets and noises remains statis-

tically close to the previous hybrid, as our assumptions on σ1
sk and σ1

r ensure that the conditions
of the lemma are met, i.e. σ1

sk ě η1
ε(Z

n(k+ℓ)) and σ1
r ě η1

ε(Z
n(k+ℓ)).

Thus,
|ε10 ´ ε9| ď (Qs + 1) ¨ N ¨ 8ε

where ε is the negligible parameter from the assumptions on σ1
sk and σ1

r.

Hybrid11 . In this hybrid, we choose the signing challenge c in ShareSign3 uniformly at random
from the set of possible challenges, instead of computing it as c Ð Hc(vk,msg, twsνw

). We then
program the random oracle Hc to return this value when queried on (vk,msg, twsνw

), and assert
that the same challenge is used in round 4.

This change is statistically close to the previous hybrid due to the min-entropy of twsνw
, en-

sured by Lemma 4.6.7 under our assumptions on σ1
r and νw.

Indeed, for each signing query, w is computed as w =
X[

A I
]
¨ rHS + c1

T

ν
for some c1, where

rHS contains a sample from D
Zn(k+ℓ),

?
|HS|¨σ1

r
independent of c1. And we are guaranteed that this w

will be used in round 4 as we have T ě 2t + 1 honest users using consistent shares of the same r
during signing. As

a

|HS| ¨ σ1
r ě

?
2t ¨ σ1

r ě 2n ¨ q
1

k+ℓ+
2

nℓ , we can apply Lemma 4.6.7 to obtain that
twsνw

has min-entropy at least n´ 1 with probability at least 1´ 2´n+1 over the choice of A. This
guarantees that the programming of Hc succeeds with probability at least 1´ (QHc + Qs)2´n+2

for each signing query.
We conclude that

|ε11 ´ ε10| ď Qs(QHc + Qs) ¨ 2´n+2

Hybrid12 . In this hybrid, in round 3, we compute the aggregated signature z = c ¨ s + r first,
and then recover w =

X[
A I

]
¨ z´ c ¨ b

T

ν
from it.

Recall that b is provided as auxiliary value by the LeakyKeygen during key generation.
This is perfectly indistinguishable from the previous hybrid, as the distribution of w remains

unchanged. Thus,
ε12 = ε11

Hybrid13 . In this hybrid, we guess in advance which output of HA will be used as matrix A in
the verification key vk, and replace it by a uniformly random matrix sampled from Rkˆℓ

q .
The chance of guessing correctly is 1

QHA
. Thus, we have:

ε13 ě
ε12

QHA

Hybrid14 . In this hybrid, we replace the verification key vk by the rounding of a uniformly
random vector b Ð Rk

q.
Observe that in Hybrid12, the public key is computed as vk = tA ¨ s1 + csν where s1 contains

a sample from D
Zn(k+ℓ),

?
|HS|¨σ1

sk
independent of c. Furthermore, the only other place where s1 is

used is in the computation of z = c ¨ s + r during signing queries, where s contains s1. We can
however see z as containing a hint c ¨ s1 + r1 on s1.
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Thus, there exists an adversary B5 against the Hint-MLWE problem with Qs hints of the form
c ¨ s1 + r1, such that:

|ε14 ´ ε13| ď AdvHint-MLWE
B5

(1λ)

conclusion. We finally show how we can build an efficient adversary B6 against the problem
SelfTargetMSISRq,k,ℓ+1,βstmsis

from any adversary A against Hybrid14. The proof is analogous to the
final step of the unforgeability proof of [DKMM+24, Lemma C.4], with adjustments to account
for the different rounding (c.f. Remark 3.6.1). Let B6 be given an instance of the SelfTargetMSIS

problem, i.e., a matrix M = [´b | A] P Rkˆ(ℓ+1)
q where b is its first column and A the remaining

ℓ columns. B6 sets the verification key vk = (A, bJ = tbsνb
) and simulates the signing challenger

for A. Whenever the random oracle Hc is invoked on an input (vk,msg, y), B6 queries its own
oracle G(2νw ¨ y mod q,msg) and returns the result as the challenge. Since the map y ÞÑ 2νw ¨

y mod q is injective over Zq, the random oracle is perfectly simulated. Furthermore, as the
challenger in Hybrid14 no longer uses the signing key, B6 can perfectly simulate the signing oracle
by using G instead of Hc when programming the challenges.

Upon A outputting a forgery (c˚, z˚, h˚) for a message msg˚, which must satisfy:

∥(z˚, 2νw ¨ h˚ mod q)∥2 ď β. (1)

Let y˚ = tA ¨ z˚ ´ 2νb ¨ c˚ ¨ bJsνw
+ h˚. Due to the simulation of the random oracle, we have

c˚ = G(2νw ¨ y˚ mod q,msg˚).
Writing 2νb ¨ bJ = b´ bK (mod q) with }bK}8 ď 2νb´1, and using the properties of rounding,

we have:

2νw ¨ y˚ mod q = 2νw
(
tA ¨ z˚ ´ c˚ ¨ (b´ bK)sνw

+ h˚
)

(mod q)

= A ¨ z˚ ´ c˚ ¨ (b´ bK) + 2νw ¨ h˚ + δw (mod q)

= M ¨

[
c˚

z˚

]
+ c˚ ¨ bK + 2νw ¨ h˚ + δw (mod q)

= [M | I] ¨ zsol (mod q)

where zsol = (c˚, z˚, c˚ ¨ bK + 2νw ¨ h˚ + δw)J and }δw}8 ď 2νw´1. Finally, since c˚ is the first
entry of zsol, B6 outputs (zsol,msg˚). One can check that ∥zsol∥2 ď βstmsis = β +

?
ω + (ω ¨

2νb´1 + 2νw´1) ¨
?

nk following the definition of βstmsis in theorem 4.6.3. Thus, (zsol,msg˚) is a
valid solution to the SelfTargetMSIS problem.

We conclude that:
ε14 ď AdvSelfTargetMSIS

B6
(1λ)

We obtain the final bound by summing all the bounds between hybrids.

4.6.3 Robustness

We now prove the robustness of RB-Raccoon in the synchronous setting. We reuse the parameter
constraints from the unforgeability section, and add new ones on the bounds checked in the
scheme to ensure that signatures produced are valid:

‚ We define Bsk and Br the bounds guaranteed by the V3S soundness (even against malicious
adversaries) respectively on the partial secrets during key generation and on the partial
noises during signing.

‚ Assume that νb, νw verify the conditions of Lemma 3.7.4.

‚ We assume that β ě ω ¨ (T ¨ Bsk + τ ¨
?

N ´ t ¨ σsk) + (T ¨ Br + τ ¨
?

T´ t ¨ σr) +
?

nk(3 ¨ 2νw´1 +

ω ¨ 2νb´1), where τ verifies
(

τ ě 1 + λ log 2
3d

)
or alternatively

(
τ ě 1 +

b

4 λ log 2
d

)
.
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Theorem 4.6.8. Under the parameter constraints above, RB-Raccoon is TS-RB secure in the random
oracle model.

Formally, for any adversary A against the TS-RB security of RB-Raccoon making at most Qs signing
queries, there exists an adversary B1 against the V3S-sound security of V3S, an adversary B2 against the
EUF-CMA security of SIG, and an adversary B3 against the V3S-fk security of V3S such that:

AdvTS-RB
A (λ) ď δ(1λ) + AdvV3S-sound

B1
(1λ) + AdvEUF-CMA

B2
(1λ)

+ Qs ¨ N ¨AdvV3S-fk
B3

(1λ) + (1 + Qs) ¨ (N ¨ 8ε + 2´λ)

+ Qs ¨ N ¨ t ¨ (1´ p1) + Qs ¨ N ¨ (1´ p2)

where p1, p2 are the probabilities of success of SIG and V3S respectively, and δ(1λ) is negligible and defined
in Lemma 4.6.1.

Proof. We first recall a useful lemma.

Lemma 4.6.9 (Lemma 4.4 in [Lyu12], extended). For any τ ą 1 and any lattice Λ Ď Rd,

P
[
∥z∥ ą τσ

?
d; z Ð DΛ,σ

]
ď Cd. (2)

where C = τ ¨ e
1
2 (1´τ2) ă 1. As a corollary, if

(
τ ě 1 + λ log 2

3d

)
or if

(
τ ě 1 +

b

4 λ log 2
d

)
, we note that

Cd ď 2´λ.

We proceed via a sequence of hybrids, starting from the real TS-RB game and ending at a
game where the adversary cannot prevent honest users from producing valid signatures.

Hybrid1 . This hybrid corresponds to the real TS-RB game from Fig. 4.2.

Hybrid2 to Hybrid3 . In these hybrids, we apply the same reasoning as in Hybrid2 to Hybrid3 of
the unforgeability proof to ensure that the contributions of corrupted parties are valid sharings,
and that no complaint against honest users is raised or accepted.

We conclude that there exist adversaries B1,B2 against respectively the V3S-sound and EUF-CMA

problems, and overwhelming probabilities 1´ p1, 1´ p2 – corresponding to the correctness of the
signature scheme and of the V3S– such that

|ε4 ´ ε1| ďAdv
V3S-sound
B1

(1λ) + Qs ¨ N ¨ t ¨ (1´ p1)

+ AdvEUF-CMA
B2

(1λ) + Qs ¨ N ¨ (1´ p2)

Hybrid4 . In this hybrid, we replace the key generation protocol by the leaky DKG from Fig. 4.15,
using the simulators SimDKG1 and SimDKG2 defined in the proof of the leaky DKG Lemma 4.6.1.
We further add an assertion that key generation succeeds, i.e. that vk ‰ K in Gamedkg-leaky game.

Lemma 4.6.1 guarantees that replacing the key generation protocol by the leaky DKG intro-
duces a distinguishing advantage at most δ(1λ). Furthermore, the probability that key generation
fails is bounded by δ(1λ) by the same lemma. Thus,

|ε4 ´ ε3| ď 2 ¨ δ(1λ)

where δ(1λ) is defined in Lemma 4.6.1.

Hybrid5 . In this hybrid, we aggregate the secrets and noises of honest users during key gener-
ation and signing queries, as in Hybrid10 of the unforgeability proof.

By the convolution lemma 4.6.4, the resulting distribution of secrets and noises remains statis-
tically close to the previous hybrid, as our assumptions on σ1

sk and σ1
r ensure that the conditions

of the lemma are met, i.e. σsk ě σ1
sk ě η1

ε(Z
n(k+ℓ)) and σr ě σ1

r ě η1
ε(Z

n(k+ℓ)).
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Thus,
|ε5 ´ ε4| ď (Qs + 1) ¨ N ¨ 8ε

where ε is the negligible parameter from the assumptions on σ1
sk and σ1

r.

conclusion. We now evaluate the probability of success of an adversary in Hybrid5. At this
point, the only way for the adversary to win is to prevent the signing protocol from producing a
valid signature.

However, since T ě 3t + 1, there are at least 2t + 1 honest users during signing queries using
consistent shares of the same r and s (guaranteed by the previous hybrids), so the protocol will
always produce a z, ¨ = c ¨ s+ r where s and r are consistent with the shares of honest parties, and
c = Hc(vk,msg, twsνw

) with w =
X[

A I
]
¨ r
T

νw
. It remains to check that the signature (c, z(1),h)

derived from these values is valid.
By the previous hybrids, we know that the secret and noise used during signing contain at

most t contributions from corrupted users that are in the set of valid secrets and noises of the
V3S scheme, and that the contribution of honest users is sampled as a Gaussian.

Hence, we deduce that s and r have a two norm bounded by T ¨ Bsk + τ ¨
?

N ´ t ¨ σsk and
T ¨ Br + τ ¨

?
T´ t ¨ σr respectively, with overwhelming probability 1´ (1 + Qs) ¨ 2´λ by Lemma

4.6.9.
Since the challenge c has a Hamming weight bounded by ω, we have that ∥z∥2 ď ω ¨ ∥s∥2 +

∥r∥2. Thus, we have that z satisfies ∥z∥8 ď Bz := ω ¨ (T ¨ Bsk + τ ¨
?

N ´ t ¨ σsk) + (T ¨ Br + τ ¨
?

T´ t ¨ σr) with overwhelming probability.
Then, we apply Lemma 3.7.4 to bound (z(1), 2νw ¨ h):∥∥∥(z(1), 2νw ¨ h)

∥∥∥
2
ď ∥z∥2 +

∥∥∥2νw ¨ h´ z(2)
∥∥∥

2

ď Bz +
?

nk(3 ¨ 2νw´1 + ω ¨ 2νb´1)

This concludes the proof as we assume that β is larger than the above bound, ensuring that the
signature is valid with overwhelming probability.

4.7 parameter selection and instantiation

We now move on to instantiating our constructions. The main component required is a proper
distribution of matrices R verifying property G from Definition 4.4.5. We chose to leverage
matrices R P t0,˘1u256ˆ2n where each coefficient of R is 0 with probability 1/2, and ˘1 with
probability 1/4. They have strong distribution properties, and have been already successfully
applied in [GHL22; Ngu22]. We denote this distribution χR. We will rely on Lemmas 4.7.1
to 4.7.3.

Lemma 4.7.1 (Large Norm Detection, Lemma 3.2.5 from [Ngu22]). Fix n, q P N, and a bound
b ď q/(41n(k + ℓ)), and let s P [˘q/2]n(k+ℓ), with }s}2 ě b. Let y P [˘q/2]256. Then we have
PrRÐχR

[
}R ¨ s + y mod q}2 ă 1

2 b
?

26
]
ă 2´128.

Lemma 4.7.2 (separation). Fix n, q P N, and (s, y) ‰ (s1, y1) P [˘q/2]n(k+ℓ)+256. Then we have
PrRÐχR [R ¨ s + y = R ¨ s1 + y1 mod q] ď 2´256.

Lemma 4.7.3 (small spectral norm). Fix n, q P N and R P t0,˘1u256ˆn(k+ℓ). }RJR}2 ď 256 ¨ n(k +
ℓ). For fixed values of n, k, ℓ, we can obtain better average bounds. For n(k + ℓ) = 4096,

Pr
RÐχR

[
}RJR}2 ă 20096

]
ě 1´ 2´142
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Proof of Lemma 4.7.2. ‚ Case 1: s = s1 and y ‰ y1.

Then, (Rs1 + y1)´ (Rs + y1) = (y´ y1) ‰ 0 mod q.

Equality never happens in that case.

‚ Case 2: s ‰ s1. Note i such that si ‰ s1
i.

Then, for each line rj of R, we have

xrj, sy = xrj, s1y mod q

ðñ rj,i(si ´ s1
i) =

ÿ

i1‰i

rj,i1(s1
i1 ´ si1) mod q

The term on the left is independent of the term on the right, and since si ´ s1
i ‰ 0, the above

equality happens for at most one of rj,i P t0,˘1u. Hence, it happens with probability at
most 1/2.

Thus the probability that all the coefficients xrj, sy are equal to xrj, s1y is at most 2´256.

Proof of Lemma 4.7.3. We want to evaluate }RJR}2 = }RRJ}2. For j P [256], let us note rj the i-th
row of Ri.

We have RRJ = (xrj, rky)j,kP[256]. Since RRJ is symmetric, its largest eigenvalue is also its
spectral norm. For any j, k P [256], we have |xrj, rjy| ď n(k + ℓ). Therefore via Gershgorin’s disc
theorem, }RRJ}2 ď 256 ¨ n(k + ℓ).

As noted in the theorem’s statement this analysis is very coarse, and when fixing n we can
perform a more refined average analysis.

One method is to bound
ř

jP[256]^j‰i0 |xri0 , rjy| with overwhelming probability for any i0. We
observe that when ri0 is fixed, the worse case is for ri0 having no zero coordinate. We can actually
prove that the distribution of

ř

jP[256]^j‰i0 |xri0 , rjy| conditioned on the number of zeros k in ri0
only disperses toward higher value when k increases. It is thus sufficient to overwhelmingly
bound

ř

j‰i0 |x1, rjy|.
The latter is easier to perform as it is a sum of independent variables. For n = 2048, a software

evaluation of the distribution
ř

j‰i0 |x1, rjy| using the security scripts for Kyber4 tells us that it is
lower than 16000 with probability at least 1´ 2´142. It follows with Gershgorin’s disc theorem
that }RiRJ

i }2 ď 16000 + n(k + ℓ) = 20096 with overwhelming probability.

4.7.1 Robust Encoding of Signatures

So far RB-Raccoon has been described with mathematical objects, and we have not discussed how
to encode signatures and public keys in a compact way. While public keys can simply be encoded
as a byte array for the seed component, and a value in [0, rq/2νb s]nk for the bJ component, it is
less clear how to encode signatures while leveraging the smaller size of (z(1), h) compared to the
modulus q.
Raccoon [dEKM+23] reused the encoding proposed in Falcon [PFHK+22] to leverage the Gaus-

sian distribution of z(1) and encode it with a Huffman-style code: they encode each coefficient
of z(1) in two parts, the ν least significant bits are encoding using ν bits, while the remaining
most significant bits are encoded using a unary code, e.g. the value 0 is encoded as 0, the value
1 is encoded as 10, etc. The sign of each coefficient is encoded on a separate bit. This encoding
produces signatures with size close to the Shannon entropy of the distribution of z(1). Formally,
for a coefficient zi of z(1) such that |zi| = 2νh + l with l P [0, 2ν), we encode zi as the concate-
nation of the unary encoding of h (denoted EncodeUnary(h)), the ν-bit encoding of l (denoted

4 https://github.com/pq-crystals/security-estimates

https://github.com/pq-crystals/security-estimates
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EncodeBitsν(l)), and a bit for the sign of zi. We show in Fig. 4.17 a visual representation of this
encoding.

For the hint h, we simply encode each coefficient with the unary encoding of its absolute value,
and a bit for its sign. This is sufficient to achieve a compact encoding of h as well since it is a
rounded value of w and thus has a small magnitude.

Coefficient zi

Split

Low Bits (l)
|zi| mod 2ν

Fixed Length
ν bits

High Bits (h)
t|zi|/2νu

Unary Code
1h0

Sign Bit (s)
0 (+) / 1 (´)

Fixed
1 bit

Encoded Bitstream
...| 01 110 1 | 11 0 0 | 00 0 | ...

Appended if
|zi| ą 0

Figure 4.17: Falcon-style encoding visualization. The ν low bits are encoded first, followed by the high
bits encoded in unary. The sign bit is only appended if the combined value is non-zero (i.e.,
at least one low or high bit is set).

We leverage the same encoding in this work, however since we want to achieve robustness, we
need to tackle the case where (z(1), h) is not distributed according to the expected distribution,
e.g. due to the contributions of malicious signers. To this end, we upper-bound the length of the
encoding of (z(1), h) in relation to their proven two norms.

Lemma 4.7.4. Let z(1) P Rℓ
q be such that

∥∥∥z(1)
∥∥∥ ď β, then the encoding of z(1) with the Huffman-style

code with cutoff ν described above has size at most nℓ ¨ (ν + 2) +
?

nℓβ/2ν bits.

Proof. First, there will be at most nℓ ¨ (ν + 1) bits for the ν least significant bits and the sign of
each coefficient.

Second, we can see that the length of the unary encoding of h is of length exactly h + 1 ď
|zi|/2ν + 1. Thus, the total length of the unary encoding of all coefficients of z(1) is at most
řnℓ

i=1(|z
(1)
i |/2ν + 1) ď nℓ+

?
nℓβ/2ν by the Cauchy-Schwarz inequality.

Lemma 4.7.5. Let z(1) P Rℓ
q and z(2) P Rk

q such that
∥∥∥z(2)

∥∥∥ ď β. Let h = w ´ u, where we define

w =
Y

A ¨ z(1) + z(2) ´ c ¨ b
U

νw
and u =

Y

A ¨ z(1) ´ 2νb ¨ c ¨ bJ

U

νw
, then the unary encoding and the sign

of h has size at most nk ¨ (1 + 3/2) + nk ¨ (β + ω ¨
?

nk2νb´1)/2νw bits.

Proof. By Lemma 3.7.3, we have ∥h∥ = ∥w´ u∥ ď ∥δ∥/2νw +
?

nk ¨ 3/2, where δ = z(2) ´ c ¨ b +

2νb ¨ c ¨ bJ.
By the triangle inequality and Lemma 3.7.1, we deduce ∥δ∥ ď β + ω ¨

?
nk2νb´1.
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With the same reasoning as in Lemma 4.7.4, we can upper bound the size of the encoding of h
by upper bounding its norm one. It is thus bounded by:

nk ¨ (1 + 3/2) +
?

nk ¨ (β + ω ¨
?

nk2νb´1)/2νw

Remark 4.7.6. The above formulas do not leverage the potential absence of the sign bit, which is
only appended if |zi| ą 0. In practice, this can lead to a significant reduction of the signature size,
especially when ν is large and reduces most of the coefficients to zero.

4.7.2 Parameter Selection for RB-Raccoon

Parameter selection for RB-Raccoon is quite involved since we need to take into account the leak-
age from the V3S, as well as the slack in the norm bound it proves. Note that a parameter set
defined for a threshold T also supports any 1 ď T1 ď T with the same security and verifica-
tion procedure. We thus limit our analysis to an upper bound T on the size of the signing set
supported. It is achieved by increasing σsk and σp by a factor

?
T/T1.

Recall we require that the number of corrupted users t verifies 3t + 1 ď T (c.f. Section 4.6.2).
For simplicity, we require that 3t + 1 = T, as this maximizes the number of corrupted users
tolerated for a given T.

robustness. Let us first consider the robustness constraints. As per Section 4.6.3, we need to
ensure that β ě ω ¨ (T ¨ Bsk + τ ¨

?
N ´ t ¨ σsk) + (T ¨ Br + τ ¨

?
T´ t ¨ σr) +

?
nk(3 ¨ 2νw´1 +ω ¨ 2νb´1),

where Bsk and Br are the bounds guaranteed by the V3S soundness. We wish to evaluate Bsk and
Br.

Lemma 4.7.1 tells us that
?

26
2 }ri} ď }vi} with overwhelming probability for vi = Ri ¨ ri + yi the

value revealed in the V3S. On the other hand, [Ngu22, Lemma 3.2.4] tells us:

}vi} ď }Ri ¨ ri + yi} ď
?

337 ¨ }ri}+ }yi}, (3)

where τ is a value such that PxÐD256
σr

[
}x} ě τσr

?
256
]
ď 2´128, here τ ď 1.4. If we set σy =

?
337 ¨ σr and note SlackV3S = τ

?
337 2?

26
« 10, our V3S proves:

}ri} ď Br := SlackV3S ¨ (σr

b

(k + ℓ) n) (4)

There is a gap SlackV3S between the expected norm of ri, which is σr
a

(k + ℓ) n, and the norm that
is actually proven, which is the one in Eq. (4). While SlackV3S is constant due to the lemmas we
use, increasing the security parameter λ will also increase SlackV3S. In order to have robustness,
we need to use the latter norm in our verification procedure.

Similarly for the secret keys, we set:

}si} ď Bsk := SlackV3S ¨ (σsk

b

(k + ℓ) n) (5)

unforgeability. Now, for the unforgeability to hold, we need to take into account the leakage
from the V3S on the perturbations ri and secrets si. Recall as per the discussion in Section 4.6.2,
the unforgeability of RB-Raccoon relies on the hardness of the Hint-MLWERq,k,ℓ,Qs,

?
2tσ1

sk,
?

2tσ1
r ,C and

SelfTargetMSISRq,k,ℓ+1,βstmsis
problems, where σ1

sk and σ1
r are the usable parts of the secrets and

perturbations after leakage from the V3S.

We have σ1´2
sk := 2 ¨

(
σ´2
sk +

B2
R

σ2
y

)
and σ1´2

r := 2 ¨
(

σ´2
r +

B2
R

σ12
y

)
for B2

R the spectral norm of RJ
i Ri.
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According to Lemma 4.7.3, for n(k + ℓ) = 4096, we have }RJ
i Ri}2 ă 20096 with overwhelming

probability. Combining this with the above definition of σ1
r and the fact that σy =

?
337 ¨ σr, the

usable part of perturbations ri for n(k + ℓ) = 4096 has a standard deviation σ1
r = Θ(σr) since:

σ1
r :=

(
σ´2

r + σ´2
y ¨ 20096

)´1/2
«

c

337
20096

¨ σr «
1
?

60
¨ σr (6)

Similarly, we have σ1
sk «

1?
60
¨ σsk.

4.7.3 Selected Parameter Sets

We rely on the lattice estimator [APS15] – an open-source tool available at https://github.com/
malb/lattice-estimator – for estimating the concrete hardness of Hint-MLWE, relying on the re-
duction from Hint-MLWE to MLWE from Theorem 3.2.12, and for estimating the concrete hardness
of SelfTargetMSIS.

As explained in Section 3.2.3, we evaluate the hardness of SelfTargetMSIS based on the best
known attacks, which are either to break the second preimage resistance of the underlying hash
function, or to solve an instance of the (inhomogeneous) MSIS problem.

We select parameters so that both problems offer at least 128 bits of security.

Remark 4.7.7. We choose qV3S ą q for use in each V3S such that b ď qV3S/(41n(k + ℓ)), with b the
bound on the norms of secrets and perturbations used in the V3S.

We provide signature sizes using the robust encoding described in Section 4.7.1, selecting the
ν parameter to minimize the signature size. We express the communication cost per party in
round 1 as a function of T. It increases linearly with T as our V3S broadcasts an entire sharing.
The total communication cost of our protocol hence evolves quadratically with T.

Level Qs q n k ℓ σsk σr νb νw |vk| |sig| Hint-MLWE SelfTargetMSIS comm. per party
C/Q C/Q rnd1 rnd3 rnd4

I 259 249
256 8 9 214 229

31 39 4.6 14.8 121/106 117/103 34T 12.5 15.1

Table 4.1: Parameter sets for RB-Raccoon up to T = 1024 parties. We select ω = 19 as in the original
Raccoon scheme [dEKM+23]. All sizes are in kilobytes (kB). We indicate the core-SVP hardness
of Hint-MLWE and SelfTargetMSIS, a metric which ignores several polynomial factors. We also
give approximate communication cost per participant in each round of key generation and
threshold signature, excluding authentication of broadcast communication. Note that round 4

happens only for signature generation.

https://github.com/malb/lattice-estimator
https://github.com/malb/lattice-estimator


5 S H O R T S E C R E T S H A R I N G S A N D E F F I C I E N T
I D E N T I F I A B L E A B O R T S

While robustness is a property of interest, it can be costly to achieve. It requires an honest majority
of signing parties, which weakens the security guarantees of the scheme. The construction we
presented in the previous chapter to match the most compact lattice-based threshold signatures
also requires a synchronous setting with broadcast even for unforgeability, and incurs communi-
cation linear in T for each signing party, which can be prohibitive when T is large.

In some applications, rather than achieving robustness, it can be acceptable to abort the signing
process when some parties misbehave, and follow such an event with a procedure that identifies
the misbehaving parties, which can for instance then be excluded from future signing sessions.
This leads to the notion of identifiable aborts (IA) in threshold signature schemes, which we study
in this chapter.

We introduce simple yet efficient lattice-based threshold signatures with identifiable aborts, se-
cure under the MLWE assumption. Central to our construction are novel Distributed Key Genera-
tion with Short Shares (sDKG) protocols over lattices, ensuring short shares, small reconstruction
coefficients, and linear evaluation of honest shares. This uniquely realizes the “threshold de-
signer’s dream”: signature shares double as valid signatures under the corresponding secret key shares.
With two concrete instantiations (replicated and Vandermonde secret sharings), our schemes
match TRaccoon (del Pino et al., EUROCRYPT 2024)’s compact „10kB signature size.

5.1 introduction

While the baseline security notion for threshold signature schemes is unforgeability, practical
applications often require stronger guarantees. The approach studied in Chapter 4 is robustness:
the protocol must output a valid signature even in the presence of malicious parties, at the
cost of requiring an honest majority and significant communication overhead. An alternative is
identifiable aborts (IA): when the protocol fails, it identifies the misbehaving parties, allowing their
exclusion from future runs. IA provides a strong deterrent against misbehavior and allows the
system to recover over time. In practice, schemes achieving IA are typically more efficient than
robust schemes, and they do not require an honest majority.

As surveyed in Section 3.5, classical threshold schemes like FROST [KG20] or Sparkle [CKM23]
(for Schnorr) naturally support identifiable aborts due to their algebraic structure. In these set-
tings, partial signatures are essentially valid signatures for the corresponding key shares. How-
ever, achieving this property in the lattice setting is non-trivial: for security reasons, partial
signatures are typically uniformly distributed in a large space, while valid signatures must be
short, preventing individual verification. TRaccoon [DKMM+24] (Fig. 3.8) relies on fresh zero-
shares masking for each signing, making it impossible to verify the validity of partial signatures
without proving the correctness of the masking, which is a complex task. [CTZ24] replaces the
zero-shares masking with a linear secret sharing scheme with small reconstruction coefficients,
although at the cost of larger parameters. However, since the shares are still uniformly dis-
tributed, partial signatures remain large and one cannot simply verify their validity with the
usual signature verification algorithm.

The line of work exploiting (fully) homomorphic encryption [ASY22; GKS24; GHKS+25] in the
lattice setting suggests achieving IA by adding relatively straightforward Non-Interactive Zero-
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Knowledge (NIZKs) proofs to prove the well-formedness of encrypted values, but this approach
remains quite inefficient for real-world applications.

More recently, in an independent work [PKNR+25], we proposed a mechanism for identi-
fying aborts in the TRaccoon signature scheme using zero-knowledge proofs, while avoiding
proving correct PRF evaluations for the zero-share masking. Although more efficient than the
homomorphic encryption approach, it still relies on complex cryptographic machinery and in-
curs significant overhead. [PKNR+25] preserves the original TRaccoon design and introduces a
deferred abort identification relying on cryptographic zero-knowledge proofs rather than simple
non-interactive partial signature verification. That construction may scale to larger thresholds than
the one presented in this chapter, but it comes at the cost of an additional interactive protocol,
increased communication (about 60 + 6T additional kB per party) and complex implementation.
Additionally, it seems hard to distribute its key generation due to the need for commitments on
secret shares, while this is built into the solution presented in this thesis.

5.1.1 Our Contributions

In this chapter, we address the challenge of constructing efficient threshold signatures with identi-
fiable aborts, notably without resorting to Non-Interactive Zero-Knowledge proofs (NIZKs). We
propose an elegantly simple solution, consisting in this design rationale:

“Signature shares are valid signatures for their corresponding key shares”.

This inherent property makes honesty verification essentially free by simply validating individ-
ual shares against the respective public key share. It is satisfied by the classical Schnorr-based thresh-
old signatures Sparkle [CKM23] and FROST [KG20]; however, it was not clear how to achieve
this property in the lattice setting, where valid signatures must be short whereas the shares and
thus partial signatures are typically uniformly distributed over the full space. To formalize this,
our framework requires a secret sharing/key generation with three critical properties:

1. The output must consist of short shares.

2. The reconstruction coefficients must be small.

3. It must enable functional evaluation over the honest shares.

In particular, this provides a general framework for generating secret sharing schemes with
short shares, a critical feature for applications such as lattice trapdoor sampling and advanced
properties like Identifiable Aborts (IA), where the shortness property is paramount. Our scheme
notably provides more comprehensive properties than approaches based on linear secret sharing
with small reconstruction coefficients alone (e.g., [CTZ24]), which achieve only small reconstruc-
tion coefficients. We achieve both short shares and small reconstruction coefficients. As such, we
showcase this construction in the context of lattice-based threshold signature schemes (TSS) with iden-
tifiable aborts (IA), where the shortness of shares in turn enables the generation of short partial
signatures, which are valid signatures for the corresponding public key shares. Crucially, our
methodology circumvents the need for cumbersome cryptographic machinery such as general
multiparty computation (MPC), NIZKs, or homomorphic encryption (HE). To our knowledge,
this work introduces the most efficient lattice-based TSS with IA. We instantiate this framework in
two ways:

1. The first construction uses replicated secret sharing and demonstrates efficiency for small
values of N and T (typically, N ď 16). It has the advantage of being conceptually simple,
and will serve as a stepping stone to understand our second construction. Additionally, we
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will see in Chapter 6 that this construction appears as the most fit for rejection-sampling
based TSS.

2. The second construction, based on Vandermonde sharing, can scale to larger values of N
and T (e.g., N ď 64) while maintaining short shares and small reconstruction coefficients.
It produces shares with larger norms than the replicated scheme for small N and T, but
this is offset by the noise flooding technique we employ for signature generation, which
employs noise much larger than the share size.

5.2 technical overview

5.2.1 From Noise-Flooding to Identifiable Aborts

Noise-flooding-based threshold signatures, exemplified by TRaccoon [DKMM+24] and our ro-
bust construction in Chapter 4, use Shamir’s secret sharing to support T-out-of-N thresholds
with practical efficiency. However, both suffer from fundamental limitations for identifiable
aborts: TRaccoon uses Shamir sharing combined with zero-shares to randomize partial signa-
tures for security, making them effectively uniformly distributed and preventing individual veri-
fication. Our robust construction in Chapter 4 removes the zero-shares to enable robust signing,
but still relies on Shamir sharing, which results in large Lagrange reconstruction coefficients that
prevent individual verification of partial signatures, and relies on a Verifiable Secret Sharing in
the super-majority setting (T ě 3t + 1) to detect misbehavior.

In this chapter, we overcome both limitations by introducing an alternative approach to build
threshold signatures from the Raccoon signature scheme that enables identifiable aborts. The
key idea is to use alternative secret sharing mechanisms where both shares and reconstruction
coefficients remain small, allowing us to verify partial signatures under individual key shares and
immediately detect misbehavior. As illustrated in Fig. 5.1, the choice of secret sharing mechanism
for both the secret key and the signing noise determines which properties can be achieved.
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Figure 5.1: Concurrent T-out-of-N threshold Fiat-Shamir signatures on lattices classified by whether their
secret and noise are shared using either short secret sharing or Shamir secret sharing. The
choice of secret sharing for the secret key and the noise has a significant impact on the resulting
properties.

5.2.2 Warm-up: N-out-of-N TSS with Additive Sharing

To build intuition, we first consider the simplest case: an N-out-of-N threshold scheme using
additive secret sharing. Individual key pairs (si, bi) are generated for each party i P [N], where si
is sampled from a discrete Gaussian. These are aggregated to form the global keys: s =

ř

iP[N] si

and b =
Y

ř

iP[N] bi

U

νb
.
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To sign a message msg, parties generate individual commitments wi =
[
A I

]
¨ ri in parallel,

aggregate them into w =
Y

ř

iP[N] wi

U

νw
, derive a common challenge c = Hc(vk,msg, w), and

compute individual responses zi = c ¨ si + ri where ri is some local signing randomness. By
linearity, the final signature is (c, z =

ř

iP[N] zi, h).
The key observation enabling IA is that each partial signature zi can be verified as a valid sig-

nature under the individual keypair (si, bi). Misbehavior is immediately detectable by running
the usual signature verification on these partial contributions. This is possible because both the
shares si and reconstruction coefficients (all equal to 1) are small, ensuring zi remains small, and
transitively the aggregated signature z is also small.

While efficient, this construction is limited to the N-out-of-N setting. The challenge is to extend
it to T-out-of-N while preserving the IA property—which requires maintaining shortness of both
shares and reconstruction coefficients.

5.2.3 Two T-out-of-N TSS Constructions from Short Secret-Sharing

With Replicated Secret Sharing.

A first way to circumvent this issue is through (additive) T-out-of-N replicated secret sharing.
Introduced in [ISN87], multiple threshold schemes have used replicated secret sharing due to its
purely additive structure. To our knowledge, the threshold decryption scheme of [BD10] is the
only previous scheme that used replicated secret sharing with small shares; it is, however, worth
noting that additional difficulties arise when considering signatures rather than decryption since
adding small shares can reveal secret information. Each user i knows a tuple of short secrets
(si

1, . . . , si
n) such that: (i) any set S of T users can reconstruct the secret s as a subset-sum of

the secrets (si
j)jPS,iP[n], and (ii) no set of less than T users can reconstruct s. Given such a secret

sharing and a function F that maps sets of T users to the appropriate subset of partial secrets
(i.e., F (S, i) = ti1, . . . , iku corresponds to the indices that party i P S adds to the subset sum to
recover s), one can bootstrap our previous construction into a T-out-of-N TSS by replacing si
with si =

ř

jPF (S,i) si
j.

Such a suitable secret sharing can be constructed with ( N
T´1) secrets in total, and this number

is optimal. While it may seem prohibitive, our construction is very efficient for small parameters,
such as N = 16. Indeed, while the computational complexity of the signature is linear in the
number of secrets, the public key is unchanged, and the secret keys can be compressed using
seeds and trees. Perhaps counterintuitively, adding up to ( N

T´1) secrets to constructing the partial
verification key si has virtually no impact on the signature size. This is thanks to our use of the
Hint-MLWE assumption allowing us to largely decorrelate the signature size from the secret key
size when setting parameters.

With Vandermonde Secret Sharing.

Our second approach adapts the secret sharing from [DDB95] to produce short shares. This
sharing is essentially an algorithmic interpretation of Vandermonde’s identity and based on the
same combinatorial decomposition which states that for 0 ď b ď N:(

N
T

)
=

T
ÿ

k=0

(
b
k

)
¨

(
N ´ b
T´ k

)
(1)

Intuitively, this means that for any set of T signing parties among N parties, when we split the
set of parties into two halves (taking b = tN/2u to minimize complexity), one half will have k
signing parties for some 0 ď k ď T, while the other half will have exactly T ´ k signing parties.
Thus, the core idea of this sharing is, for each possible 0 ď k ď T, to share the secret x into two



5.2 technical overview 103

sub-secrets x0 and x1 s.t. x0 + x1 = x, one for each half, with thresholds k and T´ k respectively,
and recursively share these sub-secrets within each half. The base case T = 1 is trivial as we
can duplicate the secret among all parties. The possibility to reconstruct the secret given the
shares of any T users follows from the existence of an appropriate k at each step, while security
is guaranteed by the fact that either x0 or x1 will be shared among less corrupted parties than
its supported threshold (to corrupt both secrets the adversary would need to corrupt at least
k + (T´ k) = T parties).

This sharing can be made short by sampling the sub-secrets from a discrete Gaussian distribu-
tion. Interestingly, this sharing can efficiently scale to larger values of N and T, and support up
to N = 64 parties with reasonable parameters.

Remark 5.2.1. The preprint version of this work contained another construction based on ramp
secret sharing and scaling to high thresholds. This construction has been replaced by Vander-
monde secret sharing in this version, as it achieves the standard notion of security while still
scaling well. We refer the interested reader to the full version of the paper [dENP25] for details.

5.2.4 Abstracting the Requirements: Short DKG with Leaks

Both solutions require a secret sharing scheme with specific properties, modelable as an enhanced
Distributed Key Generation (DKG) protocol. To ensure the IA property and security, shares must re-
main short and reconstruction coefficients small. Linear evaluation over honest shares is crucial for
functional correctness, and the secret must be protected despite statistical leaks from corrupted
shares. In the interest of generality, we wish to abstract these requirements into generic DKG

properties that are sufficient to build T-out-of-N TSS with IA, and can be of independent interest
for other applications.

Simulation-based security notions require that the execution of the DKG protocol can be sim-
ulated from the output of a trusted dealer. However, this requires gaining access to corrupted
shares in the simulation, which is costly to achieve in the dishonest majority setting. Moreover,
short shares inherently leak information about the secret, and we won’t be able to prove that the
reconstructed secret is as secure as if it was generated by a trusted dealer. The other approach
is to always consider the security of both the key generation and signing together, however this
approach is inflexible and requires re-proving security for each new DKG.

Instead, we introduce a weaker security notion tailored to lattice-based constructions, captur-
ing the security requirements on the keypair and the shortness of shares. First, the public key
must be pseudo-random despite leaks from corrupted shares. Further, TSS building on noise-
flooding signatures partially leak the secret through their partial signatures. While schemes with
a trusted setup such as TRaccoon can handle this leak directly by expressing signatures as a
function of the secret key and corrupted shares, this is not possible in our setting as the se-
cret key itself and corrupted shares are not known during simulation. Instead, we introduce
an extension for functional evaluation with partial leakage, leveraging the fragmentary knowledge
property introduced in Chapter 4 for Verifiable Short Secret Sharing schemes. At a high level,
this property captures the leakage coming from producing leaky signatures over honest shares,
and ensures public key security despite small leakages. Both together, this allows to reduce the
security of noise-flooding-based TSS to standard lattice assumptions relying on uniformity such
as SelfTargetMSIS. Identifiable aborts compatibility is then obtained by providing a mechanism
to detect malicious parties when the DKG fails, and when it succeeds by guaranteeing the con-
sistency and shortness of honest shares. We coin this key generation protocol Distributed Key
Generation with Short Shares, or sDKG (see Section 5.4).
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5.3 preliminaries

We reuse the notations from Chapter 3 and additionally introduce new notations for dictionaries,
specific to this chapter, and for abort identification within Threshold Signature Schemes.

5.3.1 Dictionaries

We recall that a dictionary, or associative array, is a collection of ordered (key, value) pairs with
unique keys. We denote t:u the empty dictionary, and Dict[k] the value of Dict corresponding
to the key k. We note Dict1 Y Dict2 the union of two dictionaries. When a key k is present in
both Dict1 and Dict2 and Dict1[k],Dict2[k] are either both sets or both dictionaries, the new value
(Dict1 YDict2)[k] sets as Dict1[k]YDict2[k].

5.3.2 Abort Identification in Threshold Signature Schemes

We extend the syntax of threshold signatures to support abort identification (IA). We adapt
the notion from [RRJS+22] – targeting partially non-interactive signatures – to the multi round
setting. We add new algorithm KGIdentifyAbort, IdentifyAbort that allows to identify misbehaving
users based on their contributions respectively during key generation and signing.

KGIdentifyAbort((pmr)rP[RKG]) Ñ P : takes as input contributions (pmr)rP[RKG] from each key gen-
eration round. It outputs a set of users P Ď [N] identified as misbehaving during key
generation.

IdentifyAbort(vk, aux, act,msg, (pmr)rP[Rsig]) Ñ P : takes as input a verification key vk, auxiliary
information aux, a signer set act, a message msg and a tuple of contributions (pmr)rP[Rsig]

from each signing round. It outputs a set of users P Ď act identified as misbehaving during
signing.

Definition 5.3.1 (Security with Identifiable Aborts). A Threshold Signature Scheme TSis secure
with identifiable aborts if for any user index i˚ P [N] and any PPT adversary A, the advantage

AdvTS-IA
TS,A (1λ, N, T, i˚) =

[
GameTS-IA

TS,A (1λ, N, T, i˚) = 1
]

is negligible in the security parameter λ, where the game GameTS-IA
TS,A (1λ, N, T, i˚) is defined in Fig. 5.2.

5.4 distributed key generation with short shares

In this section, we introduce our notion of Distributed Key Generation with Short Shares (sDKG).
This refers to an extension to the notion of Distributed Key Generation (DKG) that constrains
the output of DKG to: (i) have short shares, (ii) have small reconstruction coefficients, and (iii)
allow one to perform functional evaluation over the honest shares. To allow for these constrained
shares, we allow a partial leakage of the secret.

5.4.1 Definition

We will use the syntax for Distributed Key Generation (DKG) as introduced in Section 3.4. In
Section 3.4, we chose to define safety properties of threshold signatures together with the DKG

that generates their keys, since, in the dishonest majority setting, it is hard to define standalone
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security properties of DKG schemes allowing for drop-in replacement of a trusted key generation
in the security games.

However, it can be cumbersome to repeat the entire proof for each DKG. It is thus of interest
to define properties that are sufficient to guarantee the security of a threshold signature scheme
when using a given DKG. We also wish to extend this to capture abort identification, and show
that there exists a mechanism to detect misbehaving parties when the DKG produces bad shares,
or inconsistent auxiliary information that would normally help the signing process identify mis-
behavior.

As explained in the introduction of this chapter (Section 5.2.4), we first want to capture the
public key security despite leakages induced by the short shares provided to corrupted parties,
and the functional evaluations over honest shares inherent to noise-flooding-based schemes.

We identify two requirements to capture the leakage resilience of a sDKG: (i) the public key
should remain secure and appear as sampled from an ideal distribution for an adversary cor-
rupting up to T ´ 1 parties, and (ii) it is later possible to simulate the evaluation of a function
over the honest shares without impacting the security of the public key. We cover this by intro-
ducing functional simulatability, which simulates an adversary’s transcript in the sDKG, as well as
evaluations over honest shares only from an honestly generated public key.

Definition 5.4.1 (sDKG functional simulatability). We say that a (distributed) sDKG is T-simulatable
for a target key distribution χ and a function f : (vk, aux, (ski)iPHS, in) Ñ V if there exist two functions
SimKeygen, SimF such that any adversary A has advantages in the games (GamesDKG-SIM

sDKG,b )bPt0,1u that are
negligibly close for sets of up to T´ 1 corrupted users, where:

‚ A simulator SimKeygen : (A,CS, vk)Ñ (aux, st, 0 | 1) that simulates the sDKG protocol execution
for the adversary given a public key sampled from χ, auxiliary information, and computes bias
information in st for the functional evaluation. It also simulates key generation aborts with the last
parameter, returning 0 in case of abort, 1 otherwise. Typically, the public key is sampled from a
perfect uniform distribution, while the private shares are potentially biased by the adversary.

‚ SimF : (vk, aux, st, in) ÞÑ V simulates the evaluation of the function f with public key information,
the bias information from st and input in.

Note: in the random oracle model, we allow the simulator to program the random oracle.

Now, we also want to capture the identifiable aborts (IA) property of a DKG. We extend the
syntax of DKG to capture linear reconstruction, and will later introduce a verification algorithm
to check the consistency of the shares and auxiliary information produced by the DKG, and the
shortness requirements. Assume that secret keys ski contain a dictionary of shares, accessed as
ski[idx] for some index idx. We then introduce the following reconstruction algorithm:

DKG .VandRecover(vk , aux , act) Ñ Dict [Dict ] . This algorithm provides coefficients allowing
the reconstruction of a common secret from individual shares for any given set act of at
least T parties. For each party i P act, it provides a dictionary of coefficients indexed by the
share index idx, i.e., νi = DKG.VandRecover(vk, aux, act)[i] is a dictionary such that for each
share index idx, νi[idx] is the coefficient to apply to share ski[idx].

We can then define the identifiable aborts property for a DKG with short shares (sDKG). We
make it relative to a verification algorithm SharesVerify(vk, aux, ski˚) Ñ t0, 1u for any user index
i˚ P [N]. We will instantiate it in the next section to check the shortness of the shares, and their
consistency with the public key and auxiliary information.

Definition 5.4.2 (sDKG Identifiable Aborts). We say that a sDKG can identify aborts relative to
SharesVerify if there exists an efficient algorithm KGIdentifyAbort((pmi)iP[RKG]) Ñ P such that any
adversary A has negligible advantage in the game GamesDKG-IA

sDKG,A defined in Fig. 5.4 for any user index
i˚ P [N].
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5.5 instantiating sDKG for lattice-based schemes

The notion of sDKG especially targets lattice-based schemes where shortness is crucial notably for
trapdoor sampling, and in which a bias or partial leakage of the private keys does not necessarily
lead to a security issue. Short shares also help achieve practical schemes with more advanced
properties. Specifically, we are interested in a sDKG that samples public keys perfectly from a
target distribution, despite of bias and partial leakage of its (short) private keys. Functions of
honest shares (with partial leakage) also appear of interest as will be illustrated in our application
section, by allowing one to evaluate over honest partial private keys with leakage without com-
promising the perfect sampling of the public key. We start by detailing the properties required
for a sDKG crafted for lattice-based schemes and then provide two possible instantiations.

5.5.1 Properties of a sDKG for Lattice-based Schemes

For lattice-based schemes, the public key typically consists in a seed P t0, 1uλ used to derive a
public matrix A P Rkˆℓ

q and a polynomial bJ = tbsνb P Rk
qνb

, where b P Rk
q is an (indistinguishable

from) uniform vector for which the νb lower bits are rounded. Schemes practically rely on
computational assumptions such as MLWE or NTRU to sample a short trapdoor s and compute
a vector b, function of s, appearing uniform in Rk

q. We focus here on the MLWE case, where
b =

[
A I

]
¨ s. Interestingly, this assumption is resilient to a number of biases:

‚ It is possible to reveal public hints on the secret vector s of the form c ¨ s + r (when s and r
are Gaussian with proper parameters) without compromising the uniformity of b. This is
captured by the Hint-MLWE assumption, recalled in Section 3.2.4.

‚ An adversary can introduce an offset in b, and b still appears uniformly random as long as
the offset is independent of s (conditioned the hints).

Building on this, we show that it is possible to build DKG protocols sampling short shares—
potentially biased and leaking to the adversary—but for which the public key remains provably
pseudorandom. For concrete usability within noise-flooded schemes, since we want to directly
use generated shares within partial signatures (without the zero-share randomization technique
of TRaccoon [DKMM+24], c.f. [fig:sparkle-vs-traccoon]), we will also require the sDKG to allow
the evaluation of hints of the shares, and thus partially leaking the honest shares. Specifically, we
want to instantiate sDKG verifying the below properties:

‚ Functional simulatability. i.e. its output public key (seed, bJ = tbsνb) appears as if (seed, b)
are uniformly sampled from t0, 1uλ ˆ Rk

q when up to T´ 1 parties are corrupted, and even
under evaluations of hints of the honest shares. We thus select as target public key distribu-
tion χ := χseed ˆ χb where χseed := U (t0, 1uλ) and χb :=

Y

U (Rk
q)
U

νb
for νb parameterizing

the public key rounding.

We define the hint function f over the honest shares – with a noise distribution χr over
Rℓ+k, for any set act of T signers:

f (vk, aux, (skj)jPHS, in := (act, i))

1: ν := sDKG.VandRecover(vk, aux, act)
2: c Ð C Ż Sample a challenge c

3: ri Ð χr Ż Sample noise in Rℓ+k
q

4: return c ¨
ř

idxPν[i] ν[i][idx] ¨ ski[idx] + ri
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‚ Identifiable Aborts. We also want a sDKG that achieves identifiable aborts (IA), i.e. honest
parties simultaneously accept or abort, and the resulting public key, auxiliary information
and honest shares are consistent, and shares are short.

For our sDKG, the auxiliary information shall consist of partial public keys corresponding
to all the shares: bi[idx] :=

[
A I

]
¨ ski[idx]. The shares verification algorithm SharesVerify

is parameterized by K, η1, η2 P N, corresponding respectively to the maximum number of
shares per party, and bounds on the reconstruction coefficients and shares, respectively. We
explicit below this verification algorithm.

SharesVerifyK,η1,η2
(vk = (seed, bJ), aux = (bi[idx])iP[N],idx, ski˚

1: for idx P [|Si˚ |] do
2: assert{ }Si˚ [idx]} ď η1 }
3: assert{ bi˚ [idx] =

[
A I

]
¨ ski˚ [idx] }

4: for act Ď [N] s.t. |act| = T do
5: ν := sDKG.VandRecover(vk, aux, act)
6: assert{ |tidx | ν[i][idx] ‰ 0u| ď K }
7: assert{ maxiPact,idxPski |ν[i][idx]| ď η2 }

8: assert{ bJ =
Y

ř

iPact
ř

idxPski
ν[i][idx] ¨ bi[idx]

U

νb
}

Remark 5.5.1. We assume that SharesVerify is efficiently implementable for the DKG instanti-
ations we consider. Even though the number of sets act to consider is (N

T), in our instantia-
tions, we can leverage the structure of the sharing to efficiently verify all these conditions
without iterating over all sets act.

In both of our sDKG, we will require a Symmetric Key Encryption algorithm (SKE) to imple-
ment non-repudiable pairwise communication. We assume that pairwise keys skSKEi are shared
prior to the protocol execution to communicate with the dealer during a Setup phase, along with
a signature sigi = Sign(sk, (i, ski,j)) signed by the dealer for a verified reveal of the key, similarly
to what was done in Chapter 4. We again choose this approach to keep the protocols as round
efficient as possible, but the alternative approach of adding an extra round to the protocols to
allow parties to answer complaints by broadcasting the share of the plaintiff – as described in
Section 4.4.3 – could be considered instead to avoid the issue of detecting potential misbehavior
during this setup phase.

5.5.2 Replicated Secret Sharing

We propose a first sDKG construction that builds on the replicated secret sharing technique used
for Multi-Party Computation (MPC). The core idea of this technique lies in distributing a pool of
secrets among the parties so that (i) any set of T parties collectively possesses all the secrets, and
(ii) any set of less than T parties misses at least one secret. We extend it by using a pool of short
secrets and introduce new techniques to sample (in a distributive way) such sharing securely
with identifiable aborts.

In detail, our sDKG relies on a pool of secrets S, and individual sets of secrets Si Ă S, for
i P [N]. The sDKG secret is the sum of all the secrets in S. We can implement properties (i) and
(ii) by taking a pool of ( N

N´T+1) = ( N
T´1) secrets. Each secret is sampled from a distribution χsk,

and has a related set I Ă [N] of cardinality N ´ T + 1, we note this secret sI . Secret sI is simply
distributed to all parties i P I.

The secrets distribution verifies (i): given a set act of T parties, then actX I must be nonempty
for any set I, so at least one party in act knows sI , and (ii): given a set CS of cardinality less than
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T, there exists at least one set I such that CS Ă [N]zI, i.e. no corrupted party is in I, and thus
knows sI .

To help the reader build an intuition, we first present Repl.TrustedKeygen which samples such
a sDKG relying on a trusted party.

In order to reconstruct the sDKG secret s =
ř

I sI , all users in the acting set act need to agree on
a partition of the pool of secrets S among T parties, so that each secret is manipulated by exactly
one party in act. line 1 provides such a (non-interactive) consensus mechanism.

distributing the key generation. It is possible to distribute our key generation simply by
having one party in I sample sI for each set I. By accompanying it with shortness checks, and
consistency verifications of the partial public key reconstructions, we additionally implement
identifiable aborts within our sDKG.

At a high level, our sDKG works as follows:

1. Each party i samples a seed seedi Ð t0, 1uλ. It then sends to other parties a hash cmti :=
Hcmt(seedi).

2. In a second round, party i reveals seedi.

3. Then, each party i computes seed = Hseed((seedi)iP[N]), and a public matrix A = HA(seed).
It samples secrets sI Ð χsk for each set I of cardinality N´ T + 1 such that i = max(I), and
computes the partial public key bI =

[
A I

]
¨ sI . It sends sI over a private channel to all

parties j P I, and publicly a commitment cmt1
I := Hcmt(bI) for each bI .

4. Finally, all the parties reveal the bI they sampled in the previous round. The parties also
verify the consistency of the sI they received with the hashes cmt1

I , in case of inconsistency,
they complain against the party that sent it, i.e. they reveal the value they received so that
the inconsistency can be publicly verified.

Key aggregation consists in choosing as public key vk := bJ := t
ř

I bIsνb
, and the auxiliary

information is the set of all the partial keys aux := (bI)I . In case there were complaints in the last
round, aggregation verifies them and in case they are valid, malicious parties are identified. We
provide a formal construction in Fig. 5.6. Key aggregation and abort identification is formalized
in Fig. 5.7.

security properties. We now prove that this sDKG is functionally simulatable, and correctly
identifies aborts.

Theorem 5.5.2. Consider the Hint-MLWE
Rq,k,ℓ,Q f ,χsk,(χsk)i ,C

Q f assumption with Q f hints of the form c ¨

s + r, where the noises are sampled from χr. Assume that η1 is an overwhelming bound on honest samples
from χsk.

Formally, there exist simulators SimKeygen,SimF, such that for any adversary A against the func-
tional simulatability of Repl sDKG (with key distribution χ and function f from Section 5.5.1) mak-
ing at most Q f calls to the evaluation oracle OEval, and QH random oracle queries, we can derive
adversaries B1 against the IND-CPA security of the SKE, B2 against MLWERq,k,ℓ,χsk

, and B3 against
Hint-MLWE

Rq,k,ℓ,Q f ,χsk,(χr)i ,C
Q f running in time @i,Time (Bi) « Time (A), we have:

|Adv
GamesDKG-SIM

1
A ´Adv

GamesDKG-SIM
0

A | ď
N + 2

2λ
+

QH

qnk +
2(QH + N)QH

22λ
+ negl(λ)

+ N2 ¨AdvIND-CPA
B1

+ AdvMLWE
B2

+ AdvHint-MLWE
B3
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The intuition of this proof lies in the fact that replicated secret sharing ensures that at least
one of the secrets sI remains hidden from the adversary. The only leakage on this safe secret is
through the evaluation oracle of the hint function f . This safe secret ensures by relying on MLWE

that the public key vk is properly uniformly sampled.

Proof of Theorem 5.5.2. We prove the functional simulatability of our Repl sDKG with a series of
hybrid games, starting from the case b = 0 (real key distribution) of the GamesDKG-SIM game in
the random oracle model, and finishing with the case b = 1 of the GamesDKG-SIM game (simulated
key distribution). Let A be an adversary against the GamesDKG-SIM security game.

Hybrid1 . This is the original case b = 0 of the GamesDKG-SIM game from Fig. 5.3, where key
distribution is executed using real algorithms (ShareKeygeni)i.

Hybrid2 . In this hybrid, we replace the hash commitment on seedi in the first round of honest

parties by random values cmti
$
Ð t0, 1u2λ. The random oracle is later programmed in round 2 to

remain consistent. We also program Hseed and HA to ensure true random sampling of seedÐ χseed

and of the public matrix A $
Ð Rkˆℓ

q . This is formalized in Fig. 5.8.
The view of the adversary differs in several cases:

‚ If A queries the random oracle on one of Hcmt(seedi), Hseed((seedi)i), or HA(seed) before
their programming. This happens with probability at most:

N ¨ 2´λ + 2´λ + 2´λ = (N + 2) ¨ 2´λ

‚ If the adversary finds a pre-image for one of its commitment (cmti)iPCS after round 2 is
performed. This happens with probability at most N ¨QH ¨ 2´2λ.

‚ If the adversary calls round 3 with a different sets of (cmti)iPCS than what was used for
programming in round 2, i.e. if A finds a collision in Hcmt. This happens with probability
bounded by Q2

H ¨ 2
´2λ.

Thus, the advantage difference with Hybrid1 is:
ˇ

ˇ

ˇ
Adv

Hybrid1
A ´Adv

Hybrid2
A

ˇ

ˇ

ˇ
ď (N + 2) ¨ 2´λ + (QH + N)QH ¨ 2´2λ

Hybrid3 . In this hybrid, we ensure that no complaints are raised by honest parties against
honest parties. In particular, it ensures that the private keys of SKE remain hidden. This is
formalized in Fig. 5.9.

The only case where an honest party may complain about another is when a share is larger
than the bound η1. However, this bound is chosen so that this event happens with negligible
probability.

Thus,
ˇ

ˇ

ˇ
Adv

Hybrid2
A ´Adv

Hybrid3
A

ˇ

ˇ

ˇ
= negl(λ)

Hybrid4 . In this hybrid, we replace SKE encryptions to other honest parties, with encryptions
of 0, ensuring that honest shares do not leak on transit to the adversary. This is formalized in
Fig. 5.10.

As we made sure no decryptions are performed using the private key of the channel between
i, j P HS, and this private key is only used for the encryption of the shares sI , we can reduce
the advantage loss of Hybrid4 to the IND-CPA security of the SKE. We need to replace up to N2

encryptions, adding a factor loss N2.
Formally, there exists an adversary B1 against the IND-CPA security of the SKE such that:

ˇ

ˇ

ˇ
Adv

Hybrid3
A ´Adv

Hybrid4
A

ˇ

ˇ

ˇ
ď N2 ¨AdvIND-CPA

B1
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Hybrid5 . In this hybrid, we fix an index I0 such that I0 Ď HS, i.e. the secret sI0 is not shared
with the adversary. We defer the sampling of bI0 to the fourth round by programming the
random oracle to tackle rushing adversaries. This is formalized in Fig. 5.11.

First, such an index I0 exists by the threshold security property of replicated secret sharing, as
we assume that at most T´ 1 parties are corrupted.

Then, similarly to Hybrid2, several bad events may happen that make the view of A differ:

‚ If A queries Hcmt on bI0 before it is programmed in round 4. Consider two probabilities: (i)
p1 the probability that this event occurs when bI0 =

[
A I

]
¨ sI0 , and (ii) p2 that it occurs if

we had instead sampled bI0 at random in Rk
q. We can design an adversary B2 against the

problem MLWERq,k,ℓ,σs that aborts when round 4 starts (before sI0 is used anywhere), and
tries to distinguish the two above scenarios. Then |p1 ´ p2| ď AdvMLWE

B2
.

Additionally, we have p2 ď QH ¨ q´nk. Hence the advantage loss for this case is AdvMLWE
B2

+

QH ¨ q´nk.

‚ If A breaks the pre-image or collision resistance of the function Hcmt, this happens with
probability QH(QH + N) ¨ 2´2λ.

We deduce that the advantage difference is,
ˇ

ˇ

ˇ
Adv

Hybrid4
A ´Adv

Hybrid5
A

ˇ

ˇ

ˇ
ď AdvMLWE

B2
+ QH ¨ q´k + QH(QH + N) ¨ 2´2λ

Hybrid6 . In this hybrid, we rewrite the function f so that it can be evaluated only from hints
on sI0 and from (sI)I‰I0 . This is formalized in Fig. 5.12.

This expression is equivalent and there is no advantage difference.

Adv
Hybrid5
A = Adv

Hybrid6
A

Hybrid7 . In this final hybrid, we replace the public key vector bJ by a sample from the

rounded distribution χb. We also sample b $
Ð Rk

q conditioned on bJ = tbsνb
, and express

bI0 as a function of b and (bI)I‰I0 . This is formalized in Fig. 5.13.
Observe that when bJ is sampled from χb, then b is uniformly sampled from Rk

q. This im-
plies that bI0 is uniformly distributed in Rk

q in Hybrid7. As sI0 is only used to compute bI0 and
for hints in OEval, we deduce that distinguishing Hybrid7 from Hybrid6 reduces to the problem
Hint-MLWE

Rq,k,ℓ,Q f ,χsk,χr,CQ f , where we assume up to Q f hints on the secret sI0 Ð χsk of the form

c ¨ sI0 + r, for r Ð χr.
Formally, there exists an adversary B3 against the Hint-MLWE

Rq,k,ℓ,Q f ,χsk,χr,CQ f problem such

that:
ˇ

ˇ

ˇ
Adv

Hybrid6
A ´Adv

Hybrid7
A

ˇ

ˇ

ˇ
ď AdvHint-MLWE

B3

We observe that this last hybrid corresponds to the case b = 1 of GamesDKG-SIM, where we
define the simulators SimKeygen, SimF based on the hybrid.

We conclude the proof of Theorem 5.5.2 by summing all the advantage differences.

Theorem 5.5.3. Assuming the unforgeability of Sign, our Repl sDKG can identify aborts for the verifica-
tion SharesVerifyK,η1,η2

, with K = ( N
T´1), η1 = τ ¨ σs

a

n(ℓ+ k), η2 = 1 when we have χsk = Dσs , and(
τ ě 1 + λ log 2

3n

)
or
(

τ ě 1 +
b

4 λ log 2
n

)
.

Proof. The intuition for this proof is that the honest party i˚ is never marked as malicious as it
sends correctly built messages to other parties, secrets sI smaller than η1 with overwhelming
probability by Lemma 4.6.9, and malicious parties cannot forge a valid complaint against them
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thanks to the unforgeability of Sign. In case a malicious party sends an invalid secret sI to an
honest party, the honest party will detect it and complain to other parties. Finally, by construction
of the key aggregation algorithm, the partial public keys always reconstruct to the public key, and
reconstruction coefficients are binary.

5.5.3 Vandermonde Secret Sharing

In this section, we revisit the secret sharing scheme from Desmedt, Di Crescenzo, and Burmester
[DDB95] to build an efficient secret sharing scheme with short shares and reconstruction coefficients,
that efficiently scales to a large number of parties N = 64. The secret sharing from [DDB95]
is essentially an algorithmic interpretation of Vandermonde’s identity and based on the same
combinatorial decomposition which states that for 0 ď b ď N:(

N
T

)
=

T
ÿ

k=0

(
b
k

)
¨

(
N ´ b
T´ k

)
(2)

Intuitively, Eq. (2) means that for any set of T selected parties among N parties, when we split
the set of parties into two halves (taking b = tN/2u in order to minimize complexity), one half
will have k selected parties for some 0 ď k ď T, while the other half will have exactly T ´ k
selected parties. Thus, the core idea of this sharing is, for each possible 0 ď k ď T, to share the
secret x into two sub-secrets xL and xR s.t. xL + xR = x, one for each half, with thresholds k
and T ´ k respectively, and recursively share these sub-secrets within each half. The base case
T = 1 is trivial as we can duplicate the secret among all parties. The possibility to reconstruct the
secret given the shares of any T users follows from the existence of an appropriate k at each step,
while security is guaranteed by the fact that either xL or xR will be shared among less corrupted
parties than its supported threshold (to corrupt both secrets the adversary would need to corrupt
at least k + (T´ k) = T parties). We illustrate this sharing in Fig. 5.14 for N = 4 and T = 2.

This scheme has been recently brought back into the spotlight by Battagliola et al. [BBCM+25].
In that work, the initial purpose was achieving a multiplicative secret sharing of an element in a
(non-abelian) group, thus with strong limitations on the operations allowed.

We now show how we can revisit this secret sharing to shortly share a secret. Our core mod-
ification is simple in hindsight and consists in sharing the secret x in two halves xL and x´ xL

in the recursion step, with xL being sampled from a short distribution instead of the classical
uniform one. Then, we can prove recursively that the shares will preserve a short norm (see
Lemma 5.5.4), and the reconstruction coefficients are in t0, 1u (terminology from [CTZ24]). A
formal description is given in Vand.Share,Vand.Recover.

The main difficulty then lies in making sure that the shares produced by this scheme remain
secure despite being sampled from a short distribution, which intrinsically leaks information on
the secret. At a high level, we observe that the partial secrets x ´ xL in the recursion can be
interpreted as hints on x. We then need to carefully account for the recursive leakages on xL as
well, and we prove that the total leakage can be captured by the leakage of several hints x + xL

on the original secret x.
We formalize this sharing in Figs. 5.15 and 5.16, and show how it can be used in the presence

of a trusted dealer in Vand.TrustedKeygen.
This key generation can be distributed and turned into a sDKG using the same blueprint of

complaints and consistency checks as for replicated secret sharing in Fig. 5.6. However, the
distribution strategy must differ because of the Vandermonde scheme’s recursive structure. In
replicated sharing, the secret assignment is simple: each secret sI is assigned to a single party i
(the one with the highest index in I) and directly sampled and sent by it to the other parties in I.
In Vandermonde, the same secret must be split multiple times through recursive decomposition:
when Vand.Share(s, [N], T, . . .) is called, it recursively splits s into sub-secrets, which are further
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split at each level. However, no single party has access to the full secret s and could thus
sample the shares it needs in all of those recursive sharings simultaneously. To handle this,
we use a distributive evaluation: each party i samples a single partial secret si, then it evaluates
Vand.Share(si, [N], T, . . .) locally. The algorithm explicitly computes which shares belong to each
party (see the Share structure in ShareKeygen3), and party i sends these to the respective parties.
Each party j collects the shares from all N parties’ Vandermonde evaluations and sums them into
its secret share skj. Consistency checks and complaints are performed on each received share.

security properties. We can prove that this sDKG is functionally simulatable, and correctly
identifies aborts.

Let us start by proving a bound on the norm of the shares produced by this scheme, that we
later define as ηind

1 .

Lemma 5.5.4. Assume χsk = DRk+ℓ,σsk with σsk ě
?

2 ¨ η1
ε(Z

n(k+ℓ)) for ε = negl(λ), then any share
produced by our Vandermonde sharing has a norm bounded with overwhelming probability by µ =

τσ
a

n(k + ℓ) ¨ T, where τ verifies (τ ě 1 + λ log 2
3n ) or (τ ě 1 +

b

4λ log 2
n ).

Proof of Lemma 5.5.4. We first observe that our sharing algorithm works by adding Gaussian
noises sampled from χsk to the input secret value. Hence, in the end, all shares are the sum
of Gaussian samples.

We show by induction on the number of parties N that the maximal number of samples that
compose a share (except for the input secret) is bounded by T´ 1.

1. In the case T = 1, the shares are equal to the secret, and no additional sample is added.

2. In the case T = N, all shares are one Gaussian sample, except for the last, which is the sum
of N ´ 1 = T´ 1 samples added to the secret.

3. In the case T = 2, all shares have at most one new Gaussian sample.

4. In the general case, let k be as in line 9 of Line 1. For k = 0 or k = T no sample is added
and we conclude by induction. Otherwise, we add at most one new Gaussian sample per
share before sharing recursively. We can conclude using the induction hypothesis since we
have that k, T´ k ă T.

Applying Lemmas 4.6.4 and 4.6.9, we deduce that any share has a norm bounded by the value
τσ

a

n(k + ℓ) ¨ T with overwhelming probability.

Theorem 5.5.5. Consider the Hint-MLWE Rq,k,ℓ,Q f ,χsk
assumption with Qv (defined in Remark 5.5.6) hints

of the form s + r with r Ð χsk, and Q f hints of the form c ¨ s + r with r Ð χr. Assume that ηind
1 is an

overwhelming bound on honest shares produced by Vand.Share.
Formally, there exist simulators SimKeygen,SimF, such that for any adversary A against the func-

tional simulatability of our Vandermonde-based sDKG (with key distribution χsk and function f from
Section 5.5.1) making at most Q f calls to the evaluation oracle OEval, and QH random oracle queries,
we can derive adversaries B1 against the IND-CPA security of the SKE, and B2 against the problem
Hint-MLWE

Rq,k,ℓ,Q f ,χsk,(χr)i ,C
Q f running in time @i,Time (Bi) « Time (A), we have:

|Adv
GamesDKG-SIM

1
A ´Adv

GamesDKG-SIM
0

A | ď
N + 2

2λ
+

Qv(N, T) ¨QH

qnk +
2(QH + N)QH

22λ

+ N2 ¨AdvIND-CPA
B1

+ AdvHint-MLWE
B2

+ negl(λ)

Proof. The proof follows the same structure as Theorem 5.5.2, with the main difference being in
the handling of the leakage due to the short shares. We carefully analyze the recursive structure
of the Vandermonde secret sharing and show that the total leakage can be bounded by the
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leakage of several hints on the original secret, which is captured by the Hint-MLWE assumption.
The rest of the proof proceeds similarly to that of Theorem 5.5.2, leveraging the security of the
underlying SKE and Hint-MLWE assumptions.

We provide a proof overview below.

Hybrid1 . This is the original case b = 0 of the GamesDKG-SIM game from Fig. 5.3, where key
distribution is executed using real algorithms (ShareKeygeni)i.

Hybrid2 . In this hybrid, we replace the hash commitment of honest parties on seedi in the first
round by random values cmti Ð t0, 1u2λ. The difference in advantage is bounded by (N + 2) ¨
2´λ + (QH + N)QH ¨ 2´2λ.

Hybrid3 . In this hybrid, we ensure that no complaints are raised by honest parties against
honest parties. In particular it ensures that the private keys of SKE remain hidden. This is
guaranteed by the assumption that ηind

1 is an overwhelming bound on honest shares produced
by Vand.Share. The difference in advantage is negligible.

Hybrid4 . In this hybrid, we replace SKE ciphertexts sent by honest parties with encryptions of
zero. The difference in advantage is bounded by N2 ¨AdvIND-CPA

B1
.

Hybrid5 . This hybrid is the crux of the proof. In this hybrid, we fix the index i˚ of a honest user
and we wish to capture the leakage on its secret share ski˚ due to the Vandermonde secret sharing.
We show that given fresh hints of the form hi := si˚ + ri with r Ð χsk, we can equivalently sample
all the shares of si˚ such that:

‚ Corrupted shares are expressed as linear combinations of the hints hi.

‚ For any honest share ski˚ [idx], either ski˚ [idx] or si˚ ´ ski˚ [idx] is expressed as a linear com-
bination of the hints hi.

Concretely, we proceed by induction on the size N of the set of parties P – assuming that
at most T ´ 1 parties in P are corrupted – to show that in every recursive call to the function
Vand.Share(x,P , T, idx), we can simulate the shares produced for party i˚ using hints on x of the
form x+ r with r Ð χsk: corrupted shares are linear functions of these hints, and for every honest
share Si[idx] either Si[idx] or x´ Si[idx] is a linear function of these hints.

Consider a set of parties P = tp1, . . . , pNu such that T ă N. We prove our induction hypothesis
on the base case T = 1, T = 2 and T = N. Then we show it to be true for the general case using
our induction hypothesis on PL and PR.

case T = 1 . In this case, there are no corrupted parties, and thus no leaked share. Addition-
ally, each share is directly x, thus x´ Si[idx] = 0 is known.

general case. Let k be one of the values taken by the for statement (Line 1, line 9) of the
general case. If k = 0 or k = T, we simply conclude by the induction hypothesis applied to PL

or PR. Otherwise, either (i) |PL X CS| ď k´ 1 (i.e. xL can not be recovered) or (ii) |PR X CS| ď

T´ k´ 1 (i.e. xR can not be recovered).
First, assume (i). Then, we consider that we leak xR as an hint of the form x + r, and DictR

can be sampled directly from xR and the shares all leaked. For DictL, we apply the induction
hypothesis to the call Vand.Share(xL,PL, k, idxL), ensuring that leaked shares can be simulated
using hints on xL and that unleaked shares Si[idx] P DictL verify xL ´ Si[idx] is a function of
leaked shares. The core observation is that we can replace xL by x´ xR in these statements, and
as xR is leaked it is a linear function of leaked shares, thus also x´ Si[idx]. This concludes this
induction step as xR is itself a hint on x.
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The case (ii) is analogous, and we instead apply the induction hypothesis to DictR and consider
that xL is leaked, allowing to directly depend on x observing that xR = x´ xL.

Remark 5.5.6. Note that the number of necessary hints Qv(T, N) can be computed by unfolding
the above induction proof. This is done using the following recursive function: Qv(T, N):

1. If T = 1, return 0.

2. Otherwise, return the sum for max(0, T´ N + b) ď k ď min(b, T) – with b = tN/2u – of

a) Qv(k, b) when k = T

b) Qv(T´ k, N ´ b) when k = 0

c) max(1 + Qv(k, b), Qv(T´ k, N ´ b)) otherwise

This hybrid does not change the advantage of A.

Hybrid6 . In this hybrid, we rewrite the output of the oracle OEval using additional hints on si˚

of the form c ¨ si˚ + r with r Ð χr. We distinguish two cases:

‚ If the honest share involved in the evaluation was directly expressed as a linear function of
the hints hi, we do not need any additional hint.

‚ Otherwise, we observe that si˚ ´ Si˚ [idx] is expressed as a linear function of the hints hi.
Thus, we can express c ¨ Si˚ [idx] + ri from a hint of the form c ¨ si˚ + r with r Ð χr, to which
we add a linear function of the hints hi.

This hybrid does not change the advantage of A.

Hybrid7 . In this hybrid, we sample a vector bi˚ uniformly at random in Rk
q, and use it to

compute the partial public keys of party i˚ by replacing
[
A I

]
si˚ by bi˚ in the computations.

At this stage, all computations can be expressed as a function of bi˚ and hints on si˚ , and we
can apply the Hint-MLWE assumption to replace bi˚ by a uniform sample. Hence, there exists
an adversary B2 against the Hint-MLWE assumption with Qv(T, N) hints of the form si˚ + r with
r Ð χsk, and Q f hints of the form c ¨ si˚ + r with r Ð χr, such that the difference in advantage is
bounded by AdvHint-MLWE

B2
.

Hybrid8 . In this hybrid, we sample the vector b corresponding to the final public key uni-
formly at random in Rk

q, and compute the partial public key of i˚ to be consistent with b.

This can be achieved by replacing commitments on b(i˚)
j,idx (when they contain bi˚) by random

values in round 3, and then in round 4, extracting b(j)
k,idx from the commitments of other parties j.

Finally, we program the random oracle Hcmt to ensure that b(j)
i˚,idx is consistent with b.

The argument is similar to that of Hybrid5 in Theorem 5.5.2. We argue that the adversary cannot
cheat on his commitments (i.e. a collision, or find a preimage after round 4). And, we can hide
bi˚ until after we extract all other shares b(j)

k,idx for j ‰ i˚. Indeed, since bi˚ is uniformly sampled,

and b(i˚)
j,idx has the same min-entropy, we deduce that the adversary cannot guess b(i˚)

j,idx before we
program the random oracle. Thus, the difference in advantage is negligible.

conclusion. We can now conclude the proof by observing that in Hybrid8, the view of A can
be simulated using only the public key. We hence define SimKeygen and SimF to output the view
of Hybrid8.

Finally, by summing up all differences in advantage between consecutive hybrids, we obtain
the bound stated in the theorem.
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We now move to the proof of abort identification.

Theorem 5.5.7. Assuming the unforgeability of Sign, our Vandermonde-based sDKG can identify aborts
for SharesVerifyK,η1,η2

with K = 1, η1 = N ¨ ηind
1 as in Lemma 5.5.4, and η2 = 1.

Proof. The honest user i˚ will not be identified as malicious with overwhelming probability as it
always follows the protocol, and since the adversary cannot forge a signature to complain against
i˚ with a wrongful secret key.

Then, we can see that any final share of i˚ will be the sum of at most N shares approved during
the key generation and hence of norm at most ηind

1 . By triangular inequality, any share of i˚ will
hence be of norm at most N ¨ ηind

1 .
For K and η2, we can simply see that Vandermonde sharing always uses a single share per

party for reconstruction, and with a reconstruction coefficient 1.

5.5.4 Comparison of our Two Sharing Schemes

Replicated secret sharing has a number of shares that grows with ( N
T´1). On the other hand, Van-

dermonde secret sharing has been analyzed in [BBCM+25], where the authors provide estimates
on the total and per party number of shares, showing a superpolynomial growth in T and log N.

We plot in Figure 5.19 the number of shares per party for both schemes, for N up to 64 and
T ranging from 1 to N. We estimate that replicated secret sharing remains practical for N ď 16,
while Vandermonde secret sharing remains practical as high as N ď 64.

In terms of scalability to large N and T, Vandermonde secret sharing is clearly the best choice.
However, replicated secret sharing is conceptually simpler, and also has the advantage for small
values of N and T: for those cases, replicated secret sharing remains more efficient in terms of
number of shares. Furthermore, the shares produced by replicated secret sharing have a smaller
norm, as they simply consist of MLWE secrets, while Vandermonde shares contain noisy hints on
a main secret, which are larger. For noise flooded schemes, the acceptable size of the shares has
a certain slack, as the signing noise remains dominant. However, for schemes based on rejection
sampling, minimizing this norm is paramount to limit the rejection rate, and replicated secret
sharing appears like the best choice. This will be exposed in Chapter 6, where replicated secret
sharing is leveraged for Threshold ML-DSA with small thresholds.

Now let us compare the Vandermonde secret sharing with other secret sharing schemes that
could be used in our setting. Other sharing schemes with similar features have been proposed;
however, for the range N ď 64, the scheme from [DDB95] appears to be the most efficient. In the
range of interest (N ď 64), it outperforms:

‚ The Replicated Secret Sharing approach (see Figure 5.19), which performs well only for
small N and T.

‚ The generic construction from [BL90] to Boppana’s monotone formula [Bop85] (see also
[DT06]), used in [CTZ24], in which the number of shares grow as O(min(T, N´T)4.3N log N).

"Near-threshold" or "ramp" secret sharing schemes are sharings for which the privacy threshold
Tp is different from the reconstruction threshold Tr. For a large number of parties, these schemes
can provide better efficiency than the perfect threshold schemes. Some of these schemes have the
potential to be used in our setting, but, to our knowledge, none of them is fully compatible or
outperforms the scheme previously proposed:

‚ In [dENP25], a ramp secret sharing scheme based on the Coupon Collector Problem is
considered; however, the ratio Tr/Tp is quite large. For n such that Tp = Θ(n log n), we
have:

Tr

Tp
« 1 + O

(
λ/m + log(λ/p)

log n

)
. (3)
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Setting m = ω(λ log n) and p = ω(λ/n) gives a ratio Tr
Tp

= 1 + o(1) at the cost of m ¨ p
shares per party. This gap remains large for concrete instantiations [dENP25, Figure 8]. In
addition, in the adaptive corruption setting (as opposed to static), the privacy threshold
gets downgraded to Tp = n´ 1. This is because this scheme relies on probabilistic sharing
to avoid sending too many shares to the set of corrupted parties, but an adaptive adversary
can simply target a set of n parties that received shares of interest after the sharing phase.

‚ In [ANP23], Applebaum et al. show how to instantiate a ramp secret achieving any gap
Tr/Tp arbitrarily close to 1. Moreover, the sharing and reconstruction can be performed
with O(N) additions. However, to our knowledge, there is no way to simulate the shares
using hints from Hint-MLWE. Hence, it cannot be used in our setting (an equivalent privacy
related problem with this sharing is noted in [CTZ24]).

5.6 IA-Raccoon : threshold signatures with identifiable aborts

In this section, we introduce a new design for TRaccoon [DKMM+24] relying on the sDKG ab-
straction introduced in Section 5.5 to provide IA. We coin our construction IA-Raccoon.

At a high level, during each signing session party i individually signs the message using its
partial secret

ř

uP[|Si|]
νi,u ¨ Si[u]. The sDKG ensures the shortness of this partial secret key which

in turn ensures the shortness of partial signatures and allows one to verify honest behavior. To
optimize signature size, we consider that sDKG secrets Si[u] are divided in two parts s(1)[u] P Rℓ

and s(2)[u] P Rk for i P [N], u P [|Si|]. We provide a formal description in Fig. 5.20. Verifica-
tion procedures are described separately in IdentifyAbort and Verify. Parameter sets are given in
Table 5.1.

Parameter Explanation

Rq Polynomial ring Rq = Zq[X]/(Xn + 1)
(k, ℓ) Dimension of public matrix A P Rkˆℓ

q

(χsk, σs) Gaussian distribution with width σs used in the sDKG for sampling the secret
νb Amount of bit dropping performed on verification key in the sDKG

(K, η1, η2) Shortness properties of sDKG (see Definition 5.4.2)
(χr, σr) Gaussian distribution with width σr used for the commitment w

νw Amount of bit dropping performed on (aggregated) commitment
(C Ă Rq, ω) Challenge set tc P Rq | }c}8 = 1^ }c}1 = ωu s.t. |C| ě 2λ

βind Two-norm bound for partial verification βind = ω ¨ Kη1η2 + τ
a

n(ℓ+ k) ¨ σr

β Two-norm bound on the signature β = T ¨ βind + (2νw + ω ¨ 2νb´1) ¨
?

nk

Table 5.1: Overview of parameters used in our TSS. We assume τ is such that
(

τ ě 1 + λ log 2
3d

)
or(

τ ě 1 +
b

4 λ log 2
d

)
.

5.6.1 Unforgeability

We first prove the unforgeability of our IA-Raccoon scheme. We target the notion of unforgeability
in the asynchronous setting (ASYNC-TS-UF) as defined in Fig. 3.5. Before proceeding to the proof,
we recall a useful result from [DKMM+24].
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Definition 5.6.1. For A $
Ð Rkˆℓ

q , and any u P Rk
q, let Dbd´MLWE

q,l,ℓ,σ,ν (A, u) be the distribution defined as
␣

tA ¨ s + e + usν | (s, e)Ð Dℓ
σ ˆDk

σ

(

. That is, it samples an MLWEq,k,ℓ instance shifted by u with ν

bits dropped.

Lemma 5.6.2. For any σ ą 2n ¨ q
1

ℓ+k+
2

nℓ and ν ă log(q)´ 2, we have:

Pr
A $

ÐRkˆℓ

[
H8(Dbd´MLWE

q,l,ℓ,σ,ν (A, u)) ě n´ 1
]
ě 1´ 2´n+1

We refer to [DKMM+24, Lemma 3.8] for the proof of Lemma 5.6.2.

Theorem 5.6.3 (Unforgeability of IA-Raccoon). Assume σ ą 2n ¨ q
1

k+ℓ+
2

nℓ and νw ă log(q)´2. Define
βstmsis = β +

?
ω + (ω ¨ 2νb´1 + 2νw´1) ¨

?
nk.

Formally, let A be an adversary against the TS-UF security of our threshold scheme making Qs

calls to signing oracles, and at most QHcmt , QHc queries respectively to the random oracles Hcmt,Hc.
There exist adversaries B1 against the sDKG-SIM security of our short secret sharing, B2 against the
SelfTargetMSISRq,k,ℓ+1,C,βstmsis

problem running in time Time (B1) « Time (B2) « Time (A) such that:

AdvASYNC-TS-UF
A ď AdvsDKG-SIM

B1
+ AdvSelfTargetMSIS

B2
+ Qs ¨ (QHcmt + QHc) ¨ 2

´n+2

+
QHcmt ¨ T ¨Qs + (QHcmt + Qs)2

22λ

Proof. We proceed with a series of hybrids starting from the ASYNC-TS-UF game from Fig. 3.5.
Throughout this proof, we denote the advantage of an adversary A against a search game G by
AdvG

A := Pr [G(A)Ñ 1] – in particular, we omit passing λ as input.

Game1 . This is the ASYNC-TS-UF game from Fig. 3.5.

Game2 . In this hybrid we defer the computation of the honest wi to the second round of
the protocol, and program the random oracle to be consistent. We also introduce a flag ffail to
explicitly mark additional cases where the adversary loses. Notably, ffail is set to J when the
random oracle is programmed on a previously queried value. This is the same as Game2 of the
Threshold ML-DSA proof in Fig. 6.8.

The view of the adversary A differs if they called the random oracle of one of the wi before
round 2 was executed, i.e.

ˇ

ˇ

ˇ
AdvGame1

A ´AdvGame2
A

ˇ

ˇ

ˇ
ď Pr [E]

where E is the event “Hcmt was queried on a honest wi before round 2 in Game1”.
By union-bound, we can reduce this to a single call to OShareSign1 .

ˇ

ˇ

ˇ
AdvGame1

A ´AdvGame2
A

ˇ

ˇ

ˇ
ď

Qs
ÿ

s=1

Pr[E1
s] (4)

where E1
s is the event “The wi produced by the s-th call to OShareSign1 is queried on Hcmt before

round 2 in Game1”.
Lemma 5.6.2 tells us that the min-entropy of a single wi is at least n´ 1 except with probability

at most 2´n+1. As there at most QHcmt , we deduce that Pr[E1
s] is bounded by QHcmt ¨ 2

´n+2.
Summing the above inequality over s P [Qs], we obtain:

ˇ

ˇ

ˇ
AdvGame1

A ´AdvGame2
A

ˇ

ˇ

ˇ
ď Qs ¨QHcmt ¨ 2

´n+2

Remark 5.6.4. As a useful remark for the following hybrids, we note that a given wi cannot be
used twice by the same party after Game2 as then the random oracle programming would fail,
and the adversary loses.
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Game3 . In this hybrid, we sample a challenge c in advance during round 2. When the last hon-
est hash cmti obtains a corresponding wi programmed, we program the values Hc(vk,msg, w) = c.
This is analogous to Game3 of Theorem 6.4.4 in Fig. 6.10.

The proof for this hybrid is analogous to the previous one. First, these changes do not bias Hc

as the sampled challenges c are used at most once for programming Hc, and are not provided to
the adversary before programming. The view of the adversary hence differs only if it queried the
random oracle Hc on some tuple (vk,msg, w), where w are the high bits of pw =

ř

iPact wi before
it is programmed in round 2.

Again, we can bound this probability due to the high min-entropy of the last honest wi that
is sampled. As it is independent of the other wj, j ‰ i, we can capture their sum in the vector
u in Lemma 5.6.2 and deduce that w has a high min-entropy, except with probability 2´n+1. We
apply the union-bound over the Qs programmation, and QHc calls to Hc and deduce

ˇ

ˇ

ˇ
AdvGame2

A ´AdvGame3
A

ˇ

ˇ

ˇ
ď Qs ¨QHc ¨ 2

´n+1

Game4 . In this hybrid, we ensure that Hcmt has no collisions and that the adversary cannot
find preimages of hashes cmti after passing them to the second signing oracle. We introduce
a table Cmt that records every cmt sampled in Hcmt or in OShareSign1 , as well as those passed
to the second signing oracle. Whenever a new hash cmt is sampled, we ensure that it was not
previously added to Cmt, or the challenger sets the flag ffail to J in order to abort the game. This
is the same as Game4 of the proof of Theorem 6.4.4 in Fig. 6.12.

The view of the adversary differs in Game4 if it was previously able to (i) find a pre-image
of a cmti after passing it to OShareSign2 , or (ii) if a given cmt was sampled twice. We can bound
the probability of (i) due to the pre-image resistance of the hash function Hcmt, and with an
union bound over all the commits passed by the adversary to OShareSign2 which gives a bound
QHcmt ¨ T ¨Qs ¨ 2´2λ.

As for (ii), we rely on the collision resistance of Hcmt. Since the commitments are sampled

uniformly from t0, 1u2λ, we can bound the probability of (ii) by (QHcmt+Qs)2

22λ .
We conclude that,

ˇ

ˇ

ˇ
AdvGame3

A ´AdvGame4
A

ˇ

ˇ

ˇ
ď

QHcmt ¨ T ¨Qs + (QHcmt + Qs)2

22λ

Game5 . In this hybrid, we ensure that the challenge used in round 3 is the same as the one
sampled in round 2, and we precompute the responses zi in advance. This is the same as Game6 in
the proof Theorem 6.4.4 except that we sample responses as hints here instead of doing rejection
sampling. It was formalized in Fig. 6.14.

We want to show that responses are identically distributed in Game5. This is the case if pro-
grammed responses use the same c in both round 2 and round 3, and if they are used at most
once.

Now, we can first observe that if the hash checks in round 3 pass, then all the cmti :=
Hcmt(vk, i, wi) are correctly defined. Recall that Game4 ensured that Hcmt has no collisions, and
that pre-images cannot be found after round 2 is called. Hence, if these checks pass, then it means
that in round 2, all the hashes cmti either: (i) already had pre-images, or (ii) were produced by an
honest party in OShareSign1 and were waiting for programming. Eventually, all the missing cmti
from (ii) must thus have been programmed in OShareSign2 and as the challenger programs Hc as
soon as all the wi are defined, then it ensures that the same c is used in round 2 and in round 3.

Additionally, responses are used at most once by a given party due to the collision resistance
of Hcmt and Remark 6.4.6 which ensures that party i will accept cmti at most once.

All in all, we conclude that the adversary’s view is identically distributed in Game4 and Game5

so,
AdvGame5

A = AdvGame4
A
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Game6 . In this hybrid, we reverse the sampling of wi and zi. We start by sampling ri Ð χr, c Ð
C and zi =

ř

idxPν[i] c ¨ ν[i][idx] ¨ ski[idx] + ri. Then, we compute wi as
[
A I

]
¨ zi´

ř

idxPν[i] aux[i][idx],
where aux[i][idx] =

[
A I

]
¨ ski[idx] is the partial public key constructed from ski[idx]. This is

analogous to what is done in Game7 in Theorem 6.4.4.
We can see that the view of the adversary is identically distributed. Indeed, in Game6

[
A I

]
¨

zi = c ¨
[
A I

]
¨

ÿ

idxPν[i]

ν[i][idx] ¨ ski[idx]

looooooooooooooooooomooooooooooooooooooon

ř

idxPν[i] aux[i][idx]

+
[
A I

]
¨ ri

loooomoooon

wi

for zi = ri +
ř

idxPν[i] c ¨ ν[i][idx] ¨ ski[idx]. We

can thus equivalently write wi =
[
A I

]
¨ zi ´

ř

idxPν[i] c ¨ ν[i][idx] ¨ aux[i][idx] and sample zi first.
So,

AdvGame6
A = AdvGame5

A

Game7 . In this hybrid, we replace the public key by the rounding of a uniform value, i.e.

tbsνb
where b $

Ð Rk
q, and we replace the key generation and hints used for generating partial

signatures by the functional simulatability simulators of our Vandermonde secret sharing. This is
formalized in Fig. 6.15.

Formally, there exists an adversary B1 against the sDKG-SIM property of our secret sharing:
ˇ

ˇ

ˇ
AdvGame6

A ´AdvGame7
A

ˇ

ˇ

ˇ
ď AdvsDKG-SIM

B1

conclusion. At this stage the verification key of the signature scheme is distributed randomly,
and signatures no longer depend on a secret value.

The same reduction used for the final step of the unforgeability proof of RB-Raccoon in Theo-
rem 4.6.3 applies here.

Formally, there exists an adversary B2 against the SelfTargetMSISRq,k,ℓ+1,C,βstmsis
problem with

execution time Time(B2) « Time(A) such that

AdvGame7
A ď AdvSelfTargetMSIS

B2

We obtain the theorem statement by summing the different advantage differences obtained at
each step of the proof.

5.6.2 Identifiable Aborts

We now prove the Identifiable Abort property (Theorem 5.6.5) of our TSS scheme.

Theorem 5.6.5. Our TSS identifies abort if the sDKG identifies abort for SharesVerifyK,η1,η2
, with param-

eters as in Table 5.1.
Let A be a PPT adversary against GameTS-ID of Fig. 5.2. There exists an adversary B1 against the

sDKG-IA security of sDKG with Time (B1) « Time (A) such that:

AdvTS-ID
A (1λ) ď AdvsDKG-IA

B1
+ Qs ¨ 2´λ

Though it is not made explicit in IdentifyAbort (for concision), we consider that when the
parsing of messages fails, the sending party is identified as malicious.

Proof of Theorem 5.6.5. In order to prove the theorem, we analyze the probability of each winning
condition of the game in Fig. 5.2.
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key generation. We first tackle bad events during key generation. We can move to a game
where the winning conditions Lines 10 and 12 in Fig. 5.2 always return 0 and add an assertion
that when the key generation succeeds, the generation key, auxiliary information, and share ski˚

verify SharesVerifyK,η1,η2
.

The difference in winning probability between the two games is upper bounded by the ad-
vantage of an adversary against the sDKG-IA security of sDKG. Indeed, if the adversary A wins
the game because of one of these two conditions or causes the key generation to output invalid
shares, we can build an adversary B1 against the sDKG-IA security of sDKG that simulates A until
the end of key generation. The advantage of B1 is exactly the difference in winning probability
between the two games.

signing. We now analyze the signing phase.
At this point, we can assume that the key generation phase always succeeded and that the

share ski˚ is valid with respect to SharesVerifyK,η1,η2
.

First, we can show that i˚ will not be identified as malicious by IdentifyAbort except with
negligible probability. i˚ behaves honestly in the session considered and the only ways for it to
be identified as malicious are: (i) if z is not short enough, or (ii) the z(2) recovered in IdentifyAbort

is different from the one computed by i˚ during round 3 of signing.
For (i), we have that zi˚ = c ¨ sparti˚ + ri˚ , where sparti˚ =

ř

idxPν[i˚] ν[i˚][idx] ¨ ski˚ [idx]. Due to the
bounds enforced by SharesVerifyK,η1,η2

, we have |νi˚,u| ď η2, }ski˚} ď η1, and there are at most
K secrets ski˚ . We thus deduce that

›

›sparti˚

›

› ď Kη1η2. Besides, c has Hamming weight ω and
ri˚ Ð χr, hence by Lemma 4.6.9 we have that }zi˚} ď τ

a

n(ℓ+ k)σr with probability 1´ 2´λ for
each signing query. By a union bound the probability that i˚ is identified as malicious because
of (i) is at most Qs ¨ 2´λ.

As for (ii), SharesVerifyK,η1,η2
ensures the consistency of the partial secret key sparti˚ used in

round 3 of signing with the partial public key bpart
i˚ used in abort identification. Hence, the value

z(2) computed by i˚ during round 3 of signing is exactly the same as the one recomputed by
IdentifyAbort.

Now, it remains to show that when IdentifyAbort returns an empty set, the protocol produces
a valid signature. First, we can observe that z(1) =

ř

iPact z(1)i and z(2) =
ř

iPact z(2)i (as computed

in IdentifyAbort) verify A ¨ z(1)i + z(2)i = c ¨ b +
ř

iPact wi because of the consistency of the partial
public keys bpart

i with the global public key b ensured by SharesVerifyK,η1,η2
. Furthermore, we can

bound }(z(1), z(2))} with T ¨ βind with a simple triangular inequality.
We then relate this to the signature (c, z(1), h) output by Combine. Remark that by construc-

tion the correct challenge c is recomputed during the verification of the signature. We then
apply Lemma 3.7.4 to deduce that (z(1), 2νw ¨ h) has a small norm, specifically }(z(1), 2νw ¨ h)} ď
}(z(1), z(2)) +

?
nk(3 ¨ 2νw´1 + ω ¨ 2νb´1) ď T ¨ βind +

?
nk(3 ¨ 2νw´1 + ω ¨ 2νb´1) = β. This concludes

the proof.

5.6.3 Parameter Selection

We derive parameters for our TSS with identifiable aborts for both of the sDKG we introduced.
Interestingly, we can use the same parameter sets for both, the number of secrets and size of
shares having a limited impact on parameters due to the unusually large randomness used for
noise flooding. We obtain sizes competitive with the state-of-the-art TRaccoon [DKMM+24]. We
provide concrete parameters in Table 5.2 and explain our selection strategy below.
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Parameter selection.

Parameter sets are provided in Table 5.2. Parameter selection is fairly standard and detailed
thereafter. For the signature size, we rely on the robust encoding described in Section 4.7.1 to
upper bound the size of a signature that passed partial verification, selecting the ν parameter to
minimize its size.

Table 5.2: Parameter sets for IA-Raccoon for NIST security levels I and V. They are valid for both of our
sDKG, up to N = 16 for the replicated one, and up to N = 64 for the Vandermonde one. Sizes
are given in kB.

Level Qs q n k ℓ σsk σr νb νw |vk| |sig| Hint-MLWE SelfTargetMSIS

C/Q C/Q

I 259 249
256 8 9 214 231

32 40 4.3 12.3 123/108 126/110

V 260 253
512 8 7 214 237

39 46 7.2 22.1 257/225 254/223

Unforgeability.

The unforgeability of our scheme relies on the SelfTargetMSIS assumption, and on the functional
simulatability of the underlying sDKG. The latter reduces to the Hint-MLWE assumption for both
of the sDKG we introduced. We study both assumptions separately.

Hint-MLWE.

Both of our sDKG are functionally simulatable if the Hint-MLWE problem is hard, for a secret
s Ð Dσs , and up to Qs hints of the form c ¨ s + r, plus Qv(N, T) hints of the form s + s1 for
the Vandermonde sDKG, where r Ð Dσr , s1 Ð Dσsk . By a direct computation (see Remark 5.5.6
for the formula) we can verify that for T ď N ď 64 the number of hints Qv(T, N) in Theo-
rem 5.6.3 is bounded by 30327 « 215. Following Theorem 3.2.12, this problem is at least as hard
as MLWERq,k,ℓ,σred , for:

1
σ2
red

= 2 ¨
(

1
σ2

s
+ (1 + o(1)) ¨

Qs ¨ω

σ2
r

)
„

2 ¨Qs ¨ω

σ2
r

, (5)

where the „ asymptotic holds when σs
?

Qs ¨ω = ω(σr). We note that the factor 2 in the formula
is a proof artifact of the reduction, and we ignore it in our parameter selection, as often done
in the literature. We then quantify the hardness of MLWERq,k,ℓ,σred using the open source Lattice
Estimator [APS15].

Self-Target MSIS.

In Theorem 5.6.3, AdvSelfTargetMSIS
B2

corresponds to the hardness of SelfTargetMSISRq,k,ℓ+1,C,βstmsis
.

We proceed as in Section 3.2.3 and evaluate the hardness of this problem based on the best
known attacks, following the footsteps of Dilithium [LDKL+22, §C.3] and Raccoon [dEKM+23,
§4.3.5]. Specifically, the best known attacks boil down to either (i) breaking the second preimage
resistance of the underlying hash function, or (ii) breaking the related inhomogeneous MSIS

problem MSISRq,k,ℓ,βstmsis
.
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Correctness and Identifiable aborts.

Correctness is mainly subsumed to the bounds provided in Theorem 5.6.5. Interestingly, due to
the noise flooding technique, there exists a large gap between the secret standard deviations σs

and σr to guarantee unforgeability. Looking at the Hint-MLWE reduction, we can select this gap
to be as high as

?
Qs with no security loss. This ensures for both of our sDKG that the number

and size of shares has a small influence on the signature size and B2 « T ¨ τ
a

n(ℓ+ k) + (2νw +

ω ¨ 2νb´1) ¨
?

nk.
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GameTS-IA
TS,A (1λ, N, T, i˚)

1 : sidÐ 0
2 : SignStatesÐH

3 : (vk, aux, (ski)iP[N])Ð Keygen(1λ, N, T, t)

4 : (sti)iP[N] Ð Setup(1λ, N, T, t)

5 : stA Ð A((sti)iP[N], stA)

6 : for r P [RKG] do

7 : sti˚ , pmi˚
r Ð ShareKeygen(i˚, sti˚ , pmr´1)

8 : ((pmi
r)iP[N]zti˚u, stA)Ð AH(pmi˚

r , stA)

9 : U := KGIdentifyAbort((pmr)rP[RKG]
)

10 : if U ‰ H then return i˚ R U

11 : (vk, aux) := CombineKey((pmr)rP[RKG]
)

12 : if (vk, aux) = K then return 1

13 : ski˚ := PartialSecret(sti)

14 : O := H, (OTS.Signr
)rP[Rsig ]

15 : (sid, (pmi
Rsig

)iPact1)Ð A(vk, aux, ski˚)

16 : (r, act,msg, (pmr)rP[r´1] Y tpm
i˚
r u)Ð SignStates[sid]

17 : require r = Rsig ^ act = act1 \ ti˚u
18 : U := IdentifyAbort(vk, aux, act,msg, (pmr)rP[Rsig ]

)

19 : if U ‰ H then return i˚ R U
20 : sigÐ TS.Combine(vk, act,msg, (pmr)rP[Rsig ]

)

21 : return ␣TS.Verify(vk,msg, sig)

OTS.Sign1(act,msg)

1 : require act Ă [N]^ |act| = T^ i˚ P act
2 : sidÐ sid+ 1

3 : (pmi˚
1 , sti˚)Ð TS.Sign1(vk, act,msg, i˚, ski˚ , sti˚ ,H)

4 : SignStates[sid]Ð
(

1, act,msg, pmi˚
1

)
5 : return pmi˚

1

OTS.Signr(sid, (pmj
r´1)jPactzti˚u) for r P [2, Rsig]

1 : require SignStates[sid] ‰ K

2 : (r1, act,msg, (pmi˚
m )mP[r´1])Ð SignStates[sid]

3 : require r1 = r
4 : (sti˚ , sigi˚)Ð TS.Signr(vk, act,msg, i˚, ski˚ , sti˚ , pmr´1)

5 : SignStates[sid]Ð
(

r, act,msg, (pmm)mP[r´1] Y tpm
i˚
r u
)

6 : return sigi˚

Figure 5.2: Abort identification game for a threshold signature scheme. Dashed boxes correspond to
the centralized key generation setting, and solid boxes to the distributed key generation. By
convention, pm0 = K. The adversary A wins if the game returns 1, i. e. if it successfully
frames the honest user i˚ or produces an invalid signature without any misbehaving user in
the signing set.
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GamesDKG-SIM
sDKG,b (1λ, N, T) for b P t0, 1u

1 : (CS, stA)Ð A(1λ) // A chooses corrupted parties

2 : bK
$
Ð t0, 1u

3 : if ␣ (CS Ď [N]^ |CS| ď T´ 1) then return bK

4 : HS := [N]zCS

5 : if b = 0 then // Real sharing

6 : (sti)iP[N] Ð Setup(1λ, N, T, t)
7 : for r P [RKG] do
8 : for i P HS do
9 : pmi

r, sti Ð ShareKeygen(i, sti, pmr´1)

10 : if pmi
r = K then return bK

11 : ((pmi
r)iPCS, stA)Ð AH((pmi

r)iPHS, stA)
12 : (vk, aux) := CombineKey((pmr)rP[RKG]

)

13 : if (vk, aux) = K then return bK

14 : for i P HS do ski := PartialSecret(sti)

15 : else // Simulated sharing

16 : vkÐ χ

17 : aux, st, statusÐ SimKeygen(A,CS, vk)
18 : if status = 0 then return bK

19 : b1 Ð AOEval(vk, aux, stA)
20 : return b1 = 0

OEval(in)

1 : if b = 0 then
2 : return f (vk, aux, (ski)iPHS, in)
3 : else
4 : return SimF(vk, aux, st, in)

Figure 5.3: Simulatability game for a sDKG scheme. The adversary A wins if the game sDKG-SIM returns
1, i.e. if it is guessed correctly whether it is provided with real or simulated shares.

GamesDKG-IA
sDKG,A (1λ, N, T, i˚)

1 : (sti)iP[N] Ð Setup(1λ, N, T, t)
2 : stA Ð A((sti)iP[N], stA)
3 : for r P [RKG] do

4 : sti˚ , pmi˚
r Ð ShareKeygen(i˚, sti˚ , pmr´1)

5 : ((pmi
r)iP[N]zti˚u, stA)Ð AH(pmi˚

r , stA)

6 : U := KGIdentifyAbort((pmr)rP[RKG]
)

7 : if U ‰ H then return i˚ R U
8 : (vk, aux) := CombineKey((pmr)rP[RKG]

)

9 : if (vk, aux) = K then return 1
10 : ski˚ := PartialSecret(sti)

11 : return ␣SharesVerify(vk, aux, ski˚) = 0

Figure 5.4: Abort identification game for a sDKG. By convention, pm0 = K. The adversary A wins if the
game returns 1, i.e. if it successfully frames the honest user i˚ or produces an invalid sharing
without any misbehaving user detected.
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Repl.TrustedKeygen(N, T)Ñ (vk, aux, s⃗k)

1 : seedÐ t0, 1uλ

2 : A := HA(seed)

3 : // List sets of N ´ T + 1 parties

4 : for I Ă [N] s.t. |I| = N ´ T + 1 do
5 : sI Ð χsk

6 : bI := [A I] ¨ sI
7 : for i P I do
8 : ski = ski Y tsIu

9 : bJ :=

[

ÿ

I

bI

W

νb

10 : vk := (seed, bJ) // Verification key

11 : aux := (bI)I // Auxiliary key

12 : s⃗k := (ski)iP[N]

13 : return (vk, aux, s⃗k)

Repl.VandRecover(act)Ñ t0, 1uS1ˆS2ˆ...ˆSN

1 : for i P act do
2 : for I Ă [N] of cardinality N ´ T + 1 such that i P I do
3 : if i = max(I X act) then
4 : νi,I = 1
5 : else
6 : νi,I = 0
7 : return m := (mi)iPact,I s.t. iPI

Figure 5.5: Trusted key generation and coefficient recovery for replicated secret sharing.
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Setup(1λ, N, T)

1 : for i P [N] do

2 : skSIGi , pkSIGi Ð SIG.Keygen(1λ)

3 : for j P [N] do

4 : KSKE
iÑj Ð SKE.Keygen(1λ)

5 : sigSKEiÑj := SIG.Sign(skSIGi , ti, j, KSKE
iÑj u)

6 : for i P [N] do

7 : sti := t(pkSIGi )iP[N], (K
SKE
i1Ñj1 , sig

SKE
i1Ñj1)i1=i_j1=iu

8 : return (sti)iP[N]

ShareKeygen1(i, sti)

1 : seedi
$
Ð t0, 1uλ

2 : sti.session := tseediu

3 : cmti = Hcmt(seedi)

4 : return pmi
1 := cmti

ShareKeygen2(i, sti, pm1)

1 : Fetch (seedi) from sti.session
2 : sti.session := tpm1u

3 : return pmi
2 := seedi

ShareKeygen3(i, sti, pm2)

1 : Fetch (pm1) from sti.session[sid]
2 : Parse pm1 = (cmtj)j, pm2 = (seedj)j

3 : for j P [N] do
4 : if cmtj ‰ Hcmt(seedj) then
5 : return K // Check hash commit.

6 : seed := Hseed((seedj)j)

7 : A := HA(seed)

8 : msgsi = H

9 : for |I| = N ´ T + 1^ i = max(I) do
10 : sI Ð χsk // Sample secret share

11 : bI Ð [A I] ¨ sI
12 : cmt1I := Hcmt(bI)

13 : for j P Iztiu do

14 : msgsi := msgsi Y t(I, j, SKE.Encrypt(KSKE
iÑj , sI))u

15 : sti.session := tseed, (sI)Iu

16 : return pmi
3 := (msgsi, (cmt1I)I)

ShareKeygen4(i, sti, pm3)

1 : Fetch (seed, (sI)I) from sti.session
2 : Parse pm3 = (msgsj, (cmt1I)I s.t. max(I)=j)j
3 : seed := Hseed((seedi)i)

4 : A := HA(seed)

5 : complaintsi = H

6 : for |I| = N ´ T + 1^ i ‰ max(I) do
7 : sI := SKE.Decrypt from msgsmax(I) // Recover sI

8 : bI Ð [A I] ¨ sI
9 : if }sI} ą η1 _ cmt1I ‰ Hcmt(bI) then

10 : complaintsi := complaintsi Y tI, j := max(I), KSKE
jÑi , sigSKEjÑi u

11 : return pmi
4 := (complaintsi, (bI)I)

Figure 5.6: Algorithms for our sDKG relying on replicated secret sharing. For conciseness, we omit aborts
due to parsing errors: if an unexpected message is received, parties abort by returning K.
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CombineKey(pm2, pm3, pm4)

1 : Parse pm2 = (seedi)i, pm3 = (msgsi, ¨)i, and pm4 = (complaintsi, (bI)I)i
2 : for set I of cardinality N ´ T + 1 do
3 : if Hcmt(bI) ‰ cmt1I then return K
4 : for i P [N] do

5 : for (I, j, KSKE
jÑi , sigSKEjÑi ) P complaintsi do

6 : if ␣SIG.Verify(sigSKEjÑi , KSKE
jÑi ) then

7 : return K
8 : else

9 : sI := SKE.Decrypt using KSKE
iÑj from msgsj; bI Ð [A I] ¨ sI

10 : if }sI} ą η1 _ cmt1I ‰ Hcmt(bI) then return K
11 : seed := Hseed((seedi)i)

12 : bJ :=

[

ÿ

I

bI

W

νb

13 : return vk := (seed, bJ), aux := (bI)I

KGIdentifyAbort((pmi)iP[RKG])

1 : Parse pm1 = (cmti)i, pm2 = (seedi)i, pm3 = (msgsi, (cmt1I)I)i, and pm4 = (complaintsi, (bI)I)i
2 : // Check round 3

3 : for j P [N] do
4 : if cmtj ‰ Hcmt(seedj) then
5 : return tju // Check hash commit.

6 : // Check round 4

7 : for set I of cardinality N ´ T + 1 do
8 : if Hcmt(bI) ‰ cmt1I then return tmax(I)u
9 : invalid = H

10 : for i P [N] do

11 : for (I, j, KSKE
jÑi , sigSKEjÑi ) P complaintsi do

12 : if ␣SIG.Verify(sigSKEjÑi , KSKE
jÑi ) then invalid := invalidY tiu

13 : else

14 : sI := SKE.Decrypt using KSKE
iÑj from msgsj; bI Ð [A I] ¨ sI

15 : if }sI} ą η1 _ cmt1I ‰ Hcmt(bI) then invalid := invalidY tju
16 : return invalid

Figure 5.7: Key aggregation and abort identification for our sDKG relying on replicated secret sharing. We
omit aborts due to parsing errors for conciseness.
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Hybrid2

1 : ProgrammedSeed = K

2 : // Lines 1-4 are identical

3 : for i P HS do

4 : cmti
$
Ð t0, 1u2λ

5 : // Round 1: identical

6 : // Round 2: updated

7 : for i P HS do

8 : seedi
$
Ð t0, 1uλ

9 : Hcmt(seedi) := cmti // Program random oracle

10 : if @j P CS, Dseedj, cmtj = H(seedj) then

11 : seed
$
Ð χseed, A $

Ð Rkˆℓ
q

12 : Hseed((seedi)iP[N]) := seed

13 : HA(seed) := A // Program random oracle

14 : ProgrammedSeed = (seedi)iP[N]

15 : (pmi
2)iPHS = (seedi)iPHS

16 : // Rest is identical

17 : // Round 3: updated

18 : for i P HS do
19 : Parse pm1 = (cmtj)j, pm2 = (seedj)j

20 : for j P [N] do
21 : if cmtj ‰ Hcmt(seedj) then return K

22 : assert ProgrammedSeed = (seedi)iP[N]

23 : // Round 4 and remaining lines are left unchanged

Figure 5.8: The second hybrid of the security proof of the functional simulatability of our Repl sDKG

scheme. Difference with the previous hybrid are highlighted . We omit state updates for
conciseness. In case the game programs the random oracle on an existing index, we consider
that the adversary loses the game.
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Hybrid3

1 : // Round 4: updated

2 : for i P HS do
3 : Fetch (seed, (sI)I) from sti.session
4 : Parse pm3 = (msgsj, (cmt1I)I s.t. max(I)=j)j

5 : seed := Hseed((seedi)i); A := HA(seed)

6 : complaintsi = H

7 : for I s.t. |I| = N ´ T + 1^ i ‰ max(I) do
8 : if max(I) P HS then

9 : continue // Do not complain against honest senders

10 : sI := SKE.Decrypt from msgsmax(I)

11 : bI Ð [A I] ¨ sI
12 : if }sI} ą η1 _ cmt1I ‰ Hcmt(bI) then

13 : complaintsi := complaintsi Y tI, j := max(I), KSKE
jÑi , sigSKEjÑj u

14 : pmi
4 := (complaintsi, (bI)I)

Figure 5.9: The third hybrid of the security proof of the functional simulatability of our Repl sDKG scheme.
Difference with the previous hybrid are highlighted . We omit state updates for conciseness.

Hybrid4

1 : // Round 3: updated

2 : Retrieve (seedj)jPHS

3 : for i P HS do
4 : Parse pm1 = (cmtj)j, pm2 = (seedj)j

5 : for j P [N] do
6 : if cmtj ‰ Hcmt(seedj) then return K
7 : assert ProgrammedSeed = (seedi)iP[N]

8 : for i P HS do
9 : seed := Hseed((seedj)j)

10 : A := HA(seed)

11 : msgsi = H

12 : for I s.t. |I| = N ´ T + 1^ i = max(I) do
13 : sI Ð χsk // Sample secret share

14 : bI Ð [A I] ¨ sI
15 : cmt1I := Hcmt(bI)

16 : for j P Iztiu do
17 : if j P HS then

18 : msgsi := msgsi Y t(I, j, SKE.Encrypt(KSKE
iÑj , 0))u

19 : else

20 : msgsi := msgsi Y t(I, j, SKE.Encrypt(KSKE
iÑj , sI))u

21 : sti.session := tseed, (sI)Iu

22 : pmi
3 := (msgsi, (cmt1I)I)

23 : return (pmi
3)iPHS

Figure 5.10: The fourth hybrid of the security proof of the functional simulatability of our Repl sDKG

scheme. Difference with the previous hybrid are highlighted . We omit state updates for
conciseness.
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Hybrid5

1 : ProgrammedB = K

2 : // Round 3: updated

3 : Retrieve (seedj)jPHS

4 : for i P HS do
5 : Parse pm1 = (cmtj)j, pm2 = (seedj)j

6 : for j P [N] do
7 : if cmtj ‰ Hcmt(seedj) then return K
8 : assert ProgrammedSeed = (seedi)iP[N]

9 : Fix index I0 such that I0 Ă HS

10 : cmt1I0

$
Ð t0, 1u2λ

11 : for i P HS do
12 : seed := Hseed((seedj)j)

13 : A := HA(seed)

14 : msgsi = H

15 : for I s.t. |I| = N ´ T + 1^ i = max(I)^ I ‰ I0 do

16 : // Rest is identical

17 : // Round 4: updated

18 : Parse pm3 = (msgsj, (cmt1I)I s.t. max(I)=j)j

19 : if @I ‰ I0, DHcmt(bI) = cmt1I then

20 : ProgrammedB = (bI)I‰I0

21 : sI0 Ð χsk

22 : bI0 := [A I] ¨ sI0

23 : H(bI0) := cmt1I0
// Program random oracle

24 : for i P HS do
25 : // Other lines are identical

CombineKey(pm2, pm3, pm4)

1 : Parse pm2 = (seedi)i, pm3 = (msgsi, ¨)i, and pm4 = (complaintsi, (bI)I)i
2 : for set I of cardinality N ´ T + 1 do
3 : if bI ‰ cmt1I then
4 : return K

5 : assert ProgrammedB = (bI)I‰I0

6 : // Other lines are identical

Figure 5.11: The fifth hybrid of the security proof of the functional simulatability of our Repl sDKG scheme.
Difference with the previous hybrid are highlighted . We omit state updates for conciseness.
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Hybrid6

1 : // Identical

OEval(in := (act, i))

1 : (νj,I)jPact,I s.t. jPI := Repl.VandRecover(vk, aux, act)

2 : (rj)jPHSXact Ð D(ℓ+k)¨|HSXact|
r

3 : c Ð C
4 : if i = max(I0 X act) then
5 : ri Ð χr

6 : hi := c ¨ sI0 + ri

7 : return hi + c ¨
ř

I‰I0
νi,I

8 : else
9 : ri Ð χr

10 : return c ¨
ÿ

I

νi,I ¨ Si[I] + ri

Figure 5.12: The sixth hybrid of the security proof of the functional simulatability of our Repl sDKG

scheme. Difference with the previous hybrid are highlighted . We omit state updates for
conciseness.

Hybrid7

1 : // Hybrid 4: updated

2 : Parse pm3 = (msgsj, (cmt1I)I s.t. max(I)=j)j

3 : if @I ‰ I0, DHcmt(bI) = cmt1I then
4 : ProgrammedB = (bI)I‰I0

5 : sI0 Ð χsk

6 : bJ Ð χb

7 : Sample b $
Ð Rk

q conditioned on bJ = tbsνb

8 : bI0 := b´
ř

I‰I0
bI

9 :
10 : H(bI0) := cmt1I0

// Program random oracle

11 : for i P HS do
12 : // Other lines are identical

Figure 5.13: The seventh hybrid of the security proof of the functional simulatability of our Repl sDKG

scheme. Difference with the previous hybrid are highlighted . We omit state updates for
conciseness.
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Share(x, t1, 2, 3, 4u, T=2)

Share(x, t1, 2u, T=2)

Split: x = x1 + x2
x1 Ð χsk

P1 : x1 P2 : x2

Split: x = xL + xR
xL Ð χsk

Share(xL, t1, 2u, T=1) Share(xR, t3, 4u, T=1)

P1 : xL P2 : xL P3 : xR P4 : xR

Share(x, t3, 4u, T=2)

Split: x = x3 + x4
x3 Ð χsk

P3 : x3 P4 : x4

k
=

2

k = 1

k
=

0

recovers xL

recovers xR

xL+xR = x

Figure 5.14: Vandermonde sharing of a secret x among N = 4 parties with threshold T = 2. Blue rectan-
gles correspond to recursive sharing, orange rectangles correspond to the splitting of secrets
into two sub-secrets, and green or red boxes represent the shares given to parties. The shar-
ing is based on going over all the possible values k of selected parties in the left half tP1, P2u,
which corresponds to the combinatorial decomposition of (4

2) into (2
2) ¨ (

2
0) + (2

1) ¨ (
2
1) + (2

0) ¨ (
2
2).

The red leaves and dashed arrows highlight the recovery path for the set of selected parties
tP1, P3u (one party per half, i.e. k = 1).
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Vand.TrustedKeygen(N, T)Ñ (vk, aux, s⃗k)

1 : seedÐ t0, 1uλ

2 : A := HA(seed)

3 : s Ð χsk

4 : b := [A I] ¨ s
5 : ShareÐ Vand.Share(s, [N], T, "",Share = t:u)
6 : aux = t:u
7 : for i P [N] do
8 : for idx s.t. Share[i][idx] ‰ K do
9 : bi,idx := [A I] ¨ Share[i][idx]

10 : aux[i][idx] := aux[i][idx]Y tbi,idxu

11 : s⃗k := (ski := Share[i])iP[N]

12 : return (vk, aux, s⃗k)

Vand.Share(x,P , T, idx, Share)

1 : N Ð |P |
2 : if T = 1 then
3 : for i P P do Share[i][idx]Ð x // 1-out-of-N

4 : else
5 : b Ð tN/2u

6 : PL Ð P [1 . . . b]; PR Ð P [b + 1 . . . N] // Divide P into two disjoint sets

7 : minTL Ð max(0, T´ (N ´ b)) // Minimum threshold for PL

8 : maxTL Ð min(T, b) // Maximum threshold for PL

9 : for k P [minTL, maxTL] do
10 : idxL Ð idx } ":L:" } k, idxR Ð idx } ":R:" } (T´ k)
11 : if k = 0 then
12 : ShareÐ Vand.Share(x,PR, T, idxR, Share) // T-out-of-(N ´ b)

13 : else if k = T then
14 : ShareÐ Vand.Share(x,PL, T, idxL, Share) // T-out-of-b

15 : else
16 : xL Ð χsk; xR Ð (x´ xL) mod q // This guarantees short shares

17 : ShareÐ Vand.Share(xL,PL, k, idxL, Share) // k-out-of-b

18 : ShareÐ Vand.Share(xR,PR, T´ k, idxR, Share) // (T ´ k)-out-of-(N ´ b)

19 : return Share

Figure 5.15: Algorithms (part 1/2) for our short Vandermonde secret sharing. The list Share[¨][¨] is initial-
ized to K. We assume that P is always lexicographically ordered.
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Vand.Recover(P , act, idx, Index)

1 : N Ð |P |; T Ð |act|

2 : if T = 1 then
3 : for i P P do Index[i]Ð idx

4 : else
5 : b Ð tN/2u

6 : PL Ð P [1 . . . b]; PR Ð P [b + 1 . . . N]

7 : actL Ð actXPL; actR Ð actXPR
8 : k Ð |actL|

9 : idxL Ð idx } ":L:" } k, idxR Ð idx } ":R:" } (T´ k)
10 : if k = 0 then
11 : IndexÐ Vand.Recover(PR, actR, idxR, Index)
12 : else if k = T then
13 : IndexÐ Vand.Recover(PL, actL, idxL, Index)
14 : else
15 : IndexÐ Vand.Recover(PL, actL, idxL, Index)
16 : IndexÐ Vand.Recover(PR, actR, idxR, Index)
17 : return Index

Figure 5.16: Algorithms (part 2/2) for our short Vandermonde secret sharing. The list Index[¨] is initialized
to K. We assume that P and act is always lexicographically ordered.
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ShareKeygen3(i, sti, pm2)

1 : Fetch (pm1) from sti.session[sid]
2 : Parse pm1 = (cmtj)j, pm2 = (seedj)j

3 : for j P [N] do
4 : if cmtj ‰ Hcmt(seedj) then
5 : return K // Check hash commit.

6 : seed := Hseed((seedj)j)

7 : A := HA(seed)

8 : si Ð χsk

9 : Share := Vand.Share(si, [N], T, "", Share = t:u)
10 : msgsi = H

11 : for j P [N]ztiu do
12 : for idx s.t. Share[j][idx] ‰ K do

13 : b(i)
j,idx := [A I] ¨ Share[j][idx]

14 : cmt
1(i)
j,idx := Hcmt(b

(i)
j,idx)

15 : msgsi := msgsi Y t(j,SKE.Encrypt(KSKE
iÑj , Share[j]))u

16 : sti.session := tseed, (b(i)
j )j, Shareu

17 : return pmi
3 := (msgsi, (cmt

1(i)
j,idx)j,idx)

ShareKeygen4(i, sti, pm3)

1 : Fetch (seed, (b(i)
j )j, Share) from sti.session

2 : Parse pm3 = (msgsj, (cmt
1(j)
u,idx)u,idx)j

3 : seed := Hseed((seedi)i)

4 : A := HA(seed)

5 : complaintsi = H

6 : for j P [N]ztiu do
7 : Sharej := SKE.Decrypt from msgsj

8 : for idx P Share[i] do

9 : b1(j)
i,idx Ð [A I] ¨ Sharej[i][idx]

10 : if }Sharej[i][idx]} ą ηind
1 _ cmt

1(j)
i,idx ‰ Hcmt(b

1(j)
i,idx) then

11 : complaintsi := complaintsi Y tj, KSKE
jÑi , sigSKEjÑi u

12 : return pmi
4 := (complaintsi, (b

(i)
j )j)

Figure 5.17: Modified algorithms for our sDKG relying on Vandermonde secret sharing. For conciseness,
we omit aborts due to parsing errors: if an unexpected message is received, parties abort by
returning K.
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CombineKey(pm2, pm3, pm4)

1 : // Reconstruct final key

2 : Index := Vand.Recover([N], [T], "", Index = t:u)

3 : b =
ÿ

iP[N]

ÿ

jP[T]

b(i)
j,Index[j]

4 : . . . // If reconstruction of b with different signing set yields different result, abort

5 : . . . // Check complaints and abort if any is valid as in Fig. 5.7

6 : seed := Hseed((seedi)i)

7 : bJ := tbsνb
8 : return vk := (seed, bJ), aux := (bI)I

KGIdentifyAbort((pmi)iP[RKG])

1 : . . . // Check complaints and identify aborts as in Fig. 5.7

Figure 5.18: Key aggregation and abort identification for our sDKG relying on Vandermonde secret shar-
ing. We omit aborts due to parsing errors for conciseness.
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Figure 5.19: Contour plots of the maximum number of shares per party, as a function of N and T (unde-
fined for T ą N).
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ShareSign1(vk, i, ski, sti)

1 : require E sti.session[sid]
2 : ri Ð χr

3 : wi := [A I] ¨ ri
4 : cmti = Hcmt(vk, i, wi)

5 : sti := sti Y t(cmti, wi, ri)u

6 : return pmi
1 := cmti

ShareSign3(vk, i, ski, sti, pm2)

1 : require (¨, pmi
2, ¨) P sti

2 : Pick (act,msg, pm1, wi, ri) from sti with pmi
2 = wi

3 : Parse pm1 = (cmtj)j and pm2 = (wj)j‰i
4 : for j P act do
5 : if cmtj ‰ Hcmt(vk, j, wj) then
6 : return K
7 : sti := stizt(act,msg, pm1, wi, ri)u

8 : w :=

—

—

—

–

ÿ

jPact

wi

fi

ffi

ffi

ffi

νw

9 : c := Hc(vk,msg, w)

10 : ν := VandRecover(vk, aux, act)
11 : // Individual response in Rℓ

q

12 : z(1)i , z(2)i := c ¨
ÿ

idxPν[i]

ν[i][idx] ¨ ski[idx] + ri

13 : return pmi
3 := z(1)i

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : require act Ď [N]^ i P act
2 : require (pmi

1, ¨, ¨) P sti

3 : Pick (cmti, wi, ri) from sti with pmi
1 = cmti

4 : sti := stizt(cmti, wi, ri)u

5 : sti := sti Y t(act,msg, pm1, wi, ri)u

6 : return pmi
2 := wi

Figure 5.20: Algorithms (part 1/2) for a distributed signing with IA. For conciseness, we omit aborts due
to parsing errors: if an unexpected message is received, parties abort.
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Combine(vk = (seed, b), act, aux,msg, (pmk)kPt1,2,3u)

1 : Parse pm2 = (wi)i and pm3 = (z(1)i )i

2 : w :=

—

—

—

–

ÿ

jPact

wi

fi

ffi

ffi

ffi

νw

3 : c := Hc(vk,msg, w)

4 : z(1) =
ÿ

iP[N]

z(1)i

5 : u :=
Y

A ¨ z(1) ´ 2νb ¨ c ¨ b
U

νw

6 : h := w´ u // Hint

7 : return sig := (c, z(1), h)

Verify(vk = (seed, bJ),msg, sig)

1 : Parse sig = (c, z(1), h)
2 : A = HA(seed) P Rkˆℓ

q

3 : c1 Ð Hc(vk,msg,
Y

A ¨ z(1) ´ 2νb ¨ c ¨ bJ

U

νw
+ h)

4 : if c = c1 ^

∥∥∥(z(1), 2νw ¨ h)
∥∥∥ ď β then

5 : return true

6 : return false

IdentifyAbort(vk, aux, act,msg, (pmi)iP[Rsig])

1 : Parse pm1 = (cmti)iPact, pm2 = (wi)iPact, pm3 = (z(1)i )iPact
2 : // Check commitments hash.

3 : invalid = ti P [N] | cmti ‰ Hcmt(vk, i, wi)u

4 : if invalid ‰ H then
5 : return invalid

6 : c := Hc(vk,msg,

[

ÿ

iPact

wi

W

νw

)

7 : ν := VandRecover(vk, aux, act)
8 : for i P act do

9 : bpart
i :=

ÿ

idxPν[i]

ν[i][idx] ¨ bi[idx]

10 : z(2)i :=
(

A ¨ z(1)i ´ c ¨ bpart
i

)
´wi

11 : if t
∥∥∥(z(1)i , z(2)i )

∥∥∥ ą βindu then

12 : invalid := invalid\ tiu
13 : return invalid

Figure 5.21: Algorithms (part 2/2) for a distributed signing with IA. For conciseness, we omit aborts due
to parsing errors: if an unexpected message is received, parties that produced the unexpected
message are included in the set of invalid parties.



6 R E J E C T I O N -S A M P L I N G B A S E D T S S A N D
T H R E S H O L D M L- D S A

The previous chapters focused on lattice-based threshold signature schemes (TSS) built with the
noise flooding technique, and achieving advanced properties for them. While this approach has
led to efficient constructions, it results in relatively large signatures, and most importantly, it
does not directly indicate how to distribute the lattice-based NIST standards FN-DSA and ML-
DSA. Compatibility with standards is often crucial for practical adoption and interoperability
with existing systems.

In this chapter, we address the problem of building efficient TSS leveraging rejection sampling,
breaking the remaining barrier toward more compact lattice-based TSS. As a breakthrough ap-
plication, we present the first threshold signature scheme that is fully compatible with ML-DSA,
supporting secure and efficient signing for a few parties.

This construction is enabled by a new simulation result for rejection sampling, allowing us to
simulate Fiat–Shamir commitments even when the final signature is rejected, whereas central-
ized security proofs typically rely on these commitments remaining hidden. Our construction
leverages short secret sharing techniques and integrates optimized rejection sampling to achieve
practical performance.

We implement our threshold ML-DSA construction in Go and evaluate its performance across
local, LAN, and WAN network settings.

6.1 introduction

As organizations migrate to post-quantum cryptography, they are adopting the Module-Lattice-
based Digital Signature Algorithm (ML-DSA), recently finalized by NIST [Nat24]. However, this
transition leaves an important gap: modern systems rely on threshold signature schemes (TS) to
eliminate single points of failure and distribute trust, but there is currently no practical threshold
construction for ML-DSA. This creates a trade-off between achieving quantum resistance and
preserving the operational resilience provided by mature classical threshold schemes for RSA,
Schnorr, and ECDSA. Systems that migrate to ML-DSA today therefore must forfeit the threshold
guarantees they rely on.

The absence of a threshold ML-DSA scheme is not merely an oversight but a deep technical
challenge. The core of ML-DSA’s design – the Fiat-Shamir-with-aborts paradigm – is fundamentally
at odds with multi-party computation. This paradigm relies on a rejection sampling procedure
where a signature attempt is "aborted" and retried. Rejected signature candidates leak informa-
tion about the secret key if revealed, and must therefore be kept secret. In a multi-party setting,
this requires multiple parties to collaboratively decide whether to abort without revealing the
candidate to each other, nor to an adversary. Even whether the randomness commitment used
in the Fiat-Shamir-with-aborts paradigm can be safely revealed in case of rejection is an open
question, and previous attempts to prove this claim relied on assumptions that do not yield
competitive parameters [BTT22; DFPS23; ADP24].

More precisely, [BTT22; DFPS23] give two orthogonal proofs that the distribution of
[
A I

]
¨ r

conditioned on the rejection sampling step aborting is close to uniform.

1. The first uses a leftover-hash-lemma or regularity lemma on
[
A I

]
¨ r. However, the

leftover-hash lemma does not apply to polynomial rings, and regularity lemmas for poly-
nomial rings only work for Gaussian distributions with large standard deviations.
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2. The second approach consists in reducing to the MLWE hardness over χr assuming that
the distribution of accepted zi is at a negligible statistical distance from the ideal distri-
bution. However, their proof relies on non-tight search-to-decision and decision-to-search
LWE reductions, and cannot be exploited for setting any parameter.

Naïve protocols to securely distribute Fiat-Shamir-with-aborts signatures would require the
multi-party computation of a hash function with secret inputs [CS19], which is prohibitively in-
efficient. The threshold solutions [DOTT22; BTT22; Che23] surveyed in Section 3.5 instead rely
on revealing the input of the hash publicly while attempting to hide potential leaks from rejected
commitments. Provable approaches include the reliance on trapdoor commitments [DOTT21] or
the combination of several commitments together with trapdoor sampling [BTT22]. They then
rely on local rejection sampling in the N-out-of-N setting to ensure that revealed partial signa-
tures do not leak information. These constructions, however, introduce significant overhead, leav-
ing them behind noise flooding based schemes in terms of efficiency and compactness, and even
further away from compatibility with ML-DSA, with the state-of-the-art multisignature [Che23]
generating signatures of 31 kB for 1024 users. [DKLS25] assumes heuristically that this leakage is
safe, and proposes an MPC protocol for ML-DSA under this assumption, though it remains rather
inefficient and assumes a trusted party to generate correlated randomness, which falls outside
standard security models.

6.1.1 Our Contribution: The First Efficient Threshold ML-DSA

We introduce the first practical threshold signature scheme for the ML-DSA standard. We assume
a trusted key generation1. It supports signing with up to 6 parties. While a threshold of six
may appear small at first glance, it represents a significant step forward and is already more
than sufficient for most industrial applications (which usually require 2-out-of-2 and 2-out-of-3
settings).

We resolve the main tension that prevented previous works for efficiently distributing Fiat-
Shamir with Aborts signatures: the need to keep rejected commitments secret, and we also
leverage short secret sharing techniques from the previous chapter to support T-out-of-N set-
tings. Finally, we introduce ML-DSA-specific optimizations for tight parameters and practical
performance.

distributing fiat-shamir with aborts signatures. The first major challenge we address
is how to securely distribute the Fiat-Shamir-with-aborts signing process. Our key insight is that
rejected commitments can be safely revealed without leaking secret information. This enables an efficient
3-round distributed signing protocol following the initial design of [DOTT21; BTT22], where
parties compute locally a Fiat-Shamir-with-aborts commitment and a partial signature. Parties
can reveal their Fiat-Shamir commitment in clear and only keep the final partial signature secret
in case of rejection. This allows an aggregated commitment to be computed publicly and hashed
to derive the challenge, without any parameter increase. To support this claim, we present in
Lemma 6.3.2 a new proof that the distribution of commitments in case of abort remains pseudo-
uniform, which is much simpler than previous attempts and directly relies on the hardness of
MLWE for standard distributions.

Further, we upgrade this basic protocol to support T-out-of-N settings by leveraging short
secret sharing techniques from the previous chapter.

1 While it is possible to distribute the key generation, it requires more care than in Chapter 5 as our bound analysis (c.f.
Section 6.4.5) relies on the honest sampling of the shares, and we refer to the full version of this work for a discussion
and a compatible distributed key generation protocol.
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threshold ML-DSA . Our key contribution is a distributed protocol for ML-DSA. It is a
tailored combination of (i) short replicated secret sharing, and (ii) optimized per-party rejection
sampling, specifically designed for ML-DSA’s unique constraints. Our protocol includes a two-
stage rejection sampling: a per-party rejection, to ensure the good shape of all partial signatures,
and that their reveal does not leak any secret; and a global one, at the time of combination, which
ensures that the final combined signature fits in the sizes of ML-DSA signatures. Note that while
the first one acts as in ML-DSA as is required for security, the second one is only there for size
compatibility. Even though this idea seems simple, it requires several new pieces of technology
to make it work effectively:

‚ Unbalanced Hyperball Rejection Sampling. We replace the rejection sampling technique
from ML-DSA with one based on hyperballs. This significantly reduces abort probability
when multiple parties must simultaneously satisfy the rejection criteria. Further, we fine-
tune this new rejection sampling by using simultaneously different norms.

‚ Optimized Share Reconstruction (Section 6.4.2). The probability of signing success is di-
rectly tied to the size of the secret shares. We designed a tailored reconstruction procedure
that minimizes this size by modeling the problem as a variant of the B-matching problem,
which we solve efficiently using a maximum flow algorithm.

‚ Parallel Protocol Instances. To ensure high signing success rates at reconstruction time,
our protocol runs multiple instances in parallel. This approach guarantees fast and reliable
signing without compromising security.

As this is not the main focus of this chapter, we present only a distributed signing process,
and refer to the published version of this work [CPEN+26] for a discussion and a compatible
distributed key generation protocol.

formal security (Section 6.4.3) We provide a full formal analysis of our scheme, showing
that it preserves the security guarantees of ML-DSA.

practical deployment (Section 6.5) We implement our scheme in Go and benchmark
its performance in local settings. Our experiments show that a signing attempt completes in
milliseconds in local deployments. Average communication costs to produce a signature range
from 21 kB to 1050 kB per party depending on the threshold (T, N) and up to 6 parties, which
is competitive with established classical TS. Crucially, the output signatures are fully compliant
with the standard ML-DSA format, enabling drop-in integration with existing systems.

comparison with other works on threshold ML-DSA . Several works pursued direct
thresholdization of ML-DSA, through generic MPC techniques to address its rejection sampling
behavior, as summarized in Table 6.1. First, the generic MPC-based approach of Cozzo and
Smart [CS19] is secure in theory but suffers from high computational and communication costs,
making practical deployment infeasible. The “Trilithium” scheme by Dufka et al. [DKLS25]
supports two-party signing, but it assumes a trusted party to generate correlated randomness:
an assumption that falls outside standard adversarial models and incurs high communication
overhead. Moreover, its security analysis lacks a full proof of unforgeability, relying instead on
heuristic assumptions about the distribution of rejected ML-DSA transcripts. Most recently, and
concurrently with this work, Bienstock et al. [BCEP+25] proposed a threshold ML-DSA variant
using MPC under an honest-majority assumption. Their construction achieves either 78 rounds
with 705 kB of online communication per party or 23 rounds with 1.5 MB, depending on pa-
rameter choices (c.f., [BCEP+25, Table 5]). To this must be added the cost of the offline phase
(between 136 and 37 rounds on average), which in particular includes correlated randomness gen-
eration, which is known to be expensive computational and/or communication-wise. We note
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Table 6.1: Comparison of approaches to thresholdize ML-DSA-44, with per party metrics averaged over
successful signing attempts.

Scheme # Parties # Rounds Communication Computation Model Security
(bound) Off + Online Off + Online (MB)

This work 6 2+4 10´5 + 0.021 to 1.05 Lightweight Game-based Dishonest majority

Bienstock et al.
8

136˚ + 79 ą 0.87˚ + 0.70 Online
UC Honest majority

[BCEP+25] 37˚ + 23 ą 1.9˚ + 1.5 lightweight˚

Trilithium [DKLS25] 2 1
:+60 234: + 0.40 Heavy UC Trusted party:

Generic MPC [CS19] 8 High High Impractical UC Dishonest majority

Rounds and communication costs are reported as per-party averages, measured over successful signing
attempts for threshold Threshold ML-DSA-44. These reflect the impact of ML-DSA’s inherent probabilistic

abort mechanism. For [BCEP+25], we include the costs for 5 parties, with 1 and 8 parallel protocol
executions. ˚Offline costs for [BCEP+25] do not include the generation of correlated randomness (e.g.,
Beaver triples, edaBits, etc.). :Requires 234 MB of correlated randomness to be generated by a trusted

party.

that [BCEP+25] leverages the proof techniques we introduce in this work to show that rejected
commitments can be safely revealed, but they still rely on a costly MPC protocol to securely
compute the partial signatures, which results in high communication and round complexity.

Our scheme departs from generic MPC paradigms by tailoring the design to ML-DSA’s design
and leveraging new insights for distributing Fiat-Shamir with Aborts signatures. It supports up
to 6 parties in the strongest adversarial model (dishonest majority), retains compatibility, and
achieves practical efficiency.

6.2 preliminaries

6.2.1 Additional Notations

set and distributions. We recall that the union S Y T of two sets is denoted by S \ T
when disjoint. For a real parameter 0 ď p ď 1, the Bernoulli distribution Ber(p) outputs 1 with
probability p and 0 otherwise. The Binomial distribution Bin(m, p) is defined as the sum of m
independent Bernoulli trials sampled from Ber(p).

6.2.2 Threshold Signatures

We reuse the syntax and definitions from Section 3.4. In particular, we will prove the unforge-
ability of our Threshold ML-DSA scheme in the asynchronous communication model.

However, in this chapter, we focus on Fiat-Shamir with Aborts (FSwA) signature schemes.
In the threshold setting, this translates to having signature protocols that may abort with some
probability even when all parties behave honestly.

Hence, the standard notion of correctness is unfit for such schemes. Instead, we consider a
notion of correctness tolerating a certain probability of abort. We use the same game as in Fig. 3.2,
but we tolerate some probability 1´ p that it returns K, e.g. that the parties decide to abort the
signing protocol.
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Definition 6.2.1 (Correctness of TS with aborts). We say that a TS with aborts p-terminates if:

Pr
[
GameTS-CORR

TS (1λ, N, T, act,msg) ‰ K
]
ě p (1)

Pr
[
GameTS-CORR

TS (1λ, N, T, act,msg) = 0
]
= negl(λ) (2)

where GameTS-CORR
TS is defined in Figure 3.2.

6.2.3 Modulus Rounding in ML-DSA

We recall helper functions over Zq, used in ML-DSA. These functions are applied coefficient-wise
when applied to polynomials in Rq to optimize the sizes of keys and signatures.

Power2Roundq(r): rounds an integer r P Zq. It outputs a pair (r0, r1), where r0 = r mod ˘2d and
r1 = (r´ r0)/2d.

HighBits(r, α): returns the high-order bits r1 of r, defined as HighBits(r, α) = r´(r mod ˘α)
α if

r´ (r mod ˘α) ‰ q´ 1 and 0 otherwise.

MakeHintq(z, r, α): produces a binary hint h P t0, 1u indicating that the high bits of z and z + r
differ. The hint mechanism ensures the correct reconstruction of high bits during verifica-
tion.

UseHintq(h, r, α): takes a hint bit h P t0, 1u and an integer r P Zq. Based on the hint, it corrects
the computation of HighBits(r, 2γ2). The goal is to recover HighBits(r + z, 2γ2). If h = 1, a
carry occurred, and the high bits need adjustment: the high bits by +1 if r´ α ¨ r1 ą 0, and
otherwise by ´1.

Lemma 6.2.2 ([KLS18]). For q, α ą 0 with q ą 2α, q = 1 mod α and α is even. Let r, z P Rq where
}z}8 ď α/2. Then:

UseHintq(MakeHintq(z, r, α), r, α) = HighBitsq(r + z, α).

6.2.4 The Rényi Divergence

Following Devevey et al. [DFPS22], we rely on the Rényi divergence of infinite order R8 as well as
the smooth Rényi divergence Rε

8 to measure the distance between two distributions.

Definition 6.2.3. Let P ,Q two distributions such that P is absolutely continuous with respect to Q. The
Rényi divergence of infinite order is R8(P ||Q) = ess sup BP

BQ (x).

We additionally recall a relaxed version of the Rényi divergence from [DFPS22, Def. 2.1],
called smooth Rényi divergence, where one can remove a few problematic points from the support,
including those that may lie in Supp(P)zSupp(Q).

Definition 6.2.4. Let ε ą 0. Let P ,Q two probability distributions such that
ş

Supp(Q) P(x)Bµ(x) ě 1´ ε

for the measure µ. Their ε-smooth Rényi divergence is Rε
8(P ||Q) = inftM ą 0 | PrxÐP (P(x) ď

MQ(x)) ě 1´ εu.

Lemma 6.2.5 ([BLLS+15] and [HPRR20]). For two distributions P ,Q, the Rényi divergence satisfies
the following properties:

‚ Data processing inequality. R8(P f ||Q f ) ď R8(P ||Q) for any function f , where P f (resp. Q f )
is the distribution of f (y) induced by sampling y Ð P (resp. y Ð Q).
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‚ Multiplicativity. Assume that P and Q are the joint distributions of random variables (xi)i. Note
Pi,|xăi=v,Qi,|xăi=v, the conditional distributions of xi given xăi = văi. Assume R8(Pi,|xăi=văi

||

Qi,|xăi=văi
) ď ri for any possible văi. Then, R8(P ||Q) ď

ś

i ri.

‚ Probability preservation. for any event E Ď Supp(Q), Q(E) ě P(E)/R8(P ||Q).

6.2.5 Rejection Sampling

ML-DSA is a Fiat-Shamir with Aborts signature scheme. It heavily relies on the rejection sampling
technique introduced by Lyubashevsky [Lyu09], which we recall with slightly different notations.

Rej(v, χz, χr, M)Ñ z P Rℓ+k Y tKu

1 : r Ð χr

2 : z := v + r

3 : b Ð Ber

(
min

(
χz(z)

Mχr(r)
, 1
))

4 : if b = 0 then z = K

5 : return z

Ideal(χz, M)Ñ z P Rℓ+k Y tKu

1 : z Ð χz

2 : b Ð Ber

(
1
M

)
3 : if b = 0 then z = K

4 : return z

Figure 6.1: Rejection algorithm and ideal algorithm.

We extend the algorithm Rej to Rej(v, χz, χr, M; r) to parse the randomness r Ð χr as an input.
We will also write (z|acc)v to denote the distribution of z := v + r conditioned on b = 1, and
(z|rej)v to denote the distribution of z := v + r conditioned on b = 0 (note that in that case z = K

but the distribution we are interested in is the one of v + r so we abuse this notation).
Rejection sampling aims to map a distribution v + χr – that depends on the sensitive value

v – to a distribution χz that does not. We recall the following lemma that bounds the Rényi
divergence between the real and ideal distributions above.

Lemma 6.2.6 (Lemma 4.1, [DFPS22]). Let M ą 1 and ε ă 1 such that Rε
8(χz||v + χr) ď M. Then,

R8(Rej||Ideal) ď 1 + ε
M´1 .

6.2.6 Rejection Sampling over Hyperballs

Devevey et al. [DFPS22] showed that hyperball-based rejection sampling achieves the most
compact parameters, and outperforms uniforms [Lyu09] and polytopes as used by Bambury
et al. [BBRS24]. Hyperballs achieve the same compactness as using Gaussians, but have the
advantage of a simpler rejection condition in the form of a norm two bound check.

We extend the polynomial ring used in this thesis to the real numbers RR = R[X]/(Xn + 1),
and define hyperballs over RR as follows.

Definition 6.2.7 (Continuous hyperball). We denote:

BR,ℓ(r, c) =
!

x P Rℓ
R | }x´ c}2 ď r

)
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the continuous hyperball with center c P Rℓ
R and radius r ą 0 in dimension ℓ ą 0. When c = 0, we omit

it.

To bound the Rényi divergence we rely on the followings.

Definition 6.2.8 (Regularized Incomplete Beta Function). The incomplete beta function is defined
over [0, 1]ˆR+ˆR+ as B : (x; a, b) ÞÑ

şx
0 ta´1(1´ t)b´1Bt. We also define Ix(a, b) = B(x; a, b)/B(1; a, b).

Lemma 6.2.9 ([DFPS22, Lemma 5.1]). Let ℓ ě 1 and v P Rnℓ. Let ε P [0, 1/2) and ϕ ě 1 be such that
2ε = I1´1/ϕ2

(
nℓ+1

2 , 1
2

)
. Let r, r1 ą 0 such that r12 ě r2 + }v}22 + 2r}v}2/ϕ. It holds that:

Rε
8 (U (BR,ℓ(r))||U (BR,ℓ(r1, v))) =

(
r1

r

)nℓ

(3)

Let M ą 1. If r ě }v}2 ¨
1
ϕ+

b

1
ϕ2 +M2/(nℓ)´1

M2/(nℓ)´1
and r1 = M1/(nℓ)r, then the value in Eq. (3) is upper-bounded

by M.

Lemma 6.2.10 (from [DFPS22, Section A.6]). For n ą 1, ϕ ą 1, we have I1´1/ϕ2( n+1
2 , 1

2 ) ă
(

1´ 1
ϕ2

)n´1
¨

n ¨
(

1´ 1
ϕ

)
.

We describe in Fig. 6.1 the imbalanced rejection sampling that we will use for Threshold-
ML-DSA.

HRej(v, r, r1, ν , M)Ñ z P Rℓ+k Y tKu

1 : r $
Ð BR,ℓ+k(r1)

2 : (v(1), v(2)) := v P Rℓ
R ˆ Rk

R

3 : z := (v(1) /ν , v(2)) + r
4 : if ∥z∥ ą r then z = K

5 : (z(1), z(2)) := z P Rℓ
R ˆ Rk

R

6 : return
Y

z(1) ¨ν , z(2)
U

P Rℓ+k

Figure 6.2: Imbalanced rejection sampling over hyperballs. Major differences with Rej (Fig. 6.1) are
highlighted .

6.2.7 Σ-protocols with Aborts

We recall the notion of Σ-protocols with aborts that are often used to model rejection sampling
based protocols, and its associated zero-knowledge properties. Although we don’t use them to
formalize our threshold signature, these notions can provide a broader understanding of the
potential applications of our simulation result Lemma 6.3.2.

Definition 6.2.11 (Σ-protocol with aborts). Let X ,Y be two finite sets. A Σ-protocol for a relation R Ă
X ˆY with commitment set W , challenge set C and response set Z is a 3-round interactive proof system
between a prover written as P = (P1,P2) and a verifier V = (V1,V2) with the following specifications:

‚ P1 : (x, y)Ñ (w, st) is a PPT algorithm that takes as input a pair of strings in X ˆY and outputs
a commitment w PW and a state st P t0, 1u˚

‚ V1 : (x, w) Ñ c is a PPT algorithm that takes as inputs a string x P X and a commitment w P W
and outputs a challenge c P C
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‚ P2 : (x, y, w, c, st) Ñ z is a PPT algorithm that takes as inputs a pair of strings in X ˆ Y , a
commitment w P W , a challenge c P C, and a state st and outputs a response z P Z Y tKu (we say
that P2 aborts if it outputs K);

‚ V2 : (x, w, c, z) Ñ b P t0, 1u is a deterministic polynomial-time algorithm that takes as inputs a
string x P X , a commitment w P W , a challenge c P C, and a response z P Z and outputs a bit b
which represents acceptance or rejection; in the case that z = K, it returns 0.

The literature considers two differents notions of zero-knowledge for Σ-protocols with aborts,
depending on whether aborted transcripts need to be simulated: Honest-Verifier Zero-Knowledge
(HVZK), and its counterpart no-abort Honest-Verifier Zero-Knowledge (naHVZK).

Definition 6.2.12 (Computational Honest-Verifier Zero-Knowledge). A Σ-protocol ((P1,P2), (V1,V2))

for a relation R is HVZK if there exists a PPT simulator Sim such that for all PPT algorithm A and all
(x, y) P R, the following advantage is negligible:

Adv(A) :=

ˇ

ˇ

ˇ

ˇ

ˇ

Pr

A((w, c, z), y) = 1

ˇ

ˇ

ˇ

ˇ

ˇ

(w, st)Ð P1(x, y)
c Ð V1(x, w)

z Ð P2(x, y, c, w, st)


´ Pr

[
A((w, c, z), y) = 1

ˇ

ˇ

ˇ
(w, c, z)Ð Sim(x)

] ˇˇ
ˇ

ˇ

ˇ

Definition 6.2.13 (Computational no-abort Honest-Verifier Zero-Knowledge). A Σ-protocol for a
relation R is naHVZK if there exists a PPT simulator Sim such that for all PPT algorithm A and all
(x, y) P R, the distributions of simulated transcripts (w, c, z) and y are indistinguishable from the real
distribution produced by Σ, conditioned on the event z ‰ K.

6.3 simulating rejected transcripts in fiat-shamir with aborts

In this section, we introduce a core result for distributing signature schemes based on the Fiat-
Shamir with Aborts paradigm, namely that commitments can be safely revealed, even in case of
rejected signatures, allowing the safe derivation of the Fiat-Shamir challenge in clear.

We start by recalling a high-level description of the Fiat-Shamir with Aborts technique to
construct signatures. Let χsk, χr, χz be three distributions over Rℓ+k for some ring R. The secret
key for our signature scheme will be s Ð χsk and the corresponding public key will be the MLWE

sample: b =
[
A I

]
¨ s.

To sign a message msg the signer proceeds as follows:

‚ Sample r Ð χr, and computes a commitment w =
[
A I

]
¨ r.

‚ Derive a challenge c = Hc(vk,msg, w).

‚ Compute the response z = cs + r.

‚ Output (c, z) with probability min (χz(z)/(Mχr(r), 1)) (for some M ą 1)

The last step of this algorithm corresponds to the rejection sampling recalled in Section 6.2.5,
which guarantees that the distribution output by the signer will be close to the ideal distribution
χz, at the cost of rejecting with probability 1´ 1/M.

This high-level overview can be seen as a non-optimized version of the ML-DSA signature
standard [DKLL+18], without the use of rounding and hints, and where the commitment w
includes an error term used to mask the first coordinate of the response z (while ML-DSA ensures
security with a custom rejection sampling that makes use of the lower bits of w).
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In the centralized setting, we can mostly2 focus on simulating accepted transcripts (c, z), since
rejected transcripts are only computed locally, and can be dropped.

However, in the distributed setting, it is of strong interest to be able to reveal w even in case
the signature is rejected, so as to allow parties to compute the challenge c in clear. We will show
that this is indeed possible, and that revealing w does not endanger the security of the scheme.

We start by bounding the rejection probability in the Fiat-Shamir with Aborts paradigm, and
introduce a bound on the statistical distance between the real and ideal target distributions.

Lemma 6.3.1. Let any M ą 1, B ą 0, ε ă 1, v P Rℓ+k, distributions χr, χz over Rℓ+k such that
Rε

8(χz||χr + v) ď M. We have:

1´ ε

M
ď Pr [Rej(v, χr, χsk, M) ‰ K] ď

1
M

δ ď
2ε

1´ ε

where δ is the statistical distance between (z|acc) and χz.

Proof. Let S be the subset of Rℓ+k that includes all x such that χz(x) ą M[χr + v](x) (or equiv-
alently, χz(x) ą Mχr(x ´ v)). By definition of the smooth Renyi divergence, 0 ď ε(v) :=
PrxÐχz(x P S) ď ε (c.f. Definition 6.2.4).

We prove the first inequality:

Pr [z ‰ K] =
ÿ

xPS

Pr [acc|z = x]Pr [z = x] +
ÿ

xPRℓ+kzS

Pr [acc|z = x]Pr [z = x]

=
ÿ

xPS

1 ¨ χr(x´ v) +
ÿ

xPRℓ+kzS

χz(x)
Mχr(x´ v)

χr(x´ v)

=
ÿ

xPS

(
χr(x´ v)´

χz(x)
M

)
+

ÿ

xPRℓ+k

χz(x)
M

=
1´ ε(v)

M
We now derive the explicit distribution of z|acc:

@x R S; Pr [z = x|acc] = Pr[acc|z=x]¨Pr[z=x]
Pr[acc]

= χz(x)
Mχr(x´v)χr(x´ v) ¨ M

1´ε(v)

= χz(x)
1´ε(v)

@x P S; Pr [z = x|acc] = Pr[acc|z=x]¨Pr[z=x]
Pr[acc]

= 1 ¨ χr(x´ v) ¨ M
1´ε(v)

= Mχr(x´v)
1´ε(v)

From this we can get the second inequality:

∆((z|acc), χz) =
ÿ

S

|Pr [z = x|acc]´ χz(x)|+
ÿ

Rℓ+kzS

|Pr [z = x|acc]´ χz(x)|

=
ÿ

S

ˇ

ˇ

ˇ

ˇ

Mχr(x´ v)
1´ ε(v)

´ χz(x)
ˇ

ˇ

ˇ

ˇ

+
ÿ

Rℓ+kzS

ˇ

ˇ

ˇ

ˇ

χz(x)
1´ ε(v)

´ χz(x)
ˇ

ˇ

ˇ

ˇ

ď
1

1´ ε(v)
¨

(
ÿ

S

|Mχr(x´ v)´ χz(x)|+ ε(v)
ÿ

Rℓ+k

|χz(x)|

)

ď
2ε

1´ ε

2 The security proof in the centralized setting is actually concretized with subtle arguments, as in the Random Oracle
Model (ROM) there is still some outside observation of rejected transcripts. Nonetheless, it can be proven with weaker
properties.
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We now move on to the main result of this section, which states that the commitment w
conditioned on rejection is computationally indistinguishable from uniform, under two MLWE

assumptions on χr and χz.

Lemma 6.3.2. Given a secret s, and challenge c, note (z|rej)v=c¨s the distribution of rejected vectors zi
conditioned on v = c ¨ s. Let A be an adversary against the MLWERq,k,ℓ,(z|rej)v=c¨s problem. There exist
adversaries B1,B2 respectively against the MLWERq,k,ℓ,χr and the MLWERq,k,ℓ,χz problems, running in time
Time(B1) « Time(B2) « Time(A) such that:

Adv
MLWERq ,k,ℓ,(z|rej)v=c¨s
A ď

1
p
¨

(
Adv

MLWERq ,k,ℓ,χr
B1

+ Adv
MLWERq ,k,ℓ,χz
B2

+ δ
)

where p = Pr [Rej(cs, χr, χsk, M; r Ð χr) = K] is the probability of rejection of z conditioned on c ¨ s and
δ is the statistical distance between (z|acc)v=c¨s and the target distribution χz.

Note that the above statement is equivalent to stating that w conditioned on rejection is computationally
indistinguishable from uniform, as w =

[
A I

]
¨ z´ c ¨ b.

Applying Lemma 6.3.1, if Rε
8(χz||χr + c ¨ s) ď M, then p ě 1´ 1

M .

Remark 6.3.3. Although we don’t use this formalism here, the FSwA paradigm can be generically
captured by the notion of Σ-protocol with aborts (Definition 6.2.11), see for instance [DFPS23, Fig.
3]. The above Lemma 6.3.2 allows to tightly prove the stronger notion of HVZK (Definition 6.2.12),
instead of naHVZK (Definition 6.2.13), i.e. aborted transcripts can safely be revealed in this Σ-
protocol with aborts.

Proof. Let A be an adversary against the MLWERq,k,ℓ,(z|rej)v=c¨s problem.
In the rest of this proof, we will note δ

χ
A := Pr

[
1 Ð A

(
A,
[
A I

]
¨ r
)
| r Ð χ

]
and γA :=

Pr
[
1 Ð A (A, u) | u Ð U (Rk

q)
]

for conciseness.
Let B1 := A be an adversary against MLWERq,k,ℓ,χr+c¨s.
Recall the definition of the MLWE advantage of B1 for the distribution χr + c ¨ s with the above

notations:
Adv

MLWERq ,k,ℓ,χr+c¨s

B1
=

ˇ

ˇ

ˇ
δ

χr
B1
´ γB1

ˇ

ˇ

ˇ

Interestingly, we can equivalently express χr + c ¨ s as a process involving the distributions
(z|rej)v=c¨s and (z|acc)v=c¨s. Noting p the probability of rejection of z conditioned on v = c ¨ s, χr

has the same distribution as:

‚ Sample b: 1 with probability p, 0 otherwise.

‚ If b = 1, sample and return z Ð (z|rej)v=c¨s.

‚ If v = 0, sample and return z Ð (z|acc)v=c¨s.

We can thus rewrite

δ
χr+c¨s
B1

=p ¨ δ(z|rej)v=c¨s
B1

+ (1´ p) ¨ δ(z|acc)v=c¨s
B1

At this point, we can define an adversary B2 that on inputs (A, u) calls B1 with (A, u ´ c ¨[
Ik A

]
¨ s), and returns the response. Then,

δ
χr´c¨s
B1

= δ
χr
B2

We additionally have γB1 = γB2 , so we can finally rewrite:

Adv
MLWERq ,k,ℓ,χr
B2

=
ˇ

ˇ

ˇ
p ¨ (δ(z|rej)v=c¨s

B1
´ γB1) + (1´ p) ¨ (δ(z|acc)v=c¨s

B1
´ γB1)

ˇ

ˇ

ˇ

ě p ¨
ˇ

ˇ

ˇ
δ
(z|rej)v=c¨s
B1

´ γB1

ˇ

ˇ

ˇ
´ (1´ p) ¨

ˇ

ˇ

ˇ
δ
(z|acc)v=c¨s
B1

´ γB1

ˇ

ˇ

ˇ

ě p ¨Adv
MLWERq ,k,ℓ,(z|rej)v=c¨s
B1

´Adv
MLWERq ,k,ℓ,(z|acc)v=c¨s
B1
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By the properties of the statistical distance, we have,

Adv
MLWERq ,k,ℓ,(z|acc)v=c¨s
B1

ď Adv
MLWERq ,k,ℓ,χz
B1

+ δ

with δ the statistical distance between (z|acc)v=c¨s and χz.
As B1 = A, we conclude the proof by reordering the terms.

6.4 Threshold ML-DSA

This section presents Threshold ML-DSA, a threshold variant of the ML-DSA digital signature
scheme [LDKL+22].

Our construction builds upon the result of Section 6.3, which allows parties to safely reveal
commitments in the Fiat-Shamir with Aborts paradigm. At a high level, parties will indepen-
dently perform the unoptimized rejection sampling described in Section 6.3, first revealing and ag-
gregating their commitments to derive an overall challenge, and then producing their responses,
which are finally aggregated into a valid signature. To ensure compatibility with ML-DSA, we
additionally round the aggregated commitment before deriving the challenge, and proceed to a
second round of rejection when the aggregated response does not satisfy the size or hint verifica-
tion condition of ML-DSA.

Note that for the security proof of the above scheme to go through, we need to ensure that
the aggregated commitment is not biased by rushing adversaries. This is achieved as in prior
works [CKM23; DKMM+24] by first revealing a hash of their commitment, only revealing the
actual commitment after all parties have sent their hash. This gives rise to a simple and efficient
3-round protocol for one ML-DSA signing attempt.

The high-level blueprint of Threshold ML-DSA in the N-out-of-N setting is thus as follows:

‚ Key Generation. We sample one ML-DSA secret si per party, and compute the correspond-
ing public key shares bi =

[
A I

]
¨ si. The overall public key is obtained by summing all

public key shares, and rounding them as in ML-DSA.

‚ Signing.

– Round 1: Commitment phase. Each party samples a random commitment wi, and
broadcasts a hash of it.

– Round 2: Reveal phase. After receiving all hashes, parties reveal their commitment
shares, which are aggregated, and rounded as in ML-DSA, to obtain the overall com-
mitment.

– Round 3: Response phase. The challenge is derived from the overall commitment,
and each party decides whether to output a response share or K based on its local
rejection sampling. Finally, when all parties output valid response shares, they are
aggregated into the final signature. We further check whether it satisfies the size and
hint verification conditions of ML-DSA, otherwise outputting K.

‚ Verification. The verification procedure is identical to the one of ML-DSA.

Interestingly, the above protocol can be adapted to the T-out-of-N setting leveraging the in-
sights on short secret sharings from Chapter 5. Concretely, we use a replicated secret sharing,
sampling one ML-DSA secret sI for each possible subset I of N ´ T + 1 parties (e.g., this can be
interpreted as guessing the set of honest parties), and distributing these secrets to the parties
in I accordingly. The overall public key is again obtained by summing all public key shares
bI =

[
A I

]
¨ sI .
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This secret sharing structure ensures that at least one secret sI is not known by the selected set
of up to T ´ 1 corrupted parties, and any subset of T parties can jointly recover all secrets sI . In
order to sign, parties proceed as in the N-out-of-N case, but decide on a partition of the secrets
sI among the T signing parties, such that each party i produces a response for the sum of the
secrets sI he is responsible for.

While this already provides a theoretical procedure to thresholdize ML-DSA, it needs to be
carefully instantiated to ensure practical efficiency. Several challenges limit the scalability of this
approach:

‚ The number of secrets sI grows exponentially in N and T, quickly leading to a blow-up
in the scheme’s parameters as the efficiency of rejection sampling critically depends on
the norm of the secret keys. We will show that the efficiency remains acceptable for small
thresholds, and can be partly mitigated with targeted optimizations.

‚ The rejection sampling performed independently by each party leads to a multiplicative de-
crease in the overall acceptance probability, requiring several parallel repetitions to achieve
a reasonable success rate.

‚ It is crucial that the aggregated signature remains compatible with ML-DSA. To do so, the
partial responses produced by each party must be sufficiently small.

We propose several targeted optimizations to minimize the size of partial signatures, while
maximizing the overall acceptance probability.

1. Tight hyperball distributions. Although the original ML-DSA scheme relies on uniform
distributions for its rejection sampling – which have the benefit of simple implementation
– we replace them with tighter distributions over hyperballs (as described in Section 6.2.6).
This allows us to reduce the size of partial signatures for the same acceptance probability.
We refer to [DFPS22] for a detailed discussion on the benefits of hyperball distributions in
rejection sampling.

This technique can be further optimized for ML-DSA by using imbalanced hyperballs,
where the first ℓ coordinates of the randomness and response are sampled from a larger
hyperball than the last k coordinates. This targets the hint technique used in ML-DSA, as
it only compresses the second portion z(2) of the signature, and thus introduces a much
stricter verification condition on z(2) than z(1). The imbalance is parametrized by a factor ν.
See HRej (Fig. 6.2) for a concrete description, and Fig. 6.3 for a visual comparison with the
original uniform distribution.

2. Optimized secret sharing. To minimize the norm of the partial secrets used by each party to
compute their response, we optimize the partition of secrets sI among parties. Concretely,
we introduce a deterministic function RSSRecover that computes a partition of the secret
such that each party is responsible for at most

Q

(N
T)/T

U

secrets sI during a session.

3. Parallel repetitions. As each party performs rejection sampling independently, the overall
acceptance probability is the product of the individual acceptance probabilities. We coun-
terbalance this effect by running K parallel repetitions of the protocol, and accepting the
first valid signature produced. Concretely, assuming each party succeeds with probability
p, taking K = r1/ps guarantees a correctness probability at least 1´ e´1 « 0.632.

6.4.1 Construction

We now concretize the above ideas into a formal construction of Threshold ML-DSA. As de-
fined in Section 6.2, threshold signature schemes primarily consist of key generation, signing,
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z(1)i

z(2)i

Single Party
Response z

(a) Rejection sampling with a hypercube. To achieve a
reasonable acceptance probability, the hypercube must
saturate the ML-DSA bounds, leaving no room for
summing threshold shares.

z(1)i

z(2)i

peak density

(b) Projected 2-D density of an imbalanced hyperball
(}(z(1), ν ¨ z(2))}2 ď r). The ball extends beyond the
verification bounds (pale hue outside the red rectan-
gle), but concentration of measure in high dimension
m collapses almost all mass to a small inner ellipse

with |z(1)i | « r/
?

m and |z(2)i | « r/(ν
?

m), well in-
side the bounds. ν in particular allows for an imbal-
ance between the two coordinates, which maximizes
acceptance probability while keeping the aggregated
response z=

ř

i zi within the ML-DSA bound.

Figure 6.3: Comparison of rejection sampling domains for ML-DSA signatures.

combining, and verifying procedures. To formalize these procedures for Threshold ML-DSA, we
first outline the parameters used in the single-party ML-DSA scheme, along with the additional
hyperball parameters rN,T and r1

N,T required for our threshold variant. We collect all of them
in Table 6.2.

Key Generation. Our construction relies on the short secret sharing notion introduced in Chap-
ter 5 (RSS), which is particularly fit for lattice-based constructions. These secret sharings are spe-
cial instances of Linear Secret Sharing Schemes (LSSS) that additionally guarantee shares with
small norm and small reconstruction coefficients. This is particularly suited for rejection-sampling-
based schemes, as it enables each party to perform rejection sampling locally on a short par-
tially reconstructed secret. This short replicated secret sharing scheme consists in sampling ( N

N´T+1)
ML-DSA secrets (skI)I from χsk, that is, one for each distinct set I of N ´ T + 1 users. Since there
are at most T´ 1 corrupted parties, at least one of these sets is fully non-corrupted and its secret
remains hidden from the corrupted parties.

The final public key is derived by summing all secrets, multiplying by
[
A I

]
, and rounding

the result as in ML-DSA. Thanks to at least one secret remaining hidden from corrupted parties,
the public key maintains pseudorandomness under the same MLWE assumption as ML-DSA. In
addition, any set J of T parties can reconstruct the aggregated secret: by construction, there
exists a partition PjPJ so that sk =

ř

jPJ(
ř

IPPj
skI). As an example, for N = 3 and T = 2, we have

sk = sk01 + sk02 + sk12. If users 0, 2 want to sign, then user 0 will use sk01 + sk12 as partial key,
while user 2 will simply use sk12.

The key generation procedure is detailed in Fig. 6.4.

Signing. The distributed signing protocol is detailed in Fig. 6.5. Any set act of T signers
collectively know all the secrets sI . The core idea is to publicly decide on a partition

Ů

iPact mi =

tIuI of the secrets (or rather their indices) among the T parties using a deterministic function
(RSSRecover), and then run T unoptimized Fiat-Shamir protocols in parallel to produce a partial
signature for each partial secret sparti =

ř

IPmi
sI : partial commitments wi =

[
A I

]
¨ ri and

signatures zi = c ¨ sparti + ri.
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Table 6.2: Parameters used in Threshold ML-DSA.

ML-DSA

Rq Polynomial ring Rq = Z[X]/(q, Xn + 1)

(k, ℓ) Dimension of the public matrix A P Rkˆℓ
q

τ Number of ˘ 1’s in challenge c

d Amount of bits dropped from the public key b

η Secret key range: χsk = U ([´η, η]n(ℓ+k))

(γ1, γ2, β) Ranges for the signature generation and verification (β = τ ¨ η)

ω Number of 1’s in the hint h

Threshold ML-DSA

K Number of parallel protocol repetitions

ν Expansion factor for the first ℓ coordinates of the randomness

r1 Randomness ball rad. χr =
!

t(νx1, x2)s | (x1, x2)
$
Ð BR,ℓ+k (r1)

)

r Target ball rad. χz =
!

t(νx1, x2)s | (x1, x2)
$
Ð BR,ℓ+k (r)

)

M Rejection parameter (per party) M =
(

r1

r

)n(ℓ+k)

RSS(N, T, χsk)Ñ (s, sk := (sk1, . . . , skN))

1 : for I Ă [N] such that |I| = N ´ T + 1 do
2 : sI Ð χsk

3 : s :=
ÿ

I

sI

4 : for i P [N] do
5 : ski := tI : sI | I Ă [N] s.t. i P I ^ |I| = N ´ T + 1u
6 : return (s, sk := (sk0, ¨ ¨ ¨ , skN´1))

Keygen(1λ, N, T)Ñ (vk, sk)

1 : ρ Ð t0, 1u256

2 : A := HA(ρ)

3 : (s, (ski)iP[N])Ð RSS(N, T, χsk)

4 : b := [A I] ¨ s
5 : (bJ, bK) := Power2Round(b, d)
6 : tr P t0, 1u256 := H(ρ||bJ)

7 : return (vk := (ρ, bJ), sk := (tr, ski)iP[N])

Figure 6.4: Key generation procedure of Threshold ML-DSA.

In particular, each party uses a full MLWE sample as commitment wi (i.e. wi = A ¨ y + e)
instead of using A ¨ y as in ML-DSA. This change allows leveraging our result from Section 6.3
for direct reveal of wi before rounding, even in case of rejection. To ensure correctness, we
verify that the sum of the responses z =

ř

iPact zi satisfies the ML-DSA verification equation[
A I

]
¨ z = c ¨ b + w: the challenge c can be computed as c = SampleInBall(c̃), where c̃ =

H(µ||HighBits(w, 2γ2)) and w =
ř

iPact wi. SampleInBall maps c̃ to a polynomial c such that
∥c∥1 = τ and ∥c∥8 = 1.

Following prior works [DKMM+24; CKM23], we design a three-round scheme secure against
rushing adversaries (who target w):
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1. First round: parties sample randomness ri Ð χr and compute the commitment wi =[
A I

]
¨ ri. They publish a hash of the commitment Hcmt(vk, i, wi).

2. Second round: parties reveal the values of (wi)iPact.

3. Third round: Each party computes the response zi = c ¨ sparti + ri, where c is derived from
the aggregated commitment w =

ř

iPact wi, and apply rejection sampling.

In the complete scheme, we omit the second part z(2)i P Rk
q of the responses since the verifier can

reconstruct it from public values. Any public party can then aggregate the partial signatures into
z(1) =

ř

iPact z(1)i P Rℓ
q to obtain the signature and compute the corresponding hint h to output

the signature (c, z(1), h).

Remark 6.4.1 (Balanced partition of the shares for Replicated Secret Sharing). The sizes of partial
secrets sparti in Threshold ML-DSA impact greatly the efficiency of parameters as it directly cor-
relates with the norm 2 of the hyperballs that are used, and it is important to use as few secrets
as possible in a session for each party in RSSRecover. To tackle this, we propose in Section 6.4.2
a graph based algorithm that computes a balanced partition of the shares. In practice, we can
hardcode the optimal partition produced by our algorithm and include it as part of the public
description of the Threshold ML-DSA scheme.

Combine and Verify. The combine and verify procedures are detailed in Fig. 6.6. Combine
involves computing the hint h that allows verifiers to recover the value HighBits(w, 2γ2) from
A ¨ z(1) ´ 2d ¨ c ¨ bJ – which is used as an approximation of w. Similarly to ML-DSA, we compute
the difference δ = w´

(
A ¨ z(1) ´ 2d ¨ c ¨ bJ

)
and use the function MakeHint with δ to compute

the hint. The high bits of w are correctly recovered as long as }δ}8 ď γ2; we thus restart the
protocol if this is not the case. Verification proceeds just as in ML-DSA: the procedure also restarts
if }z(1)}8 ě γ1 ´ β or if h has more than ω 1’s. While this check ensures security in ML-DSA, it
is only used for correctness here. Indeed, the hiding property of the rejection step in ShareSign3
already ensures that z does not leak any secret information. Thanks to parallel repetitions we
can minimize the need for restarts as we ensure that any execution of the protocol will output a
signature with probability at least 1/2.

6.4.2 Balanced Partition of the Shares for Replicated Secret Sharing

Recall that we aim at computing a balanced partition of the shares among the parties during the
signing session, that is for a partition (mi)iPact of the secrets, which minimizes maxiPact |mi|. As
a general solution when fixing U = maxiPact |mi|, we can efficiently look for a solution using a
max-flow modelization of the problem. We consider a bipartite graph consisting of (i) the parties
on one side, (ii) the secrets on the other side, and we add an edge between a party and a secret
when said party owns that secret. We can solve the above balanced partition problem as follows:

1. We direct the edges from the parties to the secrets.

2. We add a flow U entering the party nodes i P act.

3. We add an exit flow 1 on the secret nodes.

This is represented in Fig. 6.7. If the max-problem solution covers all the secrets, then we
obtain a partition of maximal weight K. We can find the optimal weight K by testing values in
increasing order.

For our concrete parameters, we consider N ď 6, for which we can easily verify that the
optimal assignations verify K =

Q

( N
T´1)/T

U

.
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RSSRecover(act)Ñ P(S)act

1 : Compute partition m = (mi)iPact s.t.

2 :
ğ

mi = tI Ă [N] | |I| = N ´ T + 1u

3 : and minimizing max
iPact

|mi|, using a

4 : maximum flow algorithm. See Section 6.4.2.
5 : return m

ShareSign1(vk, i, ski, sti)

1 : ri Ð χr

2 : wi := [A I] ¨ ri

3 : cmti = Hcmt(vk, i, wi) P t0, 1u2λ

4 : sti := sti Y t(cmti, wi, ri)u

5 : return (pmi
1 := cmti, sti)

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : require act Ď [N]^ i P act
2 : require (pmi

1, ¨, ¨) P sti

3 : Pick (cmti, wi, ri) from sti with pmi
1 = cmti

4 : sti := stizt(cmti, wi, ri)u

5 : sti := sti Y t(act,msg, pm1, wi, ri)u

6 : return (pmi
2 := wi, sti)

ShareSign3(vk, i, ski, sti, pm2)

1 : require (¨, pmi
2, ¨) P sti

2 : Pick (act,msg, pm1, wi, ri) from sti with pmi
2 = wi

3 : Parse pm1 = (cmtj)j and pm2 = (wj)j‰i

4 : require @j P act, cmtj = Hcmt(vk, j, wj)

5 : sti := stizt(act,msg, pm1, wi, ri)u

6 : µ P t0, 1u512 := H(tr||msg)

7 : w :=
ÿ

jPact

wi

8 : wJ := HighBits(w, 2γ2)

9 : c̃ P t0, 1u2¨λ := H(µ||wJ)

10 : c := SampleInBall(c̃)
11 : m := RSSRecover(act)

12 : sparti :=
ÿ

IPmi

sI

13 : zi Ð HRej(c ¨ sparti , r, r1, ν, M; ri)

14 : if zi = K then abort

15 : z(1)i , z(2)i := z P Rℓ
q ˆ Rk

q

16 : return (pmi
3 := z(1)i , sti)

Figure 6.5: Signing procedure in Threshold ML-DSA.

concrete implementation. For simplicity and efficiency, we do not wish to implement a
max-flow solver in the Threshold ML-DSA code. Instead, we first observe that when T = N, then
the partition is easily obtained as each signing party possesses exactly one secret. For the other
cases 2 ď T ă N ď 6, we list an optimal solution for act = t1, ..., Tu and each value (T, N). We
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Combine(vk = (seed, bJ), act,msg, (pmk)kPt1,2,3u)

1 : Parse pm2 = (wi)i and pm3 = (z(1)i )i

2 : µ P t0, 1u512 := H(tr||msg)

3 : w :=
ÿ

jPact

wi // Aggregated commitment in Rk
q

4 : wJ := HighBits (w, 2γ2)

5 : c̃ := H(µ||wJ) // c̃ P t0, 1u2¨λ

6 : c := SampleInBall(c̃) // Global challenge

7 : z(1) =
ÿ

iPact

z(1)i

8 : δ := w´

(
A ¨ z(1) ´ 2d ¨ c ¨ bJ

)
// Recover error in Rk

q

9 : h := MakeHintq(δ, A ¨ z(1) ´ 2d ¨ c ¨ bJ, 2γ2)

10 : if
(
}z(1)}8 ě γ1 ´ β

)
or (}δ}8 ą γ2) or (∥h∥1 ą ω) then

11 : abort

12 : return sig := (c̃, z(1), h)

Verify(vk := (ρ, bJ),msg, sig)

1 : Parse sig := (c̃, z(1), h)
2 : A := HA(ρ)

3 : µ P t0, 1u512 := H(tr||msg)

4 : c := SampleInBall(c̃)

5 : w1
J := UseHintq

(
h, A ¨ z(1) ´ 2d ¨ c ¨ bJ, 2γ2

)
6 : return }z(1)}8 ă γ1 ´ β and c̃ = H(µ||w1

J) and ∥h∥1 ď ω

Figure 6.6: Combine and verification of Threshold ML-DSA.

obtain a partition for all other possible signing sets act by symmetry by permuting the index of
parties. The idea is formalized in Algorithm 1.

6.4.3 Correctness and Security

We prove that Threshold ML-DSA (i) is unforgeable, and (ii) p-terminates. For (i), Threshold

ML-DSA is unforgeable if ML-DSA is unforgeable and the MLWE problem used in ML-DSA is
hard. For (ii), we introduce a bound B such that for any mi returned by RSSRecover and
(u1, u2) =

ř

IPmi
sI P Rℓ+k

q , }( 1
ν ¨ c ¨ u1, c ¨ u2)}2 ď B with overwhelming probability for a uni-

formly sampled challenge c and over the randomness of the key generation.
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Figure 6.7: Illustration of the replicated secret sharing with (N, T) = (4, 3): users are on top (rectangles),
shares at the bottom (circles). Balanced assignment of shares to active users is performed via
a max-flow solving algorithm (in green).
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Algorithm 1 RSSRecover(act)Ñ P(S)act

1: if T = N then
2: return (mi := (tiu))iPact

3: if T = 2^ N = 3 then
4: shares := t0 : t01, 02u, 1 : t12uu
5: else if T = 2^ N = 4 then
6: shares := t0 : t013, 023u, 1 : t012, 123uu
7: else if T = 3^ N = 4 then
8: shares := t0 : t01, 03u, 1 : t12, 13u, 2 : t23, 02uu
9: else if T = 2^ N = 5 then

10: shares := t0 : t0134, 0234, 0124u, 1 : t1234, 0123uu
11: else if T = 3^ N = 5 then
12: shares := t0 : t034, 013, 014, 023u, 1 : t012, 123, 124, 134u, 2 : t234, 024uu
13: else if T = 4^ N = 5 then
14: shares := t0 : t01, 03, 04u, 1 : t12, 13, 14u, 2 : t23, 02, 24u, 3 : t34uu
15: else if T = 2^ N = 6 then
16: shares := t0 : t02345, 01235, 01245u, 1 : t12345, 01234, 01345uu
17: else if T = 3^ N = 6 then
18: shares := t0 : t0134, 0124, 0135, 0345, 0125u, 1 : t0145, 1345, 1235, 1234, 1245u,

2 : t0235, 0245, 0234, 0123, 2345uu
19: else if T = 4^ N = 6 then
20: shares := t0 : t014, 023, 015, 012, 045u, 1 : t135, 134, 125, 145, 124u, 2 : t245, 024, 235,

234, 025u, 3 : t034, 013, 123, 345, 035uu
21: else if T = 5^ N = 6 then
22: shares := t0 : t01, 02, 05u, 1 : t12, 13, 15u, 2 : t23, 24, 25u, 3 : t03, 34, 35u, 4 : t45, 04, 14uu

23: ϕ := ti : iuiP[N] Ż Define a permutation of the party indexes

24: i1 := 0, i2 := T
25: for j P [N] do
26: if j P act then
27: ϕ[i1] = j
28: i1 = i1 + 1
29: else
30: ϕ[i2] = j
31: i2 = i2 + 1
32: for i P [T] do Ż Translate the ideal sharing for act

33: mϕ(i) = tϕ(u) | u P shares[i]u
return (mi)iPact
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Let ε ą 0. We assume that (r, r1, ε) verify the conditions of Lemma 6.2.9 for secret vectors
of norm B, i.e. 2ε = I1´1/ϕ2

(
n(ℓ+k)+1

2 , 1
2

)
for some ϕ, and r12 ě r2 + B2 + 2rB/ϕ, implying

Lemma 6.4.2.

Lemma 6.4.2. For the above constraints, we have for any }v}2 ď B, Rε
8 (χz||χr + v) = M

Proof. The equation checks out by applying Lemma 6.2.9 with the data processing inequality for
Rényi divergence.

Theorem 6.4.3. Assume ε = o(1) and Pr [HighBits(w, 2γ2) = HighBits(w1, 2γ2)] = o(1), where w, w1

are sampled from
[
A I

]
řT

i=1 χr, and A $
Ð Rkˆℓ

q – remark that this holds notably under the assumption
MLWERq,k,ℓ,

řT
i=1 χr

. Threshold ML-DSA p-terminates in the ROM for

p = EkÐBin(K,(1´ 1
M )T)[vk] + o(1)

where vk, for k P [0, K], is the probability that in at least one of the k combinations we have }z(1)}8 ď

γ1 ´ β and }δ}8 ď γ2 and the number of 1’s in h is less than ω, when z is sampled from
ř

iP[T] χz and
δ = c ¨ z(2) ´ c ¨ bK.

Proof. First, observe that by design, any signature produced by the scheme is a valid ML-DSA
signature. The signature necessarily (i) verifies }z(1)} ă γ1 ´ β, and (ii) h has at most ω 1’s.
Additionally, the scheme ensures that δ := w ´

(
A ¨ z(1) ´ 2d ¨ c ¨ bJ

)
has an infinity norm at

most γ2. By applying Lemma 6.2.2, we obtain UseHintq

(
h, A ¨ z(1) ´ 2d ¨ c ¨ bJ, 2γ2

)
= wJ during

verification. Thus, the verification bounds are satisfied, and the correct challenge c is successfully
recovered.

It remains to ensure that the scheme succeeds with probability of at least p. We prove this with
a series of games starting from Game0 := GameTS-CORR-ABORT

TS . We denote pi = Pr [Gamei() ‰ K].

Game1 . In this game, we assert that for any signing party and parallel session during the
second round, we have

∥∥( 1
ν ¨ c ¨ s

part
1 , c ¨ spart2 )

∥∥
2 ď B, otherwise the game returns 0. We need to

add such assertion up to T ¨K times. As B is an overwhelming bound, we obtain by union-bound:

p0 ě p1 ´ TK ¨ negl(λ) = p1 ´ negl(λ)

Game2 . In this game, we ensure that the parallel signing sessions use different c̃ and w with
different high bits. Otherwise, the game returns 0. It ensures that different challenges are effec-
tively used in every session. As we have at most K independent sessions, we have from the union
bound:

p1 ě p2 ´ K2 ¨ (Pr [HighBits(w, 2γ2) = HighBits(w1, 2γ2)] + 2´2¨λ)

Game3 . In this game, we sample the challenge c of each session in advance, sample zi Ð Rej(c ¨
sparti , χz, χr, M) for each party. If zi = K, we instead sample zi from the distribution (z|rej)v=c¨sparti

of rejected z. Then, we program the random oracle after computing w =
[
A I

]
¨ z´ c ¨ b’s, with

z =
ř

iPact zi in each parallel session. The distribution of w is identical as in Game2, and Game2

ensured that we can program c without affecting the probability of winning as no two w have
the same high bits, and then computing z first in this way is equivalent: p2 = p3.

Game4 . In this game, we sample the partial responses zi using the Ideal rejection sampling
from Fig. 6.1. Recall the Game1 ensured that c ¨ sparti has a twisted norm bounded by B. We
can thus apply the result Lemma 6.2.6 on the Rényi divergence of rejection sampling, using the
intermediate result on hyperballs of Lemma 6.2.9, since by assumption r, r1, B verify its conditions.
The Rényi divergence when replacing a single zi is 1 + ε

M´1 .
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Let E the event “@(u1, u2) = spart, }( 1
ν ¨ c ¨ u1, c ¨ u2)}2 ď B”. Formally, we consider the random

variable X = ((ski)iP[N], (z
j
i)iPact,jP[K]) conditioned on E, where the zj

i are the responses output

by the parties in each session. After conditioning on (ski)iP[N] we observe that the zj
i become

independent. We can thus apply the multiplicativity of the Rényi divergence (Lemma 6.2.5) to

bound the Rényi divergence between X in Game3 and Game4 by
(

1 + ε
M´1

)KT
.

We then apply the data processing inequality and probability preservation of the Rényi diver-
gence to obtain:

Pr [Game4() = K | E] ¨
(

1 +
ε

M´ 1

)KT

ě Pr [Game3() = K | E]

As E has the same probability in both games, we have:

Pr [Game4() = K] ¨

(
1 +

ε

M´ 1

)KT

ě Pr [Game3() = K]

Finally, p3 ě 1 +
(

1 + ε
M´1

)KT
¨ (p4 ´ 1).

conclusion. At this point, acceptance during the protocol occurs independently of the re-
sponses zi with probability (1 ´ 1

M ) for each party. Hence, each session succeeds during the
protocol with probability (1´ 1

M )T.
Additionally, we wish for the combination of responses to succeed. We can combine the above

results to evaluate the final success probability of the protocol: p4 = EkÐBin(K,(1´ 1
M )T)[vk]

We now state the unforgeability of Threshold ML-DSA, starting with a simplified theorem state-
ment and a proof sketch. A formal and detailed proof is provided at the end of this section.

Theorem 6.4.4 (Unforgeability). For any parameter ϕ ą 0, we define a corresponding maximal number
of signing queries allowed Qs = 2/(K ¨ I1´1/ϕ2

(
n(ℓ+k)+1

2 , 1
2

)
).

The TS from Figs. 6.4 to 6.6 is ASYNC-TS-UF secure in the ROM, for up to Qs calls to the indi-
vidual signing oracles, under the unforgeability of ML-DSA as well as the hardness of the MLWERq,k,ℓ,χ
assumptions for χ P tχsk, χr, χzu.

We deduce from Theorem 6.4.4 that breaking the unforgeability of our Threshold ML-DSA
scheme is as hard as breaking ML-DSA itself. Indeed, the MLWE assumptions over χr and χz

are almost statistically verified due to the large width of the hyperballs we use, and in particular
are much harder than the assumptions underlying ML-DSA.

The proof proceeds via a sequence of games, gradually transforming the real attack scenario
into one where a forgery against the threshold scheme yields a forgery against single-party
ML-DSA, under the hardness of the relevant MLWE problems.

‚ Game 2. We show that honest commitments wi have high min-entropy before being re-
vealed, so the adversary cannot guess them in advance. This allows us to program the
random oracle Hcmt lazily, returning random hashes in round 1 and sampling wi only in
round 2 for honest parties. This step is justified in the random oracle model.

‚ Games 3–6. We sample the challenges c in advance in round 2. The pre-image and colli-
sion resistance of Hcmt ensure that the adversary has already chosen its wi before round 2.
With the lazy sampling from the previous game, honest commitments are sampled last, so
the aggregated commitment w =

ř

i wi has high min-entropy. We can thus program the
random oracle to return the desired challenge c without the adversary noticing.
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‚ Game 7. We compute zi first, even in case of rejection, and then derive wi =
[
A I

]
¨ zi ´

c ¨ bpart
i . If zi is rejected, we sample it from the distribution of rejected z. This is statically

equivalent to the previous game.

‚ Game 8. We ensure that the norm of the secret vector c ¨ sparti is at most B, which holds with
overwhelming probability.

‚ Game 9. We replace the commitments wi by uniform values when the corresponding zi is
rejected and will never be output. This change is indistinguishable to the adversary under
the MLWE assumptions for the relevant distributions, following Section 6.3.

‚ Games 10–11. We remove the last dependencies on the secrets by replacing the sampling
of zi with rejection sampling from the ideal functionality (recalled in Fig. 6.1). The Rényi
divergence argument (see Section 6.2.6) ensures that, for up to Qs queries, the adversary’s
advantage increases by at most 2 bits.

‚ Games 12–13. We replace the public key of Threshold ML-DSA (composed of ( N
N´T+1) se-

crets) by an ML-DSA public key (a single secret). Since the signing oracles are now indepen-
dent of secret values, this is justified by the MLWE assumption.

At the end of this sequence, any forgery output by the adversary yields a valid forgery against
an ML-DSA key. Thus, the unforgeability of the threshold scheme reduces to that of ML-DSA,
under the stated assumptions and in the ROM.

6.4.4 Full Proof of Unforgeability

We now fully formalize the unforgeability of Threshold ML-DSA. We provide a complete formal
statement and its proof. We limit ourselves to the case K = 1, as the general case can be easily
derived by considering Q1

s = K ¨Qs, the number of calls to signing queries.

Theorem 6.4.5 (Unforgeability of Threshold ML-DSA). Formally, let A be an adversary against the
ASYNC-TS-UF security of our threshold scheme making Qs calls to signing oracles, and at most QHcmt , QH

queries respectively to the random oracles Hcmt,H. There exist adversaries Bs against the MLWERq,k,ℓ,χsk
,

Br against the MLWERq,k,ℓ,χr game, Bz against the MLWERq,k,ℓ,χz game, and BEUF-CMA against the un-
forgeability of ML-DSA running in time Time (Bs) « Time (Br) « Time (Bz) « Time (BEUF-CMA) «

Time (A) such that:

AdvASYNC-TS-UF
A (1λ, N, T, T´ 1) ď

QsQHcmt

qnk + QHQ2
s ¨

(
2γ2 + 1

q

)kn

+ QHQs ¨ 2´2¨λ

+
T ¨QsQHcmt + (QHcmt + Qs)2

22λ
+ Q2

H ¨ 2
´512 + negl(λ)

+

(
1 +

2ε

1´ ε

)Qs

¨

(
2AdvMLWE

Bs
+ AdvEUF-CMA

BEUF-CMA

)
+ Qs ¨

3M´ 2
M´ 1

¨

(
AdvMLWE

Br
+ AdvMLWE

Bz
+

2ε

1´ ε

)
where M =

(
r1

r

)n(ℓ+k)
, 2ε = I1´1/ϕ2

(
n(ℓ+k)+1

2 , 1
2

)
.

Proof. We proceed with a series of hybrids starting from the ASYNC-TS-UF game. Throughout
this proof, we denote the advantage of an adversary A against a search game G by AdvG

A :=
Pr [G(A)Ñ 1] – in particular, we omit passing (1λ, N, T, T´ 1) as input.
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Game1 . This is the ASYNC-TS-UF game from Fig. 3.5.

Game2 . In this hybrid we defer the computation of the honest wi to the second round of
the protocol, and program the random oracle to be consistent. We also introduce a flag ffail to
explicitly mark additional cases where the adversary loses. Notably, ffail is set to J when the
random oracle is programmed on a previously queried value. This is formalized in Fig. 6.8.

Game2

1 : Lsig,UnopenedCmt[¨] := H

2 : ffail := K

3 : (CS, stA)Ð AH(1λ, N, T)
4 : assert CS Ď [N]^ |CS| ď T´ 1
5 : HS := [N]zCS

6 : (vk, (ski)iP[N])Ð Keygen(1λ, N, T)
7 : for i P HS do
8 : sti := ∅

9 : (msg, sig)Ð AH,(OShareSignr )rP[Rsig ](vk, (ski)iPCS, stA)
10 : if ffail = J then

11 : return 0
12 : if (msg P Lsig) or ␣Verify(vk,msg, sig) then
13 : return 0
14 : return 1

ShareSign1(vk, i, ski, sti)

1 : cmti
$
Ð t0, 1u2λ

2 : UnopenedCmt[(i, cmti)] = J

3 : return (pmi
1 := cmti, sti)

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : require act Ď [N]^ i P act

2 : assertUnopenedCmt[(i, pmi
1)]=J

3 : UnopenedCmt[(i, pmi
1)] := K

4 : ri Ð χr

5 : wi := [A I] ¨ ri

6 : Hcmt(vk, wi) := pmi
1

7 : // Program random oracle

8 : sti := sti Y t(act,msg, pm1, wi, ri)u

9 : return (pmi
2 := wi, sti)

Figure 6.8: Second hybrid of the unforgeability proof of Threshold ML-DSA. If the random oracle is pro-
grammed on a previously queried index, consider that the adversary loses, i.e. ffail is set to J.
Difference with the previous hybrid are highlighted .

The view of the adversary A differs if they called the random oracle of one of the wi before
round 2 was executed, i.e.

ˇ

ˇ

ˇ
AdvGame1

A ´AdvGame2
A

ˇ

ˇ

ˇ
ď Pr [E]

where E is the event “Hcmt was queried on a honest wi before round 2 in Game1”.
By union-bound, we can reduce this to a single call to OShareSign1 .

ˇ

ˇ

ˇ
AdvGame1

A ´AdvGame2
A

ˇ

ˇ

ˇ
ď

Qs
ÿ

s=1

Pr[E1
s] (4)

where E1
s is the event “The wi produced by the s-th call to OShareSign1 is queried on Hcmt before

round 2 in Game1”.
We denote the above individual probabilities ps for s P [Qs]. Formally, we introduce in Fig. 6.9

an intermediary game Ints
1 in which A wins with probability exactly ps. We also introduce a

tweak of Ints
1, named Ints

2, where we replace the s-th commitment wi by a uniform value in Rk
q.

First, the difference in advantage between Ints
1 and Ints

2 reduces to MLWERq,k,ℓ,χr . Formally, we
can define an adversary E s against the MLWERq,k,ℓ,χr problem such that:

ˇ

ˇ

ˇ
Adv

Ints
1

A ´Adv
Ints

2
A

ˇ

ˇ

ˇ
=

ˇ

ˇ

ˇ
ps ´Adv

Ints
2

A

ˇ

ˇ

ˇ
ď Adv

MLWERq ,k,ℓ,χr
E s (5)

Also, we note that in Ints
2, the probability that one call of A to the random oracle queries the s-th

wi is bounded by the min-entropy of wi
$
Ð Rk

q, i.e. by q´nk. By union bound, AdvInt
s
2

A ď QHcmt ¨ q
´nk.
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Ints
1

1 : Lsig := H

2 : Commitments[¨] := H

3 : Cnt := 0

4 : wins := 0

5 : (CS, stA)Ð AH(1λ, N, T, t)
6 : assert CS Ď [N]^ |CS| ď T´ 1
7 : HS := [N]zCS

8 : (vk, (ski)iP[N])Ð Keygen(1λ, N, T)
9 : for i P HS do

10 : sti := ∅

11 : (msg, sig)Ð AH,(OShareSignr )rP[Rsig ](vk, (ski)iPCS, stA)

12 : return wins

ShareSign1(vk, i, ski, sti)

1 : Cnt := Cnt+ 1
2 : ri Ð χr

3 : wi := [A I] ¨ ri

4 : Commitments[Cnt] := wi

5 : sti := sti Y t(cmti, wi, ri)u

6 : cmti = Hcmt(vk, wi) P t0, 1u2λ

7 : return (pmi
1 := cmti, sti)

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : require act Ď [N]^ i P act
2 : assert (pmi

1, ¨, ¨) P sti

3 : Pick (cmti, wi, ri) from sti with pmi
1 = cmti

4 : if Commitments[s] = wi then

5 : Commitments[s] = K

6 : return K
7 : sti := stizt(cmti, wi, ri)u

8 : sti := sti Y t(act,msg, pm1, wi, ri)u

9 : return (pmi
2 := wi, sti)

Hcmt(vk, w)

1 : if Commitments[s] = w then

2 : wins = 1
3 : // Other lines are identical

Ints
2

1 : // Identical to Ints
1

ShareSign1(vk, i, ski, sti)

1 : Cnt := Cnt+ 1
2 : if Cnt ‰ s then
3 : ri Ð χr

4 : wi := [A I] ¨ ri
5 : sti := sti Y t(cmti, wi, ri)u

6 : else

7 : wi
$
Ð Rk

q

8 : sti := sti Y t(cmti, wi, ¨ )u
9 : Commitments[Cnt] := wi

10 : cmti = Hcmt(vk, wi) P t0, 1u2λ

11 : return (pmi
1 := cmti, sti)

Figure 6.9: Intermediary games for the second hybrid of the unforgeability proof of Threshold ML-DSA.
Difference with Game1 are highlighted .
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By combining the above inequality with Eq. (4) and Eq. (5), we conclude:
ˇ

ˇ

ˇ
AdvGame1

A ´AdvGame2
A

ˇ

ˇ

ˇ
ď Qs ¨QHcmt ¨ q

´nk + Qs ¨Adv
MLWERq ,k,ℓ,χr
B1

where B1 is the adversary E s maximizing Adv
MLWERq ,k,ℓ,χr
E s .

Remark 6.4.6. As a useful remark for the following hybrids, we note that a given wi cannot be
used twice by the same party after Game2 as then the random oracle programming would fail,
and the adversary loses.

Game3 . In this hybrid, we sample a challenge c and its seed c̃ in advance during round 2.
When the last honest hash cmti obtains a corresponding wi programmed, we program the values
H(µ||wJ) = c̃ and SampleInBall(c̃) = c. This is formalized in Fig. 6.10.

Game3

1 : Lsig,UnopenedCmt[¨] := H

2 : ToProgram,Programmed[¨] := H
3 : // Other lines are identical to Game2

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : require act Ď [N]^ i P act
2 : assert UnopenedCmt[(i, pmi

1)] = J

3 : UnopenedCmt[(i, pmi
1)] := K

4 : if (act, (cmtj)jPact,msg, ¨) R ToProgram then

5 : c̃ $
Ð t0, 1u2¨λ; c Ð C

6 : ToProgram := ToProgramY t(act, (cmtj)jPact,msg, c̃, c)u

7 : Pick (a1, a2, a3, c)

8 : from ToProgram s.t. (a1, a2, a3) = (act, (cmtj)jPact,msg)

9 : ri Ð χr

10 : wi := [A I] ¨ ri

11 : Hcmt(vk, wi) := pmi
1

12 : for (act1, (cmt1j)jPact1 ,msg1, c1) P ToProgram do

13 : if (i P act1)^ (cmt1i = pmi
1)^ (@j P act1ztiu, Dwj, cmtj = Hcmt(vk, j, wj)) then

14 : // Find all the new programmable challenges

15 : ToProgram := ToProgramzt(act1, (cmt1j)jPact1 ,msg1, c̃1, c1)u

16 : w :=
ř

jPact1 wj; (wJ, wK) = HighBitsq(w, 2γ2)

17 : H(µ||wJ) := c̃1; SampleInBall(c̃1) := c1 // Program random oracle

18 : sti := sti Y t(act,msg, pm1, wi, ri)u

19 : return (pmi
2 := wi, sti)

Figure 6.10: Third hybrid of the unforgeability proof of Threshold ML-DSA. If the random oracle is pro-
grammed on a previously queried index, consider that the adversary loses, i.e. ffail is set to
J. Difference with the previous hybrid are highlighted .

The proof for this hybrid is analogous to the previous one. First, these changes do not bias H

and SampleInBall as the sampled challenges c and seeds c̃ are used at most once for programming
H and SampleInBall, and are not provided to the adversary before programming. The view of the
adversary hence differs only if it queried the random oracle (i) H on some µ||wJ, where w are
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the high bits of pw =
ř

iPact wi before it is programmed in round 2, or (ii) SampleInBall on c̃ before
it is programmed.

First, we can easily bound the probability that SampleInBall is queried on some c̃ before it is
programmed by QHQs ¨ 2´2¨λ.

Then, we are interested in the probability that H is queried on some µ||wJ before it is pro-
grammed. For each s P Qs, we reexpress as an advantage the probability ps that the s-th wi
produced during round 2 is used to compute a wJ that was previously queried on the random
oracle H. Formally, we define the game Ints

3 in Fig. 6.11, that verifies ps = Adv
Ints

3
A . By union

bound, we have
ˇ

ˇ

ˇ
AdvGame2

A ´AdvGame3
A

ˇ

ˇ

ˇ
ď
ř

sP[Qs]
ps.

Ints
3

1 : Lsig,UnopenedCmt[¨], := H

2 : ToProgram := H

3 : Cnt := 0

4 : wins := 0
5 : ffail := K

6 : (CS, stA)Ð AH(1λ, N, T)
7 : assert CS Ď [N]^ |CS| ď T´ 1
8 : HS := [N]zCS

9 : (vk, (ski)iP[N])Ð Keygen(1λ, N, T)
10 : for i P HS do
11 : sti := ∅

12 : (msg, sig)Ð AH,(OShareSignr )rP[Rsig ](vk, (ski)iPCS, stA)

13 : return wins

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : Cnt := Cnt+ 1
2 : require act Ď [N]^ i P act
3 : assertUnopenedCmt[(i, pmi

1)]=J

4 : UnopenedCmt[(i, pmi
1)] := K

5 : if (act, (cmtj)jPact,msg, ¨) R ToProgram then

6 : ToProgram := ToProgramY t(act, (cmtj)jPact,msg, ¨)u

7 : ri Ð χr; wi := [A I] ¨ ri
8 : Hcmt(vk, wi) := pmi

1
9 : for (act1, (cmt1j)jPact1 ,msg1, ¨) P ToProgram do

10 : if (i P act1)^ (cmt1i = pmi
1)^ (@j P act1ztiu, Dwj, cmtj = Hcmt(vk, j, wj)) then

11 : ToProgram := ToProgramzt(act1, (cmt1j)jPact1 ,msg1, c̃1, c1)u

12 : w :=
ř

jPact1 wj; (wJ, wK) = HighBitsq(w, 2γ2)

13 : if Cnt = s^ D(µ||wJ) P H then // H already queried on wJ

14 : wins = 1
15 : sti := sti Y t(act,msg, pm1, wi, ri)u

16 : return (pmi
2 := wi, sti)

Ints
4

1 : // Identical to Ints
3

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : Cnt := Cnt+ 1
2 : require act Ď [N]^ i P act
3 : assertUnopenedCmt[(i, pmi

1)]=J

4 : UnopenedCmt[(i, pmi
1)] := K

5 : if (act, (cmtj)jPact,msg, ¨) R ToProgram then

6 : ToProgram := ToProgramY t(act, (cmtj)jPact,msg, ¨)u

7 : if Cnt = s then wi
$
Ð Rk

q

8 : else ri Ð χr; wi := [A I] ¨ ri
9 : // Rest is identical

Figure 6.11: Intermediary games for the third hybrid of the unforgeability proof of Threshold ML-DSA.
Difference with Game2 are highlighted .

We additionally define the game Ints
4 in Fig. 6.11, where we replace the s-th wi by a uni-

form value in Rk
q. The advantage difference between Ints

3 and Ints
4 again reduces to MLWERq,k,ℓ,χr :

ˇ

ˇ

ˇ
Adv

Ints
3

A ´Adv
Ints

4
A

ˇ

ˇ

ˇ
ď Adv

MLWERq ,k,ℓ,χr
E s for an adversary E s against the MLWERq,k,ℓ,χr problem.

Then, we can see that the probability that A wins in Ints
4 can be bounded using the min-entropy

of HighBitsq(U (Rk
q), 2γ2). Indeed, the s-th wi is sampled uniformly from Rk

q and ensures that each
w that needs to be programmed follows the distribution HighBitsq(U (Rk

q), 2γ2). As there are at

most Qs w to check, we obtain the bound Adv
Ints

4
A ď QHQs ¨

(
2γ2+1

q

)kn
.
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Putting together the different inequalities obtained, we finally deduce the existence of an ad-
versary B2 against the MLWERq,k,ℓ,χr such that:

ˇ

ˇ

ˇ
AdvGame2

A ´AdvGame3
A

ˇ

ˇ

ˇ
ď QHQ2

s ¨

(
2γ2 + 1

q

)kn

+ QHQs ¨ 2´2¨λ

+ Qs ¨Adv
MLWERq ,k,ℓ,χr
B2

Game4 . In this hybrid, we ensure that Hcmt has no collisions and that the adversary cannot
find preimages of hashes cmti after passing them to the second signing oracle. We introduce
a table Cmt that records every cmt sampled in Hcmt or in OShareSign1 , as well as those passed
to the second signing oracle. Whenever a new hash cmt is sampled, we ensure that it was not
previously added to Cmt, or the challenger sets the flag ffail to J in order to abort the game. This
is formalized in Fig. 6.12.

Game4

1 : Lsig,UnopenedCmt[¨],Cmt := H
2 : // Rest is identical to Game3

ShareSign1(vk, i, ski, sti)

1 : cmti
$
Ð t0, 1u2λ

2 : UnopenedCmt[(i, cmti)] = J

3 : if cmti P Cmt then

4 : ffail := J

5 : return K

6 : Cmt := CmtY tcmtiu

7 : return (pmi
1 := cmti, sti)

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : Cmt := CmtY tcmtj := pm
j
1ujPact

2 : // The rest is identical

Hcmt(vk, w)

1 : if QHcmt
[(vk, w)] = K then

2 : cmt
$
Ð t0, 1u2λ

3 : QHcmt
[(vk, w)] = cmt

4 : if cmti P Cmt then

5 : ffail := J

6 : return K

7 : Cmt := CmtY tcmtiu

8 : return QHcmt
[(vk, w)] = K

Figure 6.12: Fourth hybrid of the unforgeability proof of Threshold ML-DSA. Difference with the previous
hybrid are highlighted .

The view of the adversary differs in Game4 if it was previously able to (i) find a pre-image of a
cmti after passing it to OShareSign2 , or (ii) if a given cmt was sampled twice.

We can bound the probability of (i) due to the pre-image resistance of the hash function Hcmt,
and with an union bound over all the commits passed by the adversary to OShareSign2 which gives
a bound QHcmt ¨ T ¨Qs ¨ 2´2λ.
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As for (ii), we rely on the collision resistance of Hcmt. Since the commitments are sampled

uniformly from t0, 1u2λ, we can bound the probability of (ii) by (QHcmt+Qs)2

22λ .
We conclude that,

ˇ

ˇ

ˇ
AdvGame3

A ´AdvGame4
A

ˇ

ˇ

ˇ
ď

QHcmt ¨ T ¨Qs + (QHcmt + Qs)2

22λ

Game5 . In this hybrid, we ensure that H on tr||msg does never return twice the same c̃ for two
different messages. This is formalized in Fig. 6.13.

Game5

1 : // Identical to Game4

H(str)

1 : if str = tr||msg and QH[tr||msg] = K then
2 : c̃ Ð t0, 1u512

3 : QH[tr||msg] = c̃
4 : if Dmsg1, QH[tr||msg1] = c̃ or (¨, c̃, ¨) P ToProgram then

5 : ffail := J

6 : return K
7 : // Rest is identical

Figure 6.13: Fifth hybrid of the unforgeability proof of Threshold ML-DSA. Difference with the previous
hybrid are highlighted .

As for the previous hybrid, this is ensured by the collision resistance of H due to the large
space of c̃.

We conclude that,
ˇ

ˇ

ˇ
AdvGame4

A ´AdvGame5
A

ˇ

ˇ

ˇ
ď Q2

H ¨ 2
´512

Game6 . In this hybrid, we ensure that the challenge used in round 3 is the same as the one
sampled in round 2, and we precompute the responses zi in advance. This is formalized in
Fig. 6.14.

We want to show that responses are identically distributed in Game6. This is the case if pro-
grammed responses use the same c in both round 2 and round 3, and if they are used at most
once.

Now, we can first observe that if the hash checks in round 3 pass, then all the cmti :=
Hcmt(vk, wi) are correctly defined. Recall that Game4 ensured that Hcmt has no collisions, and
that pre-images cannot be found after round 2 is called. Hence, if these checks pass, then it
means that in round 2, all the hashes cmti either: (i) already had pre-images, or (ii) were pro-
duced by an honest party in OShareSign1 and were waiting for programming. Eventually, all the
missing cmti from (ii) must thus have been programmed in OShareSign2 and as the challenger pro-
grams SampleInBall as soon as all the wi are defined, then it ensures that the same c is used in
round 2 and in round 3.

Additionally, responses are used at most once by a given party due to the collision resistance
of Hcmt and Remark 6.4.6 which ensures that party i will accept cmti at most once.

All in all, we conclude that the adversary’s view is identically distributed in Game5 and Game6

so,
AdvGame6

A = AdvGame5
A
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Game6

1 : Lsig,UnopenedCmt[¨],Cmt,Responses[¨] := H
2 : // Rest is identical to Game4

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : require act Ď [N]^ i P act
2 : assert UnopenedCmt[(i, pmi

1)] = J

3 : UnopenedCmt[(i, pmi
1)] := K

4 : if (act, (cmtj)jPact,msg, ¨) R ToProgram then

5 : c̃ $
Ð t0, 1u2¨λ; c Ð C

6 : ToProgram := ToProgramY t(act, (cmtj)jPact,msg, c̃, c)u
7 : Pick (a1, a2, a3, c) from ToProgram s.t. (a1, a2, a3) = (act, (cmtj)jPact,msg)

8 : ri Ð χr

9 : wi := [A I] ¨ ri

10 : m := RSSRecover(act)

11 : sparti :=
ř

IPmi
sI

12 : Responses[(act, (cmtj)jPact,msg, i)] := zi

13 : // Rest is identical

ShareSign3(vk, act,msg, pm2, i, ski, sti)

1 : assert (act,msg, ¨, pmi
2, ¨) P sti

2 : Pick (act,msg, pm1, wi, ¨ ) from sti with pmi
2 = wi

3 : Parse pm1 = (cmtj)j, pm2 = (wj)j‰i

4 : for j P act do
5 : if cmtj ‰ Hcmt(vk, j, wj) then
6 : abort
7 : // Check hash commit.

8 : sti := stizt(act,msg, pm1, wi, ¨ )u
9 : if z1

i , z2
i := Responses[(act, (cmtj)jPact,msg, i)] then

10 : return (z1
i , sti)

11 : else abort

Figure 6.14: Sixth hybrid of the unforgeability proof of Threshold ML-DSA. Difference with the previous
hybrid are highlighted .

Game7 . In this hybrid, we no longer sample ri out of the rejection sampling. In case the
rejection sampling aborts, we sample a fresh zi from the aborting distribution (z|rej)v=c¨sparti

. Then,

we compute wi as
[
A I

]
¨ zi ´ bpart

i , where bpart
i =

[
A I

]
¨ sparti . This is formalized in Fig. 6.15.

We can see that the view of the adversary is identically distributed. Indeed, in Game6 we have[
A I

]
¨ zi = c ¨

[
A I

]
¨ sparti

loooooomoooooon

bpart
i

+
[
A I

]
¨ ri

loooomoooon

wi

for zi = ri + c ¨ sparti (even in case it is rejected). We can

thus equivalently write wi =
[
A I

]
¨ zi ´ c ¨ bpart

i and sample zi first. The sampling of rejected
zi from (z|rej)v=c¨sparti

finally ensures the same distribution of zi in the above equality in case of
rejections.

So,
AdvGame7

A = AdvGame6
A
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Game7

1 : // Identical to Game6

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : require act Ď [N]^ i P act
2 : assert UnopenedCmt[(i, pmi

1)] = J

3 : UnopenedCmt[(i, pmi
1)] := K

4 : if (act, (cmtj)jPact,msg, ¨) R ToProgram then

5 : c̃ $
Ð t0, 1u2¨λ; c Ð C

6 : ToProgram := ToProgramY t(act, (cmtj)jPact,msg, c̃, c)u
7 : Pick (a1, a2, a3, c) from ToProgram s.t. (a1, a2, a3) = (act, (cmtj)jPact,msg)

8 : m := RSSRecover(act)

9 : sparti :=
ÿ

IPmi

sI

10 : zi Ð Rej(c ¨ sparti , χz, χr, M)

11 : if zi = K then // if reject

12 : zi Ð (z|rej)v=c¨sparti

13 : bpart
i :=

ř

IPmi
bI

14 : wi :=
[
A I

]
¨ zi ´ c ¨ bpart

i

15 : if zi ‰ K then

16 : Responses[(act, (cmtj)jPact,msg, i)] := zi

17 : // Rest is identical

Figure 6.15: Seventh hybrid of the unforgeability proof of Threshold ML-DSA. Difference with the previous
hybrid are highlighted .

Game8 . In this hybrid, we ensure that the values c ¨ sparti have a twisted norm at most B. That
is, whenever this is not the case we set the flag ffail to J to abort the game. This is formalized in
Fig. 6.16.

By assumption on B, for any choice of act this is true with overwhelming probability over the
randomness of c and of the secrets.

Since the adversary chooses act, it may not be independent of the secrets and we cannot
directly conclude. However, we can simply guess act since the number of possible sets (N

T) is
polynomially bounded.

By union-bound over all the calls to a signing oracle, we conclude:

ˇ

ˇ

ˇ
AdvGame7

A ´AdvGame8
A

ˇ

ˇ

ˇ
ď Qs ¨

(
N
T

)
¨ negl(λ)

Game9 . In this hybrid, we replace the aborting wi by a uniform value in Rk
q. This is formalized

in Fig. 6.17.
There are up to Qs wi to replace. We define a family of games Gp for p P [Qs + 1], replacing

one by one the wi by a uniform vector, which verifies:
ˇ

ˇ

ˇ
AdvGame8

A ´AdvGame9
A

ˇ

ˇ

ˇ
ď

ÿ

sP[Qs]

ˇ

ˇ

ˇ
AdvGp+1

A ´AdvGp

A

ˇ

ˇ

ˇ

Let p P [Qs + 1]. We want to bound
ˇ

ˇ

ˇ
AdvGp+1

A ´AdvGp

A

ˇ

ˇ

ˇ
.



168 rejection-sampling based tss and threshold ml-dsa

Game8

1 : // Identical to Game7

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : require act Ď [N]^ i P act
2 : assert UnopenedCmt[(i, pmi

1)] = J

3 : UnopenedCmt[(i, pmi
1)] := K

4 : if (act, (cmtj)jPact,msg, ¨) R ToProgram then

5 : c̃ $
Ð t0, 1u2¨λ; c Ð C

6 : ToProgram := ToProgramY t(act, (cmtj)jPact,msg, c̃, c)u
7 : Pick (a1, a2, a3, c) from ToProgram s.t. (a1, a2, a3) = (act, (cmtj)jPact,msg)

8 : m := RSSRecover(act)

9 : sparti :=
ÿ

IPmi

sI ; (u1, u2) = sparti

10 : if }(ν ¨ c ¨ u1, c ¨ u2)}2 ą B then

11 : ffail := J

12 : return K
13 : zi Ð Rej(c ¨ sparti , χz, χr, M)

14 : if zi = K then // if reject

15 : zi Ð (z|rej)v=c¨sparti

16 : bpart
i :=

ÿ

IPmi

bI

17 : wi := [A I] ¨ zi ´ c ¨ bpart
i

18 : if zi ‰ K then
19 : Responses[(act, (cmtj)jPact,msg, i)] := zi

20 : // Rest is identical

Figure 6.16: Eighth hybrid of the unforgeability proof of Threshold ML-DSA. Difference with the previous
hybrid are highlighted .

The core idea is to condition on the value of v := (act, i, sparti , c) used to define the distribution
(z|rej)v=c¨sparti

:
ˇ

ˇ

ˇ
AdvGp+1

A ´AdvGp

A

ˇ

ˇ

ˇ
ď
ÿ

s,c

ˇ

ˇ

ˇ
AdvF1v

A ´AdvFv

A

ˇ

ˇ

ˇ
¨ Pr [v used by Gs] (6)

where F1v and Fv are respectively the games Gp+1 and Gp where we impose the set of signers
act, signer i, and challenge c for the p-th wi to replace, and sample the secrets sI to be consistent
with the value sparti .

We can then define adversaries E v against the MLWERq,k,ℓ,(z|rej)
v=c¨sparti

such that

ˇ

ˇ

ˇ
AdvF1v

A ´AdvFv

A

ˇ

ˇ

ˇ
= Adv

MLWERq ,k,ℓ,(z|rej)
v=c¨sparti

E v (7)

Game8 ensured that the twisted norm of v = c ¨ sparti is bounded by B which ensures that
Rε

8(χz||χr + v) ď M by Lemma 6.2.9. We can thus apply Lemma 6.3.2: there exists adversaries
E 1v and E2v such that

Adv
MLWERq ,k,ℓ,(z|rej)v
E v ď

1
1´ 1

M

¨ (Adv
MLWERq ,k,ℓ,χr
E 1v + Adv

MLWERq ,k,ℓ,χz
E2v + δv) (8)

where v = c ¨ sparti , δv is the statistical distance between χz and (z|rej)v=c¨sparti
.
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Game9

1 : // Identical to Game8

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : require act Ď [N]^ i P act
2 : assert UnopenedCmt[(i, pmi

1)] = J

3 : UnopenedCmt[(i, pmi
1)] := K

4 : if (act, (cmtj)jPact,msg, ¨) R ToProgram then

5 : c̃ $
Ð t0, 1u2¨λ; c Ð C

6 : ToProgram := ToProgramY t(act, (cmtj)jPact,msg, c̃, c)u
7 : Pick (a1, a2, a3, c) from ToProgram s.t. (a1, a2, a3) = (act, (cmtj)jPact,msg)

8 : m := RSSRecover(act)

9 : sparti :=
ÿ

IPmi

sI ; (u1, u2) = sparti

10 : if }(ν ¨ c ¨ u1, c ¨ u2)}2 ą B then

11 : ffail := J

12 : return K
13 : zi Ð Rej(c ¨ sparti , χz, χr, M)

14 : if zi = K then

15 : wi
$
Ð Rk

q

16 : else

17 : bpart
i :=

ÿ

IPmi

bI

18 : wi := [A I] ¨ zi ´ c ¨ bpart
i

19 : Responses[(act, (cmtj)jPact,msg, i)] := zi

20 : // Rest is identical

Figure 6.17: Nineth hybrid of the unforgeability proof of Threshold ML-DSA. Difference with the previous
hybrid are highlighted .

We can also apply Lemma 6.3.1 to bound δv ď 2ε
1´ε .

By combining Equations 6, 7, and 8, we obtain:

ˇ

ˇ

ˇ
AdvGp+1

A ´AdvGp

A

ˇ

ˇ

ˇ
ď

M
M´ 1

max
act,i,}cs}ďB

(
Adv

MLWERq ,k,ℓ,χr
E 1v + Adv

MLWERq ,k,ℓ,χz
E2v

)
+

M
M´ 1

¨
2ε

1´ ε
+ negl(λ)

Finally, by summing all the above inequalities, we obtain

ˇ

ˇ

ˇ
AdvGame8

A ´AdvGame9
A

ˇ

ˇ

ˇ
ď Qs

M
M´ 1

(
Adv

MLWERq ,k,ℓ,χr
B3

+ Adv
MLWERq ,k,ℓ,χz
B4

)
+ Qs

M
M´ 1

¨
2ε

1´ ε
+ negl(λ)

where B3 is an adversary against the MLWERq,k,ℓ,χr problem, B4 is an adversary against the
MLWERq,k,ℓ,χz problem.

Game10 . In this hybrid, we replace the real rejection sampling algorithm Rej(c ¨ sparti , χz, χr, M; ri)

by an ideal functionality Ideal(χz, M) which is independent of the secret. This is formalized in
Fig. 6.18.
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Game10

1 : // Identical to Game6

ShareSign2(vk, act,msg, i, ski, sti, pm1)

1 : require act Ď [N]^ i P act
2 : assert UnopenedCmt[(i, pmi

1)] = J

3 : UnopenedCmt[(i, pmi
1)] := K

4 : if (act, (cmtj)jPact,msg, ¨) R ToProgram then

5 : c̃ $
Ð t0, 1u2¨λ; c Ð C

6 : ToProgram := ToProgramY t(act, (cmtj)jPact,msg, c̃, c)u
7 : Pick (a1, a2, a3, c) from ToProgram s.t. (a1, a2, a3) = (act, (cmtj)jPact,msg)

8 : m := RSSRecover(act)

9 : sparti :=
ÿ

IPmi

sI ; (u1, u2) = sparti

10 : if }(ν ¨ c ¨ u1, c ¨ u2)}2 ą B then
11 : ffail := J
12 : return K

13 : zi Ð Ideal(χz, M)

14 : if zi = K then

15 : wi
$
Ð Rk

q

16 : else

17 : bpart
i :=

ÿ

IPmi

bI

18 : wi := [A I] ¨ zi ´ c ¨ bpart
i

19 : Responses[(act, (cmtj)jPact,msg, i)] := zi

20 : // Rest is identical

Figure 6.18: Tenth hybrid of the unforgeability proof of Threshold ML-DSA. Difference with the previous
hybrid are highlighted .

We rely on the Rényi divergence to prove that this only slightly increase the probability that
A wins the game. For conciseness, we will abuse Rényi divergence notations to take a random
variable as input, implicitly corresponding to the divergence between the marginal distributions
from Game9 and Game10.

We wish to apply a Rényi divergence argument, and its multiplicativity, to the responses
(zj)jP[Qs] produced in signing oracles. However, these responses all depend on the secrets and
are not independent, which prevent a simple application of multiplicativity.

To solve that, we will instead apply the Rényi properties from Lemma 6.2.5 to the tuple X =

((ski)iP[N], z1, ..., zQs).
By the data processing inequality of the Rényi divergence, since we can see Game9 and Game10

as functions of X, their Rényi divergence is bounded by the Rényi divergence of X.
We then apply the multiplicativity of Rényi divergence Lemma 6.2.5:

R8(Game9||Game10) ď R8((ski)iP[N])
looooooomooooooon

=1

¨
ź

j

rj

where rj = max(ski)iP[N]
R8(zj | (ski)iP[N]).

We can apply again the multiplicativity of the Rényi divergence:

R8(zj | (ski)iP[N]) ď max
}v}ďB

R8(zj | cj ¨ s
part
j = v)
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as zj only differs between the games when }c ¨ spartj } ď B.
We finally apply Lemma 6.3.1 to deduce that,

R8(Game9||Game10) ď

(
1 +

ε

M´ 1

)Qs

Applying the probability preservation of the Rényi divergence, we get:

AdvGame9
A ď

(
1 +

ε

M´ 1

)Qs

¨AdvGame10
A

Game11 . In this hybrid, we remove the abort condition on the norm of c ¨ sparti .
This can only increase the winning probability of the adversary, hence

AdvGame10
A ď AdvGame11

A

Game12 . In this hybrid, we replace the public key by the rounding of a uniform value, i.e.

Power2Round (b, d) where b $
Ð Rk

q. To preserve consistency, we fix a secret index I such that
I0 Ď HS, i.e. sI0 is not given to the adversary, and we replace bI0 with bI0 := b´

ř

I‰I0
bI . This is

formalized in Fig. 6.19.

Game12

1 : // Identical to Game8

Keygen(1λ, N, T)Ñ (vk, sk)

1 : ρ Ð t0, 1u256

2 : A := HA(ρ)

3 : for I Ă [N] s.t. |I| = N ´ T + 1 and I ‰ I0 do
4 : sI Ð χsk

5 : bI := [A I] ¨ sI
6 :
7 : // Compute partial public keys

8 : for i P I do // Distribute the keys

9 : ski = ski Y tsIu

10 : b $
Ð Rk

q

11 : bI0 := b´
ř

I‰I0
bI

12 : (bJ, bK) := Power2Round (b, d)

13 : vk := (ρ, bJ)

14 : // Verification key

15 : sk := (tr, ski)iP[N]

16 : return (vk, sk)

Figure 6.19: Twelfth hybrid of the unforgeability proof of Threshold ML-DSA. Difference with the previous
hybrid are highlighted .

As secrets are no longer used by honest parties in the scheme at this stage, we can replace
bI0 by a uniform value by the MLWERq,k,ℓ,χsk

assumption. Equivalently, we can then sample b
uniformly at random and define (bJ, bK) := Power2Round (b, d) and bI0 := b´

ř

I‰I0
bI .

Formally, there exists an adversary B5 against the MLWERq,k,ℓ,χsk
problem such that:

ˇ

ˇ

ˇ
AdvGame11

A ´AdvGame12
A

ˇ

ˇ

ˇ
ď Adv

MLWERq ,k,ℓ,χsk
B5
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Game13 . In this hybrid, we first sample the high bits of the public key bJ from an ML-DSA
public key, then we sample the full key b from the distribution Rk

q conditioned on the value of
bJ. This is formalized in Fig. 6.20.

Game13

1 : // Identical to Game8

Keygen(1λ, N, T)Ñ (vk, sk)

1 : ρ Ð t0, 1u256

2 : A := HA(ρ)

3 : for I Ă [N] s.t. |I| = N ´ T + 1 and I ‰ I0 do
4 : sI Ð χsk

5 : bI := [A I] ¨ sI
6 : // Compute partial public keys

7 : for i P I do // Distribute the keys

8 : ski = ski Y tsIu

9 : (s, e)Ð χsk

10 : pb := A ¨ s + e

11 : (bJ, ¨) := Power2Round(pb, d)

12 : Sample b from U (Rk
q) s.t. (bJ, ¨) = Power2Round(b, d)

13 : bI0 := b´
ř

I‰I0
bI

14 : vk := (ρ, bJ)

15 : // Verification key

16 : sk := (tr, ski)iP[N]

17 : return (vk, sk)

Figure 6.20: Thirteenth hybrid of the unforgeability proof of Threshold ML-DSA. Difference with the pre-
vious hybrid are highlighted .

We can equivalently sample (b, bJ) in Game12 by first sampling the high bits from (bJ, ¨) =

Power2Round(U (Rk
q, d)) and then sampling b conditioned on bJ. Then, we can see that Game13

just replaces U (Rk
q) in this distribution by an MLWE sample with secrets sampled in χsk, which

is again indistinguishable under the MLWERq,k,ℓ,χsk
assumption.

Formally, there exists an adversary B6 against the MLWERq,k,ℓ,χsk
problem such that:

ˇ

ˇ

ˇ
AdvGame12

A ´AdvGame13
A

ˇ

ˇ

ˇ
ď Adv

MLWERq ,k,ℓ,χsk
B6

conclusion. Finally, we reduce Game13 to the unforgeability of ML-DSA. We design an adver-
sary B7 against the unforgeability of ML-DSA, and simulate the view of the adversary in Game13.
B7 takes as input an ML-DSA public key pk = (ρ, bK), and random oracles HA, H and SampleInBall.
It does the following changes:

‚ It programs HA(ρ) = A.

‚ It chooses bJ and ρ provided by the unforgeability challenger in the threshold Keygen.

‚ Queries to the random oracles H and SampleInBall are lazily passed to the random oracles
provided by the unforgeability challenger instead of honestly sampling their values. Note
that in case Game12 programs them otherwise, this behavior is not affected.
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B7 forwards any forgery it receives from A to the ML-DSA unforgeability challenger.
The view of the adversary A is identically distributed since the ML-DSA random oracles sample

images from the same distributions as Game13, and the ML-DSA public key is sampled as (ρ, bJ)

in Game13.
Then, we can see that a valid forgery in Game13 will also be a valid forgery for ML-DSA.

Indeed, the verification procedure only depends on ρ and bJ which are chosen identical for the
ML-DSA signature and the threshold signature. Also, the challenge random oracles coincide on
messages for which forgeries are valid (i.e. messages for which no signing oracle was called) as
a c̃ programmed by Game13 will never be used by the ML-DSA oracles thanks to the condition
added in Game5. Hence,

AdvEUF-CMA
B7

= AdvGame13
A

We finally collect all the bounds to obtain the theorem statement, noting that all the intermedi-
ary adversaries have an execution time roughly equal to Time(A).

6.4.5 Parameter Selection

To maintain backward compatibility with ML-DSA, we keep the same public parameters listed
in Table 6.2, introducing only the new parameters K, r1, r, and ν (respectively, the number of
parallel repetitions, the respective radii of the randomness r1

i and rejected randomness zi, and the
expansion factor for the first part of the rejected randomness z(1)i ). Following the security analysis

in Section 6.4.3, we first choose ϕ such that ε = I1´1/ϕ2

(
n(ℓ+k)+1

2 , 1
2

)
/2 ď 1/(KQs). Then, given

an upper bound B on the norm of partial secrets (holding with overwhelming probability), and
choosing r12 ě r2 + B2 + 2rB

ϕ , we ensure that Threshold ML-DSA retains the same level of security
as ML-DSA for up to Qs signing queries. Concretely, we take Qs = 250. We set B = 1.3 ¨
?

τ ¨
a

n ¨ (k + ℓ/ν2) ¨
a

Var(U (´η, η)) ¨

c

Q

( N
T´1)/T

U

as a heuristic overwhelming bound on the

norm of partial secrets3. Moreover, RSSRecover ensures that each party uses at most
Q

( N
T´1)/T

U

secrets in a session for our selected parameters, c.f. Section 6.4.2. Finally, we select K, r, r1 for each
possible pair (T, N), targeting a total success probability of at least 1/2 for one protocol execution.
We evaluate the success probability following Theorem 6.4.3, evaluating v numerically.

To showcase the efficiency of our scheme, we provide the communication cost for each thresh-
old 2 ď T ď N ď 6 of Threshold ML-DSA-44 in Table 6.3.

N \ T 2 3 4 5 6

2 10.5 kB
3 15.8 kB 21.0 kB
4 15.8 kB 36.8 kB 42.0 kB
5 15.8 kB 73.5 kB 157.4 kB 84.0 kB
6 21.0 kB 99.8 kB 388.4 kB 524.8 kB 194.2 kB

Table 6.3: Communication costs of Threshold ML-DSA-44 for 2 ď T ď N ď 6, aiming for a success proba-
bility 1/2. Full parameters are given in Section 6.4.6.

performance scaling rationale. Figure 6.21 shows that costs grow sharply once T or N
increases, so we focus on N ď 6 for practicality. Two effects drive this. (i) Let p be the probability
a party accepts one local rejection step (for fixed r, r1). All T parties must accept together, so

3 We verify experimentally that ∥sc∥ behaves like a Gaussian distribution and take a bound 1.3 ¨ ∥s∥ ¨ ∥c∥ corresponding
to 13 standard deviations. If this heuristic were wrong, we would only incur a small loss in the number of queries
since the bound on ∥sc∥ only affects the Rényi divergence of rejection sampling.
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one joint attempt succeeds with probability about pT; the expected number of sequential retries
therefore scales like p´T. Using K ą 1 parallel repetitions only trades extra bandwidth for
lower latency – it cannot remove the inherent pT factor. (ii) A partial secret may aggregate
up to r( N

T´1)/Ts base secrets, inflating its norm (captured in B) and forcing larger radii r, r1.
This aggregation overhead vanishes at T = N, where each party holds exactly one base secret,
explaining the mild improvement in that case.

We provide the full parameters of Threshold ML-DSA in Section 6.4.6, including the parameters
(r, r1, K, ν) for each security level of ML-DSA as well as the communication costs for each threshold
2 ď T ď N ď 6. The parameters selected ensure a success probability at least 1/2 for one protocol
execution. For Threshold ML-DSA-44, we include a visual representation of the bandwidth and
runtime costs in Fig. 6.21.
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Figure 6.21: Bandwidth costs (top) and runtime signing costs (bottom) for Threshold ML-DSA-44. Note
that the values for N = 2 and N = 3 overlap for all T.

6.4.6 Complete Threshold ML-DSA Parameters

This section provides the complete parameter sets for Threshold ML-DSA, compatible with the
different parameter sets of ML-DSA, ML-DSA 44 in Fig. 6.22, ML-DSA 65 and ML-DSA 87 in
Fig. 6.23. These parameter sets are designed to support threshold signatures with up to 6 parties,
ensuring efficient signing and verification processes.

6.5 performance

We fully implemented our scheme for the parameter set Threshold ML-DSA 44, targeting a success
probability of 1/2 per signing attempt. Our implementation is written in Golang, and builds on
the code of the CIRCL library [FK19], that we extended to support our threshold variant of
ML-DSA.

experimental analysis. We evaluated the performance of Threshold ML-DSA locally. All par-
ties ran on a consumer-grade MacBook M3 with 25 GB RAM. We conducted single-threaded local
simulations of our scheme to benchmark key generation, signing (one attempt), and verification.
Each party’s computation was emulated in a single process. The runtime (i.e., computational cost)
for various (T, N) values is shown in Table 6.4, for the parameter set 44 of Threshold ML-DSA, as
well as visualizations of its bandwidth and runtime in Fig. 6.21.
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(T, N) r r1 K Comm. per party

(2, 2) 252778 252833 2 10.5 kB

(2, 3) 310060 310138 3 15.8 kB

(3, 3) 246490 246546 4 21.0 kB

(2, 4) 305919 305997 3 15.8 kB

(3, 4) 279235 279314 7 36.8 kB

(4, 4) 243463 243519 8 42.0 kB

(2, 5) 285363 285459 3 15.8 kB

(3, 5) 282800 282912 14 73.5 kB

(4, 5) 259427 259526 30 157.4 kB

(5, 5) 239924 239981 16 84.0 kB

(2, 6) 300265 300362 4 21.0 kB

(3, 6) 277014 277139 19 99.8 kB

(4, 6) 268705 268831 74 388.4 kB

(5, 6) 250590 250686 100 524.8 kB

(6, 6) 219245 219301 37 194.2 kB

Figure 6.22: Parameter sets for Threshold ML-DSA 44, aiming for a success probability 1/2. All sets use
the same multiplicative factor ν = 3.

(T, N) KeyGen (ms) Sign+Combine (ms) Verify (ms)

(3,3) 0.3669 0.6810

0.0306

(2,4) 0.1709 0.4570

(3,4) 0.2062 1.0961

(4,4) 0.1655 1.3672

(3,5) 0.2870 2.2263

(4,5) 0.2940 4.9832

(5,5) 0.1956 2.8453

(4,6) 0.5016 12.1949

(6,6) 0.2181 7.6784

Table 6.4: Local simulation for the average (mean) costs per party of a single signing attempt of Threshold
ML-DSA-44. All costs are computed on a MacOS M3 machine and grouped by N. Green and
light green indicate the most and second-most optimal cases per group (N) and per scheme,
where applicable.
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(T, N) r r1 K Comm./party

(2, 2) 501495 501613 3 22.9 kB
(2, 3) 540212 540378 5 38.1 kB
(3, 3) 510387 510504 9 68.5 kB
(2, 4) 540212 540378 6 45.7 kB
(3, 4) 506761 506928 20 152.3 kB
(4, 4) 433594 433711 26 198.0 kB
(2, 5) 552371 552575 8 61.0 kB
(3, 5) 552909 553145 62 472.2 kB
(4, 5) 474331 474535 205 1561.3 kB
(5, 5) 425914 426032 78 594.1 kB
(2, 6) 571208 571412 8 61.0 kB
(3, 6) 536793 537058 95 723.5 kB
(4, 6) 488704 488969 804 6123.3 kB
(5, 6) 461324 461529 1200 9139.2 kB
(6, 6) 414896 415013 250 1904.0 kB

(a) Threshold ML-DSA 65. All thresholds (T, N) use the same multiplicative factor ν = 6.

(T, N) r r1 K Comm./party

(2, 2) 503119 503192 3 31.1 kB
(2, 3) 631601 631703 4 41.5 kB
(3, 3) 483107 483180 6 62.2 kB
(2, 4) 632903 633006 4 41.5 kB
(3, 4) 551752 551854 11 114.1 kB
(4, 4) 487958 488031 14 145.2 kB
(2, 5) 607694 607820 5 51.9 kB
(3, 5) 577400 577546 26 269.6 kB
(4, 5) 518384 518510 70 725.8 kB
(5, 5) 468214 468287 35 362.9 kB
(2, 6) 665106 665232 5 51.9 kB
(3, 6) 577541 577704 39 404.4 kB
(4, 6) 517689 517853 208 2156.6 kB
(5, 6) 479692 479819 295 3058.6 kB
(6, 6) 424124 424197 87 902.0 kB

(b) Threshold ML-DSA 87. All thresholds (T, N) use the same multiplicative factor ν = 7.

Figure 6.23: Parameter sets for Threshold ML-DSA 65 and 87, aiming for a success probability per signing
attempt of 1/2.
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The deployment of classical threshold signature schemes is already ongoing. The FROST proto-
col [KG20] has become the state-of-the-art for threshold Schnorr signatures, having been codified
in an IRTF RFC [CKGW24], submitted to the NIST workshop on multi-party threshold cryptog-
raphy [Kom26], and deployed in various real-world systems [Zca25; Cha25; Sol26; Pen25]. In
parallel, post-quantum threshold cryptography has progressed rapidly over the past few years.
Several recent proposals now cover many of the desirable properties of threshold signatures in
the post-quantum setting. However, combining all these properties—such as robustness, optimal
round complexity, and standard compatibility—into a single, highly efficient protocol remains
an open challenge.

In particular, this thesis aimed to narrow the gap between classical and post-quantum thresh-
old signatures by developing a toolkit for designing and deploying practical lattice-based thresh-
old signatures. We presented new techniques and practical protocols demonstrating that desir-
able properties—such as DKG, robustness, efficient abort identification, and compatibility with
ML-DSA—can be achieved efficiently. Some techniques developed here have already been inte-
grated into upcoming NIST submissions.

The ongoing NIST Multi-Party Threshold Cryptography (MPTC) effort promises to be a major
catalyst for the field. With the recent call for threshold primitives [NIST-IR8214C], concrete
proposals will be submitted in the coming months. This process should bring clarity regarding
the most promising designs, while providing the community with a structured opportunity to
thoroughly analyze, cryptanalyze, and compare these schemes.

In addition, the coming years will likely put post-quantum threshold schemes to the test,
and should provide crucial feedback on practical expectations for real-world deployments. For
instance, it remains unclear whether the industry will require threshold versions of standard-
ized algorithms like ML-DSA [Nat24], or whether alternative designs—for instance based on the
Raccoon signature [PKPR24]—will be acceptable. We also need clarity on which communication
models are realistic in practice, whether features like full robustness, identifiable aborts, and
distributed key generation (DKG) are strict requirements, and what thresholds (T out of N) and
communication overheads are considered acceptable.

7.1 open questions and future directions

Although we are starting to see a rich and diverse landscape of lattice-based threshold schemes,
many questions remain open. These challenges can be broadly categorized by the underlying
design paradigms of the signatures.

fiat-shamir with aborts. For schemes based on Fiat-Shamir with aborts, and in particular
for ML-DSA, the primary hurdles lie in scalability and accountability. Scaling our protocol from
Chapter 6 to a larger number of parties (e.g., N ď 32 or even 64) while maintaining practical
communication costs is a key open question. Our proposal is limited to small thresholds (e.g.,
N ď 6, though we believe it can be extended to slightly larger thresholds). Currently, the only
known approach to support large thresholds is with MPC-based techniques [BCEP+25], but it is
not clear if this approach can be made sufficiently efficient for real-world applications. Addition-
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ally, it is currently unknown how to identify misbehavior during signing for these schemes, as
the inherent aborts of the rejection sampling appear hard to distinguish from misbehavior.

fiat-shamir without aborts. Conversely, schemes based on Fiat-Shamir with noise flood-
ing avoid the complexities of rejection sampling, and have attracted considerable attention thanks
to appealing properties proposed in the literature, including partially non-interactive signing,
identifiable aborts, robustness and adaptive security. However, they also face their own set of
challenges. For these constructions, next steps include designing efficient proactive refresh mech-
anisms1 for long-lived keys and developing more efficient protocols proven secure against adap-
tive adversaries. Since the underlying centralized signatures for these schemes are not currently
standardized by NIST, the community may want to converge on a shared basis for interoper-
ability. A natural candidate is Raccoon, which already underlies the most efficient proposals.
Converging on a common set of public parameters, encoding, and verification would help in-
teroperability, while different threshold constructions could remain compatible with this shared
base and target different numbers of parties and signing queries.

Besides, while highly efficient two-round schemes exist in this paradigm, the most efficient
ones rely on interactive assumptions like Algebraic One-More MSIS (AOM-MSIS) instantiated
with parameters that fall outside formal reductions to standard lattice problems. It will be impor-
tant to further analyze the security of these assumptions and parameters to increase confidence
in the security of these schemes.

implementation, evaluation, and deployment environments. Finally, there is a clear
need to implement, evaluate, and compare lattice threshold schemes more thoroughly. Currently,
schemes can be difficult to compare in practice because they often lack optimized and constant-
time implementations, or because they are evaluated under different network assumptions (e.g.,
synchronous broadcast vs. asynchronous point-to-point). It is also often unclear what kind of
environment they will be deployed in—for example, whether partially non-interactive signing
(e.g., a 2-round offline/online phase like FROST [KG20]) is a strict requirement, or if highly
interactive protocols (e.g., 3 to 5 rounds) are perfectly fine for the target use case. Clarifying
these deployment constraints will be essential to guide the design of future schemes and to
ensure that they meet real-world needs.

beyond threshold signatures. While this thesis focused on threshold signatures, the tran-
sition to post-quantum cryptography also necessitates distributing other primitives. There is a
growing interest in thresholdizing Public Key Encryption (PKE) [DF90; FP01; GLOV25; BD10;
BS23; PS24; CLW25; BLPP26], as well as more advanced cryptographic primitives like threshold
Identity-Based Encryption (IBE) [GWWW25; BLPP26], threshold Password-based Authenticated
Key Exchange (PAKE) [MSJ02; ACFP05], threshold ring signatures [DV09; HS20; LWWS+25], or
threshold blind signatures [VZK03; LNÖ25; FNR25]. Although the industry currently appears
less urgently focused on deploying these advanced distributed primitives compared to standard
threshold signatures, exploring their theoretical feasibility and pushing the boundaries of their
concrete efficiency remains an interesting research direction.

1 Hermine [BCPE+26b] proposes such a mechanism when using our short secret sharing techniques. There is no known
proactive refresh mechanism when using other secret sharing schemes, and consequently, for higher thresholds than
those supported by our techniques.
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Titre : Constructions pratiques de signature à seuil post-quantique à partir de réseaux euclidiens

Mot clés : Signature à seuil, Réseaux euclidiens, Robustesse, ML-DSA

Résumé : La cryptographie post-quantique a ga-
gné en importance ces dernières années, mo-
tivée par la menace que les ordinateurs quan-
tiques font peser sur les systèmes cryptogra-
phiques classiques. Bien que le NIST ait stan-
dardisé plusieurs schémas de chiffrement à
clé publique et de signature numérique post-
quantiques, il subsiste un fossé important dans
notre compréhension des primitives cryptogra-
phiques avancées dans ce contexte. Parmi
celles-ci, les signatures à seuil se distinguent
comme une primitive particulièrement impor-
tante ; elles permettent à un groupe de partici-
pants de produire conjointement une signature
valide, offrant ainsi une résilience face aux dé-
faillances et au compromis partiel.

Alors que les schémas de signature à seuil
classiques ont atteint un stade de maturité et
sont déployés, le développement de schémas de
signature à seuil post-quantiques pratiques de-
meure un défi ouvert. Les constructions propo-

sées manquent souvent de robustesse face aux
participants malveillants, d’une génération de clé
distribuée efficace, et de compatibilité avec les
standards émergents.

Cette thèse fournit une boîte à outils com-
plète pour la conception et le déploiement de
signatures à seuil pratiques basées sur les ré-
seaux euclidiens. Premièrement, nous établis-
sons les fondations de la robustesse, en intro-
duisant des techniques de génération de clé dis-
tribuée et de signature qui garantissent la créa-
tion d’une signature valide même en présence
de participants malveillants. Ensuite, nous nous
tournons vers un protocole radicalement plus ef-
ficace, permettant l’identification des abandons
(identifiable aborts), une propriété qui permet de
détecter les comportements malveillants plutôt
que de les prévenir. Finalement, nous présen-
tons de nouvelles idées pour répondre au défi de
compatibilité avec les standards, en présentant la
première version à seuil pratique de ML-DSA.

Title: Achieving Practical Post-Quantum Threshold Signatures from Lattices

Keywords: Threshold signatures, Lattices, Robustness, ML-DSA

Abstract: Post-quantum cryptography has
gained momentum in recent years, motivated
by the threat that quantum computers pose to
widely deployed classical public-key cryptogra-
phy. While NIST has standardized several post-
quantum public-key encryption and digital sig-
nature schemes, many advanced cryptographic
primitives remain less well understood in the
post-quantum setting. Among these, threshold
signatures are particularly important: they enable
a group of participants to jointly produce a valid
signature, providing resilience against faults and
partial compromise of the system.

Classical threshold signature schemes are
mature and are getting widely adopted, but the
development of practical post-quantum thresh-
old signature schemes remains an open chal-

lenge. Proposed constructions often lack robust-
ness against malicious participants, efficient dis-
tributed key generation, and compatibility with
emerging standards.

This thesis develops a toolkit for design-
ing and deploying practical, lattice-based thresh-
old signatures. First, we establish a foundation
for robustness, introducing techniques for dis-
tributed key generation and signing that guar-
antee the creation of a valid signature even
in the presence of malicious participants. Next,
we develop a much more efficient protocol that
achieves identifiable aborts, a property that de-
tects rather than prevents malicious behavior. Fi-
nally, we address standard compatibility by pre-
senting the first practical threshold version of ML-
DSA (Dilithium).
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